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1.  OcCHOBHble TEXHNYECKME AAHHbIE N XapaKTEPUCTUKHU
CK3U

HacTtoswme lMpaBuna pacnpoCcTpaHSATCA Ha BapuaHTbl ucnonHeHnmn 15, 16 CK3U "bukpunt 5.0".

CK3WM "BukpunTt 5.0" B BapuaHTax ucnonHenmsa 15, 16 npeacraBnseT cpeacTBO 3alunTbl KOHDUAEH-
uManbHoOM MHdopMaunu, yaosneTtesopstoulee "TpeboBaHMAM K CpeacTBaM KpunTorpapuyeckomn 3amnTbl UH-
dopmMaumn, npefHasHadYeHHbIM 415 3aWunTbl MHPOPMaLMN, He coAaepXalleh CBEAEHWNN COCTaBASAIOWMNX FoC-
yOoapCTBeHHYO TalHy" ana knacca KC1, "TpeboBaHusAM K cpeAcTBaM 3MEKTPOHHOM noanucu" Ans knacca
KC1 n "CneumnanbHbiM TpeboBaHMaM K WwWMdpoBasnbHbIM (Kpuntorpaduyeckum) cpeacTsaM, npeaHasHayeH-
HbIM ANS 3aWnTbl MHPOPMaLMKN, He coAepXallel CBeAeHWsl, COCTaBNSAWMX rocyAapCTBEHHYIO TalHy, U
3KCnAyaTupyembix Ha Tepputopmn Poccuninckon depepaumn” no yposHio KC.

CpeactBoMm CK3U "bukpunt 5.0" HE AONYCKAETCSA 3awmuwaTte nHpopMauno, COCTaBNSIOLWY roc-
YAAPCTBEHHYIO TalHY.

Mpu BcTpamBaHnn CK3W B nporpaMMHbIe NPOAYKTbl U UCNONb30BAHUN aBTOHOMHbIX MPOrpaMMHbIX MO-
aynen CK3U HeobxoamMo criegoBaTh TpeboBaHUSAM HOPMATMBHbBIX AOKYMEHTOB, BXoAAWMX B coctaB CK3U.

1.1. OnepaunoHHbIe CUCTEMDI
CK3W "BukpunTt 5.0" B BapraHTax ncnosHeHus 15, 16 npegHasHayeHo A5 aKCcnyataumm noa ynpas-
JleHneM onepaumoHHbIX cucteM macOS.

1.2. PeanusyeMble anropuTtMmsbl

AnropuTtM 3awndpoBaHms/paclundpoBaHna AaHHbIX U BbIUNC/IEHUS UMWUTOBCTABKM peasin3oBaH B CO-
oTBeTcTBMU C TpeboBaHmsaMu TOCT 28147-89 "Cucrtembl 06paboTkm nHpopmMauumn. 3awmTa Kpuntorpapumye-
ckasa". ANropuT™m peasim3oBaH TOJIbKO B BapuMaHTe MUCMoJIHeHus 16.

ANroput™ BbIpaboTKM 3HaueHuUs Xx3Ww-PyHKUUM peann3oBaH B COOTBETCTBMM C TpeboBaHuAMMU
FOCT P 34.11-2012 "MHdopmMaunoHHasa TexHonorua. Kpuntorpaduyeckas 3awmTa nHbopmaummn. OyHKUMSA
X3WwunpoBaHuma".

ANropuTMbl OpMMpoBaHMs K npoBepkn 3l peanusoBaHbl B COOTBETCTBUM C TpebOBaHMAMMU
FOCT P 34.10-2012 "MHdpopMaunoHHasa TexHonormsa. Kpuntorpadudeckas 3awmTta nHpopmauum. MNMpoueccol
dopMmnpoBaHMsa U NPOBEPKM 3NIEKTPOHHOWN LM poBon nognucu”.

ANrOpUTM reHepauuu nap OTKPbITbIN/3aKPbITbIN KKOYN peann3oBaHbl B COOTBETCTBMKU C TpeboBaHu-
amMu TOCT P 34.10-2001 n 'OCT P 34.10-2012 "NHdopMaunmoHHas TexHonorusa. Kpuntorpaduyeckas 3a-
wuta nHdopmaumu. MNpoueccbl GOPMUPOBAHNSA N MPOBEPKU 3/1EKTPOHHON LUndpoBOM noanmcun".

1.3. TpeboaHuga k N3BM

CK3WM B BapuaHTax ncnosnHeHuns 15, 16 gonxHo gyHKUMOHMPoOBaTh Ha NMOBM, ocHalleHHOW npouec-
copoM He Huxe Intel Pentium IV, HXM/[ eMkocTbio He MeHble 1 6, O3Y eMKOCTbIo He MeHble 1 6.

1.4. CobeMHble K4deBblie HOCUTenu

K CbeMHbIM K/HOYEBbIM HOCUTENSIM OTHOCATCA: ycTpoincTtBo "Touch Memory" DS1993 - DS1996;
yctponcteo USB FlashDrive.

1.5. YcnosHble 0603HaueHus
Al — aboHeHTCKNI NYHKT, npeactaBnseT cobon CK3U "bukpunt 5.0" B BapmnaHTax ncnonHeHms 15,
16.




Bukpunt 5.0. Npasuna nonb3oBaHUS. 3

2. YdyeT kr4yeBon nHpopmaumm

2.1. Bwuabl kntoyeBon nHpopMaLMn U KtoYEBblE HOCUTENN

HasBaHune MecTo co3paHus ObnacTtb npuMeHeHus Hocutenb
nepcoHasbHbIN knoy Al 3alinTa ceTeBbIX Ktoyern 1 Ma-  CbeMHbIl KNHO4YeBOM
XpaHeHus (rnaBHbIN cTep-ktoya All HoCcuTENb
KJ1H04)
3aKpbITbIA Koy 3l All ¢dopmupoBaHue 31 31eKTpoH- CbeMHbIN KH04EBOM

HbIX JOKYMEHTOB HOCUTENb
OTKpbITble KAtouun 21 All nposepka 3l 3neKkTpoHHbIX Jlloboh HocuTenb
[OKYMEHTOB
3aKpbITbIN KoY wndgpo-  All WKNppoBaHME CEaHCOBbIX K/1t0- CbEMHbIN KJ1H0YEBOW
BaHuA yen HOCUTENb
OTKpbITble KOUM wWwnd- Al lWKnppoBaHMeE CeaHCoBbIX kKto-  Jltobo HocuTenb
poBaHus yen
MacTep-katod 3 (onum- Al 3alWmTa 3aKpbITbixX Kaoden I Jlroboi HocuTeNb
OHanbHO) nosb3oBaTtenemn
Koy NAcy Al reHepaumsa cnydamHbix nocsie- CbeMHbIN KNHO4YEBOW
[0BaTeNbHOCTEN HOoCUTENb

Bcs knoyeBas MHGOpMaumsa, HaxoaaLWasncs He Ha KTYEBbIX HOCUTENSAX (KpOMe OTKPbITbIX Kto4ein),
XpaHuTCs B 3awmndgpoBaHHOM Buae. OTKpbITble KAOUN XPAHATCS NMo4 MMUTO3alLMTON, Nepes MCnosib3oBa-
HMEM OCYLLECTBNASETCH NpPOBepKa X LENOCTHOCTHU.

Cnocobbl ¢dopMupoBaHus KawoyesorM WHbOPMauUMM OMNUCaHbl B  «UVHCTPYKUMM MNPOrpaMMUCTY».
MH®K.11485466.4012.017.32 02.

JlonyckaeTcsi MCMNoNb30BaHME BMECTO CbEMHbIX KJIOUEBbIX HOCUTENEN HeoT4yXAAeMbIX HOcuTenemn
(Hanpumep, HXXMA), npu aToM TpeboBaHUS K K/KOYEBBLIM HOCUTENAM (M. 2.2) pacnpoCTpPaHATCS Ha CUCTEM-
Hbin 6110k M2BM.

2.2. XpaHeHue KJo4YEeBbIX HOCUTeNEen

JINYHbIE KITOYEBbIE HOCUTENM MOJIb30BaTENEN PEKOMEHAYETCS XPaHUTb B celide. MNonb3oBaTtenb HeceT
nepcoHasibHYy OTBETCTBEHHOCTb 3@ XpaHEHME NIMYHbIX KOYEBbIX HOCUTENEN.

Mpu Hanuuuu B opraHM3auunun, akcnayatupyowein CK3U, agMuHucTpaTopa 6€30MacHOCTM U LeHTpa-
IN30BAHHOM XPaHEHUU KJIOUYEBbLIX HOCUTENEW, aaAMUHUCTPATOp 6€30MNacHOCTN OpraHM3almMn HeceT Mnepco-
HafIbHYIO OTBETCTBEHHOCTb 3@ XPaHEHME NINYHbIX K/THOUYEBbIX HOCUTENEN Nofb3oBaTtenen. JInuHbie Knoyesble
HOCUTENWN afiIMUHUCTPaTopa 6e30MacHOCTU AOMKHbLI XPaHUTLCS B €ro JIMUHOM ceide.

CucrteMHble 610ku MN3BM c HeOTUYYXAaEMbIMWU HOCUTENSIMU K/TOYEeN, B TOM umucne kntoda MNACH, cne-
AYET XpaHUTb W 3KCMAyaTMpoBaTb B CrneumasibHblX NMOMELLEHUSX, pa3MelleHne, crneuymanbHoe obopynosa-
HMe, OXpaHa N OpraHu3auuns pexuMa B KOTOPbIX UCK/OYAKT AOCTYMN K CUCTEMHOMY 610Ky HEeYynosHOMOYEeH-
HbIX N,

2.3. CpoKun gencrteus Kro4den

Cpoku gencreus kiw4deBon MHdoOpMaunm, onucaHHon B Tabnuue, kKpome knto4ven nposepku 31 He
OO/MKHbI NMpeBbiwaTbh 1 rog u 3 Mecsiua, CpoK AeNCTBMS Kntodven nposepkun I — He 6onee 15 nert.

2.4. YHUUYTOXEHME KNOYEBO MHDOPMaLMM Ha KJTHOUYEBBIX HOCKU-

TENAX

KntoueBble HOCUTENN C KIOYEBOM MHGOPMaLMen, CPOK AeNCTBUS KOTOPOI UCTEK, HE MOTYT UCMOJb-
30BaTbCS HW B KAKOM APYroM KayectBe, KpoMe ktoyeBoro Hocutens CK3U "bukpunt 5.0". YHuU4YTOXEHMNE
KJIIOYEBbIX HOCUTENEN, OCYLLECTBASETCS NYTEM pacniioWMBaHNUS MOSIOTKOM Ha HaKoBaslbHE.

2.5. KoMnpomeTaumsa Kirven

Moa koMnpoMmeTaumen K4YeBon MHGOPMaLMN NOHUMAETCS pasriaweHne nHdopmaummn, ytpata mam
BpEMEHHas NoTeps K/ItYeBOro HOCUTENS, KONMpoBaHMe MHMOPMaUnKM, a TakKe HeCaHKLUMOHUPOBAHHbIN 40-
CTyn K HeMn.

2.5.1. KoMmnpomeTauuns 3akpbIToro katoda 3l
Mpn KOMApoMeTaumn 3aKkpbITOro kao4ya Il npegycMaTpuBaeTcs Cieayowmnii NnopsaoK AeNCTBUR:
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1. O d)aKTe KOMMNpoMeTauun HeMeaNeHHO CTaBATCA B W3BECTHOCTb AAMUHUCTpaTopbl Bcex All-
peECNOHAEHTOB;

2. MNpounsBoaANTCA reHepaumnsa HOBbIX Ktoyeln 3l Ana AaHHOro Mosib30BaTeNs M 3aMeHa CTaporo oT-
KpbITOro knto4a 3l yKa3aHHOro nosab3oBaTesns Ha HOBbIM B CNpaBoYHMKax (nepepermcrpaums) Ha scex All-
pecnoHAeHTax, Npu UCMNOJSIb30BaHUMN CANCKA OTO3BAHHbLIX CEPTUMUKATOB, CTapblil OTKPbLITHIA K04 NoMeLla-
eTcs B Hero n paccolnaertca BceM All-pecrnoHAeHTaMm;

3. CKOMMNPOMETUPOBAHHbIA KoY DI B HOCUTENle YHUUYTOXAETCS MYyTEM (PU3NYECKOTO YHUUTOXEHUS
K/1I0YEBOr0 HOCUTENS UMW 3aMUCU Ha HOCUTENb HOBOMO 3aKpbIToro kato4va 3N gaHHOro nonb3osaTtens;

4. AAMUHUCTpaTOop Kaxaoro All-pecrnoHAeHTa NpUHUMaET AOMNONIHUTENbHbIE MEPbI MO NPOBEPKE MoA-
JIMHHOCTWN AOKyMeHToB ¢ 3l AaHHOro nonb3oBaTens, KoTopble 6bn NpuHATLI Al ¢ NnpeanonaraeMoro Mo-
MeHTa KOMMNpOMeTauuu.

2.5.2. KoMmnpomeTaumns 3aKpbITOro Kaw4da wmndpoBaHms

Mpy KOMNpoMeTauum 3aKpbITOro Kjtoda WwudpoBaHnsa npegycMmaTpuBaeTcs cneayowmn nopsaoK aen-
CTBUN:

1. O ¢pakTe KOMMpoMeTauuMnm HEMEASIEHHO CTaBATCA B W3BECTHOCTb AAMUMHUCTpaTopbl Bcex Afll-
pecrnoHAeHTOB;

2. Mpon3BoamnTCs reHepaums HOBbIX Kto4Yen WndpoBaHns ANs AAHHOMO NOAb30BaTeNs 1 3aMeHa CTa-
poro OTKPbITOro Kjto4a wudpoBaHNa yKa3aHHOro Mosib30BaTesisi Ha HOBbIM B CnpaBo4YHWKax (nepeperu-
CcTpaums) Ha Bcex All-pecnoHaeHTax;

3. CKOMNPOMETUPOBAHHbIN KOY WNDPOBAHUSA B HOCUTENE YHUUTOXAETCA NyTeM (PU3NMUYECKOro YHU-
UTOXEHUSA K/IOYEBOr0 HOCUTENSA MM 3aMUCh Ha HOCUTESIb HOBOMO 3aKpbITOro Kitoya WndpoBaHMa 4aHHOIo
nosib3oBarens.

2.5.3. KoMmnpomMeTauusa macrep-ksr4da

B cnyyae koMnpoMeTaumMm MacTep-k/loda npeaycMaTpmBaeTcs NopsaoK AEeNCTBUIA aHANOMMYHbIN No-
psAKy, npusefeHHoOMY B M. 2.5.3 n 2.5.4.

3. PekoMeHOauUMM Mo pasMeleHur TexXHUYeCcKux
cpeacts ¢ CK3U

B cooTtBetctBMM C TpeboBaHuamm «[llonoxeHums [MK3-2005» pekoMeHaauun [AaHHOMO MyHKTa
0653aTenbHbl 4719 NPUMEHEHUS B C/leayoWmuX cayyasx:

e eCNV MHMOpMauns KOHPUAEHUNANbHOIO XapakTepa NoANexXuT 3awmTe B COOTBETCTBUM C 3aKOHO-
AaTenbcTBoM Poccuickon deagepaumu;

e NPV OpraHMsaummn Kpuntorpauyeckon 3awmnTtbl MHPOPMALMN KOHDUAEHUNANBbHOIO XapakTtepa B
denepanbHbIX OpraHax UCNOMHUTENbLHON BAACTU M B OpraHax UCMOAHUTENbHOW Bnactu cybbekToB Poccuin-
ckon depepaumu;

e MPU OpraHu3saumMm Kpuntorpaduyeckon 3awmnTbl MHDOPMaLUUM KOHDUAEHUMANbHOrO0 Xapakrepa B
OopraHu3saumsax He3aBMCUMO OT UX OpPraHn3aLUMOHHO-NPaBoBOM GOPMbl U POPMblI COBCTBEHHOCTW NpPU BbINOJI-
HEHWM MMM 3aKa30B Ha MOCTaBKYy TOBApOB, BbIMOJHEHWE paboT MM okasaHue ycnyr Ans rocyaAapCTBEHHbIX
HYXA;

e ecnu 06a3aTeNbHOCTb 3aWwmMTbl MHDOPMaLUM KOHOUAEHLMANBHOIO XapakTepa Bo31araeTcs 3aKOHO-
patenbcTBOM Poccuiickoln deaepaumm Ha NuL, UMeLWNX A0CTYN K 3TOM MH(OPpMaUUM MAN HaZeNeHHbIX Nos-
HOMOUYMSAMWN NO PACMOPSKEHUIO CBEAEHUNAMN, COAEPXKALUMMUCA B AAHHOM MHDOPMaLnK;

e Npu 06paboTke MHGpOPMaUMN KOHMUAEHUMANbLHOIrO xXapaktepa, obnagaTesieM KOTOPOM SIBASOTCS
rocyfapCTBEHHbIE OpraHbl MW OpraHn3auunm, BbiNOJHSAIOLWMNE rOCyAapCTBEHHbIE 3aKasbl, B C/ly4Yae NpUHATUS
UMUK Mep MO OXpaHe ee KOHPUAEHUMANbHOCTU NYTEM MCNO/Ib30BaHUS CPEACTB KPMATOrpaduruyeckon 3awmTbl;

e Npun 06paboTke nHPopMauMn KOHPUAEHUMANbHOIrO XapakTepa B roCyAapCTBEHHbIX OpraHax u B op-
raHn3aumnsax, BbIMOMHAOWWX FOCYyAapCTBEHHbIE 3aKa3bl, 061agaTtenb KOTOPOM NPUHUMAET Mepbl K cCOXpaHe-
HUIO ee KOHDUAEHUMANBHOCTU NyTeM YCTaHOB/EHUS He06X0AMMOCTU MCNONb30BaHUA CPeaCTB KpMnTorpa-
dunyeckol 3awmTbl MHHOPMaLUK.

Mpwu co3gaHnm cucTemsbl 3aWnTbl MHPOPMaLUUM Ha ob6bekTax MHOPMaTU3aLnM AOXKHbI BbINOSTHATLCS
pencreytowme B Poccuiickont ®deagepaumm TpeboBaHma No 3awmte nHGOPMaUnmM OT yTEUKU MO TEXHUYECKUM
KaHanaMm, B TOM YMc/ie No KaHany cea3u (Hanpumep, TpeboBaHus, nsnoxeHHole B CTP-K).

Heobx0AMMOCTb 1 AOCTAaTOYHOCTb Mep Mo 3almTe MHOPMaLUKM OT YTEUKM NO TEXHUYECKUM KaHanam,
B TOM 4YMCMe MO KaHajly CBSI3M, AO/KHbI OLEHMBATbCS MOPSAKOM, MPeAyCMOTPEHHbLIM YMOMSHYTbIMU
PYKOBOASILUMMKM AOKYMEHTaMKM, C y4YeTOM LeneBbiX YCTAaHOBOK MpeanosiaraeMoro HapywuTenss u yrpos
6e3onacHoCTM MHGOpMaunmn, onpeaensieMbiXx MOAesnbl yrpo3 U HapywuTtens. MNpu 3ToM, ecnu o6bekTbl
aTTecToBaHbl Ha COOTBETCTBME YCTAHOBJIEHHbIM TPe60BaHMSM MO 3alnTe MHbOpMauumn 6€3 yyeTa OUEHKMU
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KaHana cBs3un, To npu noakntodeHnn CBT ¢ CK3U "BukpunTt 5.0" K KaHanam cBA3M, BbIXOASLWNM 3a Npeaensl
KOHTPO/IMPYEMOI 30Hbl, HE06X0AMMO MCMOIb30BaTh Nt0b60e U3 CneayrLWmnx CpeacTs:

e BOJIOKOHHO-OMTUYECKUE JINHUU CBA3U;

e OMTUYECKME pa3BsA3biBaloOLWMe YCTPOWCTBA, YCTaHAB/IMBAEMbIE B TpakT nepegaym MHopmaummn ans
CO34aHuMsa ONTOBOJIOKOHHOIO CerMeHTa ceTu;

e cepTudmumpoBaHHble CK3M, He uMelwme OrpaHMUYnTENbHbIX MEpP MPU MNOAKIKYEHMU K KaHanam
CBSI3M, BbIXOASLWMM 3@ Npeaesibl KOHTPOJIMPYEMOM 30HbI.

Mpu ucnonb3oBaHun CK3U "Bukpunt 5.0" Heobxoanmmo pykoBoacTBOBaTbCsA npukasom PAMNCU ot
13.06.2001 N 152 «06 yTtBepxaeHun WHcTpykumn 06 opraHusaumm m obecrniedyeHnm 6e30MacHOCTU
XpaHeHus, 06paboTkn M nepegayun No KaHanam CBSA3UM C MCMOSb30BAHMEM CPeACTB KpunTorpaduyeckomn
3aWwnTbl  MHGOPMaUMM C OrFpaHMYeHHbIM AOCTYNOM, He coAepXalleh CBeAeHMW, COCTaBAALWmX
rocy4apCTBEHHYIO TalHy>».

4. TpeboBaHMa K nMporpamMMHOMY W annapaTHOMY
obecneyeHunto

1. Ha TexHnuyeckmx cpeactsax, ocHaweHHbIX CK3U "Bukpunt 5.0", A4O/MKHO MCMONb30BaTbCA
TONbKO NIMLLEH3NOHHOE nporpaMMHoe obecneveHne dupm-npounssoauTteneit, nmbo MO, cepTudumunpoBaHHoe
OCB. YkasaHHoe 10 He 40MXKHO coaepxaTb CpeAcTB pa3paboTkm 1 OTNagaKu MpUIoXKeHU, a Takxke coaep-
XaTb B cebe BO3MOXHOCTEN, NO3BONSAIOLMX OKa3blBaTb BO3AeNCTBME Ha PyHKLUMOHUpoBaHmMe CK3W. B cny-
yae TexHosorn4yeckux notpebHocTen opraHusaumm, skcnayatupytowen CK3U, B ncnonb3oBaHMn MHOMO Npo-
rpamMmHoro obecneyeHuns, ero NpUMeHeHne J0KHO 6blTb CAaHKLMOHUPOBAHO aAMUHUCTPaTOpoM 6e3onacHo-
ctn. B nobom cnyyae MO He foNXHO coAepxaTb B cebe BO3MOXHOCTEN, NO3BOSSIOLWMNX:

MoANULMPOBATbL COAEPXKMMOE MPOM3BOJIbHbIX obnacten namaTu;

MoanduunpoBaTb CO6CTBEHHbBIN KOA U KOA APYrMX NOANPOrpaMm;

MoaMduUMpoBaTb NaMsaTb, BblAENEHHYIO ANS APYrMX NoAnporpaMm;

nepenasaTtb ynpasneHue B 061acTb CO6CTBEHHBLIX AaHHbIX U AaHHbIX APYrMX NOAMPOrpamMMm;
HECaHKUMOHMPOBAHHO MOANdUUMpPOBaTL dalsbl, coaepX aline UCnosHAeMble KoAbl MpU UX XpaHe-
HUW Ha XXECTKOM AUCKe;

* 1CNOMb30BaTb HEAOKYMEHTUPOBaHHbIE MpMaMm-paspaboTunkamm GyHKLUMN.

2. Ha MN3BM ogHOBpeMeHHO MOXeT 6biTb YCTaHOBJ/IEHA TO/IbKO OAHAa paspelleHHas onepauu-
OHHas cucrema.

3. MporpamMmHble Mmoaynun CK3W (npuknagHoro MO co BcTpoeHHbIM CK3W) AosxKHbI 6bITb A0-
CTYMHbI TONILKO MO YTeHUI0/3anycky (B aTpubyTax danoB 3anpelleHa 3anmcb U Mmoamdunkaums).

4. AaMuHucTpatopoM 6e3o0nacHOCTM AO/MKHO 6biTb MpOBEAEeHO onevyaTbiBaHWE CUCTEMHOIO
6n10ka c yctaHoBneHHbIM CK3U, nckntovaroLiee BO3MOXHOCTb HECaHKLMOHMPOBAHHOIO U3MEHEHMUS annapart-
HOWM YacTu pabouen cTaHuuun.

5. TpeboBaHUs K NPOAOSIKNTENBHOCTU PYHKLMOHU-
poBaHusa N2BM

He ponyckaetcs HenpepbiBHOEe hYHKUMOHMpOBaHue N3BM c yctaHoBneHHbIM CK3U 6onee cyTok (24
yacoB) 6e3 annapaTHoM nepe3arpysku MN3BM.

6. TpebosaHua no 3awmnte oT HCA

CK3U "bukpunt 5.0" npmn ycnoBumn BbINONHEHUS HacToawmx Npasmn obecneymsaeT 3awnTy KOHMU-
AeHuManbHol MHopMaumm no ypoBHto KC1 ans BapnaHToB uUcrnonHewus 15, 16.

6.1. T[lpuvHuUMnbl 3aWnTbl MHPOpMaumm ot HC/

3awuTa nHdopmaumm ot HCl B aBTOMaTU3MpPOBaAHHON cucTeMe obecneumBaeTCss KOMMIEKCOM Mpo-
rPAMMHO-TEXHUYECKNX CPEeACTB U NOAAEPXUBAIOWMNX UX OpraHM3aLMoHHbIX Mep. B nx uncne:

e NMPYMEHeHMe cneumanbHbIX NPorpaMMHO-annapaTHbIX CPeACTB 3aluThl;

e OpraHusaumns cucTeMbl KOHTpons 6esonacHocTn nHdopMauum;

e (bnsmyeckas oxpaHa N3BM un ee cpeacTs;

e aiMMHUCTPUpPOBaHMe MHOOPMaLMOHHOM 6e30nacHOCTH;

e yueT HOCuTenen nHpopmauum;

e CMIHaAM3aumMsa O MonbITKaX HapyLEeHUs 3aLunThbl;
nepuoamMyecKkoe TeCTUpoBaHMe TEXHUYECKMX U NMPOrpaMMHbIX CPeACTB 3aluunThbl;
NCnonb3oBaHne cepTudULUNPOBAHHbBIX U JIMLEH3UOHHbIX NMPOrpaMMHbIX U TEXHUYECKNX CPeacCTB.
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3awumTa nHdopmauum ot HC nomkHa obecneunBaTbCs Ha BCEX TEXHOOMMYECKUX 3Tanax 06paboTku
nHbOopMaLmn 1 BO BCEX peXMMax PYHKLMOHUPOBAHUSA, B TOM YNCNE, NPU NPOBEAEHUN PEMOHTHLIX U perna-
MeHTHbIX paboT.

3awumTa nHdopmaumm ot HCA AonxkHa npeaycMaTpmMBaTb KOHTPOb 3P HEKTUBHOCTU CPEACTB 3alUMUThI
oT HC[. OTOT KOHTPOJIb MOXET 6bITb TMH60 Neprnoamyeckum, NMd6o HULUMMPOBATLCA NO Mepe Heo6X0AMMOCTU
NoNb30BaTENEM WUIN KOHTPONMPYOLWMMK OpraHamu.

B opraHu3aumu - nonb3oBaTenie CUCTEMbl AOMXKHO 6bITb BbIAENEHO CheunanbHoe A0/HKHOCTHOE Lo
- aAMUHUCTpaTop 6e30MacHOCTM, PYHKLMN KOTOPOro AO0KHbI 3aK/1I04aTbCS B BbIMOIHEHUM NpoLueayp ycra-
HoBKWM O, HACTPOMKW CUCTEMHOINO OKPYXEHWS, YCTAaHOBKW, HACTpoONku, obcnyxmBaHusa n obecneyeHus
(PYHKLMOHNPOBAHUS CPeACTB 3aLyunThl.

AaMuHUCTpaTop 6€30MacHOCTN AO/MKEH UMETb BO3MOXHOCTb AOCTyrna Ko Bceil nHdopmaumm, obpaba-
TbiBaeMon Ha paboyeM mecTe.

Kaxabli ucnonHutens paboT Kak nosnb3oBaTeNb CeTU KOHPUAEHUManbHOM CBA3N A0/MKeH bbITh 3ape-
rMCTPUPOBaH y aaMUHMCTpaTopa cnyxbbl 6e3onacHOCTU.

B opraHusauum - nosb3oBaTesie CUCTEMbl AO/KHbI BECTUCh "XKypHanbl perncrpaumMm aagMMHUCTPaTo-
poB M nosib3oBaTenen"” (BO3MOXHO BeAeHWe O4HOM0 XypHana Ans BCel opraHu3aumm), B KOTOpble 3aHOCATCS
cneaytowme AaHHble:

e ©.N.0. pernctpnpyeMoro nmua;

e HasBaHWe noapasaeneHns opraHusaumm (Npu BeaeHnn obLero xypHana);

e CTeneHb ero gonycka (agMMHUCTpATop/nonb3oBaTesb);

e faTa perucrpauuu;

e flaTa OKOHYaHWS CpOKa AENCTBUS perncrpaumu.

6.2. OpraHusaumoHHble Mepbl 3aWwnTbl MHPopMauum ot HCA

Mpw ncnonssosaHnn CK3W "Bukpunt 5.0" cnegyeT NpuHATL crieayowme opraHM3aumoHHble Mepbl:

1. MpaBo pgoctyna kK pabouymMm MectaMm c yctaHoBfneHHbIM MO CK3W "Bukpunt 5.0" gosxkHO
NpefoCTaBNATLCA TOMbKO /IMLAM, O3HAKOMIEHHbIM C NpaBMaaMn NOMb30BaHNA U U3YUYMBLUMM SKCNyaTaun-
OHHYI0 AOKYMEHTALUI Ha nporpaMMHoe obecrnedeHne, nMmetoulee B ceoeM coctaBse CK3U "Bukpunt 5.0".

2. 3anpeTuTb OCYLLECTBIEHME HECAHKLMOHNUPOBAHHOIO agMUHUCTPATOPOM 6€30MacHOCTU KO-
NMUPOBAaHUSA KITOUYEBbLIX HOCUTENEN.

3. 3anpeTnTb Nepeaavy KAYEBbIX HOCUTENEN ULAM, K HUM HE AOMYLIEHHbIM.

4, 3anpeTuTb UCMNOMb30BaHNE K/IHOUEBbLIX HOCUTENEN B pexuMax, He NMpeayCMOTPEHHbIX npa-

BMAaMm nonb3oBaHus CK3W "Bukpunt 5.0", nnbo mcnonb3oBaTb KOUYEBbLIE HOCUTENIM Ha MOCTOPOHHUX
M2BM.

5. 3anpeTuTb 3anucb Ha KtoYeBble HOCUTEM NOCTOPOHHEN MHdOopMaumnm.

6. 3anpeTuTb 0CTaBAsATb 6€3 KOHTPOAS BblYNCNTENbHbIE CPEACTBA, Ha KOTOPbIX 3KCMyaTupy-
etcsa CK3U "bukpunt 5.0" nocne BBoaa knyeBon nHdpopmaummn. MNMpu yxoae nonb3osartens ¢ pabovero me-
CTa AO/HKHO UCMOJIb30BaTbCSA aBTOMATMUYECKOe BK/OUEHMe Napo/ibHOM 3acTaBKMu.

6.3. OpraHum3aumoHHO-TEXHUYECKNEe Mepbl 3awmnTbl oT HCA

JonxeH 6blTb peanusoBaH CrneayloWwmnii KOMNAeKC OpraHM3auuoHHO-TEXHUYECKUX Mep 3aluTbl OT
HCAO:

1. MNMepen Havanom npouecca yctaHoBku MO co BCTpOeHHbIMK Moaynsamm CK3UM nmbo aBTOHOM-
HbIX NporpamMMHbIX Moaynen CK3U aonxeH oCyLeCcTBASTLCA KOHTPO/b LIe/IOCTHOCTW yCTaHasnauBaemoro MO
nporpammon hashctrl, Bxoaswen B coctas CK3U (cM. MpunoxerHue 1).

2. Mpwn kaxxgom 3anycke MN3BM ¢ yctaHoBneHHbIM MO CK3U gonXeH OCyLLeCcTBAATbLCA KOHTPOIb
LesIoCTHOCTN nporpamMmHoro obecneveHus, sxoasuwero B coctas CK3U "Bukpunt 5.0", camon OC u BCex
ncnonHsemblx darnos, GyHKUMOHMPYOLWMX coBMeCTHO ¢ CK3W. KOHTpOb AO/MKEH OCYLWECTBASATLCS YTUU-
Tol hashctrl, Bxoasuwen B coctaB CK3U.

3. B cnyyae obHapyxeHusa "nocTtopoHHUX" (He 3aperMcTpMpoBaHHbIX) MPOrpamMm Uan Hapylue-
HMSA LUEeNoCTHOCTM nporpamMMHoro obecneveHns pabota gonxkHa 6biTb NpekpalleHa.

4. Monb3oBaTenb AO/MKEH 3anyCckaTb TONIbKO T€ MPUJSIOXKEHUS, KOTOpble pa3pelleHbl agMUHUN-
CTpaTopoM.

5. Cpeacteamun OC ansa nonb3oBaTtens Ao/KeH 6biTb yCTaHOBNEH Napo/ib BXOAA B CUCTEMY AJN-

HOM He MeHee 6 cMMBO/OB. [Maponb MM MaeHTUdUKATOP AO/KEH MEHATbCS He pexe 1 pasa B rog. Yucno
NonbITOK BBOAA Naposs OAHWM NOMb30BATENEM HE AOMXKHO npesBbiwaTth 10 pa3. AaMuHucTpatop 6esonacHo-
CTW AO/KEH CKOHpUIrypupoBaTb OMNEpaunMOHHYIO CUCTEMY, B CpeAe KOTOPOM MiaHupyeTcs MCNosb30BaTth
CK3W, n ocywectBnATb Nepnoanyecknii KOHTpOsb CAeNaHHbIX HAaCTPOeK B COOTBETCTBUM CO CleAYyOLWMMU
TpeboBaHusMun:

e He ncnonb3oBaTb HecTaHAapTHbIE, U3MEHEHHbIE UK oTnagouHble Bepcun OC.

e NICKM0UMTb BO3MOXHOCTb 3arpy3ku 1 ncnonb3osaHnsa OC, OTAMYHOM OT NpeaAyCMOTPEHHON WTAaTHOM
paboTon.
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e /ICKNIOUYNTL BO3MOXHOCTb YAANE€HHOr0 ynpasieHus, agMUHUCTPUPOBaHUA n mogndukaumm OC n eé
HacTpoeK.

e Ha M3BM ponxHa 6bITb YCTaHOBEHA TO/IbKO OAHA OnepauMoHHas cucTeMa.

e [MpaBoM ycTtaHoBKK 1 HacTponku OC n CK3U gonxeH obnagaTb TObKO agMUHUCTpaTop 6e3onacHo-
cTwn.

e OC pomxkHa 6bITb HacTpoeHa Tonbko Ana paboTel ¢ CK3W. Bce Hencnonblyemble pecypcbl CUCTEMBI
HeobXxoANMO OTKAUUTE (MPOTOKOMbI, CEPBUCHI U T.M.).

e PexxnMbl 6e3onacHocTn, peanunsoBaHHble B OC, AOMXHbI 6bITb HACTPOEHbI HA MakCUMasbHbIA ypo-
BEHb.

e BceM nonb3oBaTtensm v rpynnam, 3apernctpmpoBaHHbiM B OC, He06X0AMMO Ha3HaUYNUTb MUHUMANbLHO
BO3MOXHble A/ HOpManbHOW paboTbl Npasa.

e Heo6x0aMMO npeaycMOTpeTb Mepbl, MaKCMMasnbHO OrpaHuM4MBalomMe A4OCTYN K CheayownM pecyp-
CaM CuUCTeMbl (B COOTBETCTBYIOLWNX YCNOBMAX BO3MOXHO MOJSIHOE yAasieHMe pecypca Wian ero Hemcrosb3sye-
MOW YacTun):
dannbl n Katanoru;
BpEeMeHHble dalinbl;
XXYPHanbl CUCTEMbI;
dannbl noakayku;
Kawunpyemas uHdopmaumna (naponu u T.n.);
e OT/1Iaf04YHasn nHdbopmMaums.

Kpome TOro, Heo6xoaMMo opraHmM3oBaTb 3aTMpaHue (Mo OKOHYaHuM ceaHca paboTbl CK3U) BpeMeH-
HbIX annoB 1 annos nNogkavykn, GOpMMUPYEMbIX MNN MoANPULMPYEMBbIX B npouecce paboTbl CK3U. Ecnun
3TO He BbINO/HMMO, To OC A0/KHa NCNOb30BaThCs B O4HOMNOb30BaTEIbCKOM pexnme n Ha HXXM aonxHsbl
pacnpocTpaHaTbCca TpeboBaHMS, NpeabaBASEMbIE K KOYEBbIM HOCUTENAM.

fpumeyaHue: Nog 04HOMN0/Ib30BaATELCKUM PEXNMOM B AaHHOM C/ydae noapal3yMeBaeTcs Takoi pe-
)XKUM, rpy KOTOPOM BCE r10/1b30BaTENN AaHHON paboyei CTaHUMu UMEIOT OAUMHAaKOBbIM KOMIIEKT K/OHEBOM
nHGopmaLnu 3Tok paboyeri cTaHumu.

e [1o/HKHO 6bITb UCKIOYEHO NOMajaHue B CMCTEMY NMpOrpaMM, NMo3BOASAKOWMX, NONb3YySACh ownbkamum
OC, noBbiwaTb NpeaocTaBAeHHble NpUBUIErUN.

e [1O/KHbI UCMOSIb30BATbCA aHTUBUPYCHbIE CPEACTBa;

e Heo6x0aMMO perynsipHo ycTaHaB/nBaTb NakeTbl o6HoBneHusa 6e3onacHoctn OC (Service Packs, Hot
fix n T.n.), 06HOBNATL aHTUBUPYCHbIE 6a3bl.

e B cnyyvae noakntodeHmns NMIBM ¢ yctaHoBneHHbIM CK3U K 06WwenoCcTynHbIM ceTAM nepenayvn gaHHbIX,
HeobX0ANMMO WCKIKUYUTL BO3MOXHOCTb OTKPbITUSE M WUCNONHEHUs @annoB M CKPUNTOBbIX O6HEKTOB
(JavaScript, VBScript, ActiveX), nonydeHHbIX 13 061,eA0CTYNHbIX CETEN Nepeaaymn AaHHbIX, 6e3 nposeaeHns
COOTBETCTBYIOLMX NPOBEPOK Ha NpeAMET COAEPXKaHUA B HAX NPOrpaMMHbIX 3aK/1aAoK U BUPYCOB, 3arpyxa-
€MbIX U3 CETH.

e Mpu ncnonbzoBaHmn CK3U Ha M3BM, noakntoyeHHbIX K 0OLLEAOCTYMHbIM CETAM CBSA3WU, C LENbIO
WCKTI0YEHNS BO3MOXXHOCTM HECAHKLMOHMPOBAHHOIO AOCTYyMNa K CUCTEMHbIM pecypcaM WUCMofib3yeMblX one-
PaUMOHHbBIX CUCTEM, K MPOrpaMMHOMY obecrneyveHuto, B OKpyXeHun KoToporo dyHKkumoHmnpytoT CK3U, n k
KoMnoHeHTaM CK3W co CTOpPOHbI yKa3aHHbIX CeTeil, AO/MKHbl UCMONb30BaTbCSA AOMOJHUTENbHbIE METOAbI U
cpeacTBa 3awWwmnTbl (HanpuMep, YCTaHOBKa MexXceTeBblX 3KpaHoB, opraHmsaumns VPN cetent v T.n.). [pu 3TOM
npeanoYTeHMe AO/HKHO OTAABATbCA CpeAcTBaM 3allMTbl, MMeLWWM cepTudunKaT ynosIHOMOYEHHOrO opraHa
no ceptudukauunm.

6.4. TpeboBaHua no sctpanBaHuto CK3UN B npunoxeHuns

PaspaboTka nmpuknagHoro nporpammHoro obecneyeHmss Ha OCHOBE BapWaHTOB MCNONHeHuW 15, 16
CK3W "Bukpunt 5.0" MoxeT npon3BoanTbcs 6e3 cozgaHus HoBbiXx CK3WM 1 6e3 npoBeaeHns TEMaTUUYECKUX
nccnenoBaHWiA B Cnydae UCMofib30BaHMS BbI30BOB U3 (PYHKLWIA, OMMUCAHHbIX B MPUIOXEHUN 2 K HACTOSLLNM
lMpaBunam nNonbL30BaHUA.

B cnyyae ncnonb3oBaHUsa NpoYMX BbI30BOB HEOH6XOAMMO NPOM3BOANTL pa3paboTKy OTAENbHOMO Bapu-
aHTa ucnonHenns CK3W nnmn Hosoro CK3W B COOTBETCTBUM C AENCTBYIOLEN HOpMaTMBHOM 6a3oiM (B 4acTHO-
ctn, c NMocraHoBneHuneM MpaButenbcTBa Poccuiickon ®epepaumm ot 16 anpensa 2012 r. N2 313 m MNMonoxe-
HMeM 0 pa3paboTke, NMPOM3BOACTBE, peanms3aumn n aKcnayataumm wunudpoBanbHbiX (KpunTorpadunyeckmnx)
cpeacTs 3awunTbl nHdopmaumm (MonoxeHne MK3-2005)).

MpuknagHoe nporpaMMHoe obecneyeHne AO/HKHO aHanM3npoBaTb KoAabl Bo3BpaTa MyHKUMA 6ubnno-
TeKM 1 npekpawaTb BbIMOAHEHME onepaumn npu owmnboyHOM Koae BO3BpaTa.

Mpu ncnonb3oBaHun GyHKUMIA WMdpoBaHNA HEO6XOAMMO BbIMOMHATL cCneayowme TpeboBaHns:

e HE MCNO/Ib30BaTb anropmMTMbl BbipaboTkn KtoUen (BKoYas anropuTMbl Ko4eBoro obmMeHa) otany-
Hble OT onncaHHbIX B MHCTpyKkumn nporpammmcta NHOK.11485466.4012.027.32 02;

e PN NCNOMb30BAHUMN PEXMMOB WNDPOBAHUSA, TPEDOYIOLLMX CUHXPOMNOCHIIKN, NPUMEHATb MPOTOKObI,
obecneumBawowmne HagexHyo (6e3 wnckaxeHwin) nepegady CUHXPOMOCHIIKM Mnony4vatento; Heobxoanmmo
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Takxe o6ecrneynTb 3almTy OT NOBTOPHOIO MUCMOIb30BAHUS CUHXPOMOCHISIKU C OAHUM N TEM XKe KH0UYOM Lnd-
pOBaHUs;

e nepes 3awundpoBaHMeM cooblleHne A0MKHO 6biTb MOAMMCAHO 3NEKTPOHHON MOAMUCHIO, KOTOpas
[o/MKHa 6bITb NpoBepeHa nocne pacwmndpoBaHus;

e YHMYTOXAaTb KOHTEKCT WnNdpoBaHMUs cpasy MNocse UCMoSIb30BaHuUs.

Mpy UCNoAb30BaHUK hYHKUMIA, PeanusyoWwmx anropuTMbl 3/1EKTPOHHONM MoAnNncK, Heo6XoAMMO Bbl-
NoNHATb credytoume TpeboBaHua:

® NP pacnpoCTpaHEHUN OTKPbITbIX knroyen 2N NMPUMEHATb METOAbI, obecneumBatowme LenoCTHOCTb
OTKPbITbIX Ko4en mn aYTeHTVIdJVIKaLI,MI-O X BNnaaenbLes,;

e Npu BblpaboTKke/npoBepKe NMOANMCU NUCMONb30BaTb (PYHKLMN XELWWMPOBAHUS AaHHbIX, peanm3oBaH-
Hble B CK3W "bukpunt 5.0";

e NpU MNPOBEAEHUN MpoLEeAYp NMPOBEPKM 3MNEKTPOHHON MOAMUCU BbIMOMHATbL ayTeHTUdUKaUMIO Bna-
[enbla OTKPLITOrO K/lo4a, a Takke NPoBepKy LEeNOCTHOCTM U AENCTBUTENbHOCTU KAloYa Ha MOMEHT npo-
BEPKMU;

e YHMUTOXAaTb KOHTEKCT MOAMMUCU Cpasy Mocsie UCMOob30BaHUS.

Mpu Ucnonb3oBaHUM PYHKLUNIA, peanusyowmx anropuTMbl Ko4eBoro obMeHa, Heo6xoaMMO BbINoS-
HATb cnepytowme TpeboBaHus:

e NPV pacnpoCTpaHEHUMN OTKPbITbIX KtOYeW WKhpPoBaHUS NPUMEHSTbL MeToAbl, obecrneymnBatome Le-
JIOCTHOCTb OTKPbITbIX K/IOYElr N ayTeHTUdUKaumio nx BnagenbLes;

e Heo6x0ANMO NpUMeHATb Mepbl, obecneumnsatowme ayTeHTUMdUKaUMIO obLwero kKi4va WndpoBaHus,
BblpaboTaHHOro C NOMOLLbO Npoueayp Ka4eBoro obMeHa (ANns UCkKYeHns ataku man-in-the-middle);

e NCMONb30BaTb Mepbl, NPeAOTBpallaloLMe NOBTOPEHNE paHEE BbINOMHEHHbIX Mpoueayp KItUYeBOro
obMeHa;

® YHNYTOXAaTb KOHTEKCT KJTKOUEBOIO obmeHa Cpa3y nocsie ncnosib3oBaHus.

Mpu ncnons3oBaHnu CK3N "bukpunt 5.0" B cucteMax 6e€3 aBToMaTM4eCcKoro co3gaHus n (unm) aBTo-
MaTmndeckon nposepku 3 MO, ncnonb3ytowee 6nbnnotekn CK3U "Bukpunt 5.0" AOMKHO peann3oBbiBaTb
cnepywouwme QyHKUUK:

npu cospgaHum JI1:

e MoKasbiBaTb 1LY, NOAMUCLIBAIOWEMY 3/IEKTPOHHbLIA AOKYMEHT, coAepXaHue MHpopMaummn, KoTo-
Pyl OH MOAMUCHIBAET;

e co3naBaTtb JI1 TONMbKO Mocne NOATBEPXAEHUS JINLOM, MOAMUCLIBAKOWNM 3NEKTPOHHbIA OOKYMEHT,
onepauuun no cosgaHuto IM1;

e OAHO3HA4YHO NOKa3biBaTb, YTO Il co3aaHa.

npu nposepke 2JI1:

e MOKa3blBaTb COAEpXaHWe 3NEKTPOHHOIro AOKyMeHTa, nognucaHHoro Jr1;

e MoKa3sbiBaTb MHPOPMALMIO O BHECEHNMN U3MEHEHUI B NOAMMUCAHHbIN DI 3NEKTPOHHbIA AOKYMEHT;

e yKasblBaTb Ha MU0, C NCMONIb30BaHMeEM kntova DI KOTOpOoro noAnMcaHbl 3N1eKTPOHHbIE JOKYMEHThI.
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[MpunoxeHue 1

KOHTpPO/b LIeNNIOCTHOCTM MporpaMMHoOro obecneyeHuns

Onsa obecneyeHnss BO3MOXHOCTM KOHTPOJISA LIENIOCTHOCTM MpPOrpaMMHbIX Moaysnen (darnoB) 3anyck
nporpammbl hashctrl gonxeH ocywecTBNsATLCS C apryMeHTaMuM KOMaHAHON CTPOKM:

be3 napameTpoB — Ha 3KpaH BbIBEAETCS OKHO CO CMMCKOM AOMNYCTUMbIX MapamMeTpoB.
hashctrl [options] [path+mask] [outfile]
Ecnu 3apgaH napameTp [outfile], To BbiBOA nporpaMmel BbigaeTcs B outfile
Oonuuu:

/h0 - npu pacueTe 3HauyeHUs xawWw-pyHKUMN ncnonblyertcsa Habop napameTtpoB NOCT P 34.11-94
(TecTtoBbIN NpUMep)

/h1l - npn pacueTe 3Ha4yeHMs X3W-PYHKUMN MCnonb3lyeTcs Habop napameTpoB CK3U «Bukpunt-
KCB-M» (I'OCT P 34.11-94)

/h2 - npu pacdeTte 3HaueHMs x3aW-dDYHKUUM Mcnonb3lyeTcs Habop napameTtpos MOCT 34.11-94,
CK3WN «Bukpnnt-KCB-C» nnn «bukpunt 4.0/5.0» (FTOCT P 34.11-94)"

/h3 - Npu pacyeTte 3HayeHMs XaW-PyHKUMN ncnonblyetcs Habop napameTrpoB WinFPSUHash.exe
(FOCT P 34.11-94)

/h256 - npu pacuyeTe 3Ha4YeHUs xaw-dyHKUNN ncnonblyetca Habop napametpos CK3U «bukpunt
5.0» (FTOCT P 34.11-2012 256-6uT) (NnapaMeTp MCNOJIb3yETCS NO YMONYAHMUIO)

/h512 - npu pacuyeTe 3Ha4YeHMs XaW-PyHKUNM ncnonb3yeTcss Habop napamMeTpoB CK3WN «bukpunT
5.0» (TOCT P 34.11-2012 512-6uT)

/h=<file.128> - Habop napameTpoB OCT P 34.11-94 6epeTcs un3 cdanna anmHon 128 6ant (mac-
cuB 8 Ha 16 nonyb6anT)

/w:<file128> - BbI6paHHbIN Habop napameTpoB FOCT P 34.11-94 3anucbiBaetca B dann

/crcl6 - pacyeT UMKIMYeckoro koga crclé

/crc32 - pacyeT UMKANMYeCcKoro koga crc32

/crc64 - pacyeT UMKAMYECKoro koaa crc64

/pl - neyaTb 3Ha4YeHUn, Kak B TecToBoM npuMepe NOCT P 34.11-94

/P2 - NeyaTb 3HAYEHUIN MPOM3BOAUTCH CAIMTHO, OT Miaawmnx 6anT K ctapwuM (NapamMeTp UCNOMb-
3yeTcs N0 YMONYaHMUIO)

/l: <filelist> - B KauyecTBe BXOAHOro noToka WMMeH (ansioB WCMOJIb3YeTCs CNMCOK dannoB B
<filelist> (ecnun He 3aaaH, To ucnonb3yetcs hash.lst)

/m - cnuncok dannos B napametpe [path+mask] wnu /I: <filelist> paccmaTtpmuBaeTcsa nporpamMmon
KaK eAMHbIA MacMB AaHHbIX ANs pacyeTa NoTokoBoro xewa (aHanor ytunntbl hashdir.exe)

/r - peKypcuBHbI 06X0A4 KaTanoroB HauyuMHas C TeKylwero WAM yKasaHHOro B MapameTpe
[path+mask]. MapameTp He coBMecTuM C napamMeTpom /I

Mpumepbl 3anycka:

YT0o6bl BbIUMCINTL XelW ANns Bcex halinoB B TEKYLIEN ANPEKTOPUM M 3anucaTb pesynbTaT B dann
result.hsh:

hashctrl *.* result.hsh

YT106b! BbIYNCANTL NOTOYHLIN (06WNIA) Xew Ana Bcex ¢hannoB B TEKYLLEN AUMPEKTOPUN KaK B TEKCTE
FOCT P 34.11-94:

hashctrl /m *.* /h0 /p1

/calc - BblUMCANTb X3aW ANs Kaxaoro darina n3 nocneayrowero cnmucka (3HavyeHue xawa 3anucbl-
BaeTcsa B dann FileName.hsh)

/check - npoBepuTb X3W ANs Kaxaoro ganna u3 nocneayowero cnucka (3Ha4YeHme Xawa CUYUThI-
BaeTcs u3 danna FileName.hsh) (ecnn xaw BepeH, To BbinTK 6e3 cooblieHnsa ecnm He 3agaHo /info; ecnn
X3LWW HeBepeH - coobuleHre 06 3TOM BblgaeTcsa Bceraa)

/info - npoBepuTb X3W U BblAaTb coobLlEeHME O pe3ynbTaTax MPOBEPKU

MpumMepbl 3anycka:
3anucaTtb xaw danna testfile.txt B danin testfile.txt.hsh:
hashctrl /calc testfile.txt

MpoBepuTb xaw darina testfile.txt (npun aTom TpebyeTca darin testfile.txt.hsh):
hashctrl /info testfile.txt

MpoBepuTb xaw darna testfile.txt 6e3 Bbigaun coobieHns o NpaBUIbHOM X3LLE:
hashctrl /check testfile.txt
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Ecnun B pe3ynbTaTe KOHTPOJS LEeNIOCTHOCTM NMpU 3arpy3ke onepaumoHHON CMCTeMbl NosiBNSETCS Coob-
LLEeHNS O HapyLeHUM LeIOCTHOCTU KOHTponupyemoro daiina, nonb3oBaTenb 06s3aH NpekpaTuTb paboTy K
06paTUTbCa K agMMHUCTpaToOpy 6e30MacHoCTy.

AaMuHUCTpaTop 6e30MacHOCTM, MpoaHann3MpoBaB MPUYMHY, NPUBEALIYIO K HapyLIEHMUI0 LEenoCTHO-
CcTu, fomxeH nepeycrtaHoButb MO CK3W "Bukpunt 5.0", nnu dannbl onepaumoHHON cpeasbl.
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[MpunoxeHune 2

lMepeyeHb BbI3OBOB, MCMOSIb30BaHME KOTOPbIX NMpu pa3pabotke npuknagHoro MO Cc npMMeHeHUeEM
CK3U "BukpunTt 5.0" BO3MOXHO 6€3 npoBeAeHUs A0MNONHUTENbHbIX TEMAaTUYECKUX UCCNesoBaHni.

QyHKUMNSA

Onncanune

cr_GetNextByStorage

MNonydyeHune cnegyowero nHAeKca Uenoyvykm ceptngumkaTos

cr_GetRootByStorage

MNonyyeHne KopHeBOro ceptudurKaTa B Lenoyke ceptudurKaTon

cr_GetFilenameByStorage

MNonydyeHne nmeHn danna ceptmdurkaTta B XpaHuauLe

cr_GetBufferByStorage

MonyyeHune cepTudmkaTa M3 XpaHunumuwa

cr_GetStatusByStorage

MonyyeHune cTaTyca cepTudmKaTa M3 XpaHunmila

cr_GetChainSizeByStorage

MoflydyeHne ANMHbI LLenoYykm cepTudmKaToB B XpaHuumule

cr_GetStoragelnfo

MonyyeHne konmyecTsa cepTMdUKATOB U CMMCKa OTO3BAHHbLIX CEpTU-
(pu1kaToB B XpaHuuLie

cr_CreateTime

Co3haHne KOHTEKCTa BPEMEHHU

cr_FreeTime

OcBoboxaeHne KoHTeKCTa BPEMEHU

cr_SetCurrentTime

YCcTaHOBKa TEKYLLEro BpeMeHu A1l KOHTEKCTa BPEMEHU

cr_SetTime YcTaHoBKa 3a4aHHOr0 BpEMEHWN B KOHTEKCT
cr_GetTime lMosyyeHMe BpeMeHU N3 KOHTEKCTa
cr_CopyTime KonnpoBaHue KOHTEKCTa BpeMEHU

cr_GetCertificateUsagelnfo

Monutnka ceptudmrkarta n knacc cpeacraea I

cr_DeleteSignBuffer

Ypanenue 3 ns CMS

cr_GetCmsData

MonyyeHue nHpopmaumm o6 3M n3 CMS B bydepe

cr_GetFileData

MNonydyeHue nudopmaunm 06 3N n3 CMS B danne

cr_GetCmsTimeCn

MonydyeHue BpeMeHu Il M BblAeSIeHHOr0 MMeHU noanuncaHta CMS B
6ydepe

cr_GetCmsFileTimeCn

MonyyeHue BpemeHn 3I M BblAENEHHOro MMeHn noanmcaHta CMS B
danne

cr_GetCrlTimeCn

MonyyeHne BpeMeHu Il N BbIAENEHHOrO MMEHU co3AaTens Crnucka
O0TO3BaHHbIX CEPTUDUNKATOB

cr_GetCertificateTimeCn

MonyyeHne BpeMeHun 3 1 BbIAENEHHOMO MMEHM BlaAesnbLa U3 CepTu-
dukaTta B 6ydepe

cr_GetCertificateTimeCnByStorage

Mony4yeHune speMeHun Il 1 BbIAENEHHOIO UMEHU Blajenbla u3 ceptu-
dunkaTa B XpaHumnuue

cr_Finalize

3aBeplieHne paboTsl

cr_GenerateKeyPair

Co3paHune KI4YeBOM Napbl HA OCHOBE BblAENEHHOIO MMEeHU U aTpuby-
TOB, KOAMPOBaHHbIX B ¢opMmaTe ASN.1

cr_GenerateKeyPairByQualNames

Co3paHue KK4YEeBOM Nnapbl HA OCHOBE AAHHbIX, NAEHTUMOULMPYIOWNX
BNagenbua ceptndukaTa

cr_CreateContext

MHULManmn3aumsa KOHTEKCTa bubnnortekmn

cr_AddCertificate

Job6aBneHune ceptndurkata B KOHTEKCT bubnmotekmn

cr_AddCrl

Job6aBneHune cnmucka O0TO3BaHHbIX CEPTUMUKATOB B KOHTEKCT 6mMbnno-
TEeKM

cr_AddCertificateAndCriByPath

Job6aBneHune cepTndmMKaTOB N CNUCKOB OTO3BaHHbIX CEPTUPUNKATOB U3
halnnoB B KOHTEKCT 6ubnumorekun

cr_LoadPrnd

MHnumnannsaumsa aatumka MNACH

cr_DupContext

Co3faHune Konmu KOHTeKcTa 6ubanorteku

cr_FreeContext

OcBO60OXAEHME KOHTEKCTa BUbnnoTekmn

cr_GetNumOfKeyPair

I'Ionyqume KOJIM4eCTBa KNK4YEBLIX Nap B KOHTEKCTE 6mnbnmortekmn

cr_GetKeyPairlnfo

MNonyyeHne nHdopMaumm 0 KIKYEBOW Nape B KOHTeKCTe 6ubamotekn

cr_GetPrndCarrier

MonyyeHwe nHdpopmaumm o Hocutene knoda MACYH B KOHTekcTe 6Mb-
INOTEKMU

cr_FindKeyPair

Mounck KaYeBor napbl MO cepTuduUKaTy B KOHTEKCTe 6ubnmotekmn

cr_LoadKeyPair

3arpy3ka K/K4YeBON napbl B KOHTEKCTE 6ubnnoteku

cr_FreeKeyPair

OcB0o60X/AEHME peECYpPCOB KOYEBON Napbl

cr_DigestlInit

MHMUManmM3aumns KOHTEKCTa BbIYUCNEHUS 3HAYEHUN XeLIJ-CDYHKLLVIVI

cr_SetDigestParam

3ajaHve napamMeTpoB KOHTEKCTa BblYUC/IEHUA 3HAYEHUN Xelw-(dYyHK-
unm

cr_SetDigestParamByKeyPair

3ajaHve napamMeTpoB KOHTEKCTa BblYUC/IEHUA 3HAYEHUN Xel-(dyHK-
UMUK, COrNacoBaHHbIX C KIKOYEBOW Napow

cr_DigestBuffer

MonyyeHne 3HayeHns xew-byHKUnn ana 6ydepa namatm

cr_DigestUpdate

[Job6aBneHne NopUMKN AAHHBIX B KOHTEKCT BbIYMCIEHUS 3HAYEHUI XeLl -
dyHKUMM

cr_DigestFinal

MofyyeHne 3Ha4YeHUs B KOHTEKCTE BbIUMCIIEHUS 3HAYEH NI Xel-PyHK-
umu
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cr_DigestClose

3aKprTb KOHTEKCT BblYNC/IEHUSI 3HAYEHUM XeLLI-(_bYHKLl,MM

cr_Signlnit

MHuUmManmsaums KoHTeKCTa onepaumn dpopmmposanus 3l

cr_SignPutHash

Job6aBneHne 3Ha4YeHUSA xew-PYHKUUN B KOHTEKCT onepauun hopMu-
posaHus 3l

cr_SignPutData

HakonsieHne AaHHbIX B KOHTEKCTe onepaunn dopmuposaHuns 3N

cr_SignPutCms

[JobaBneHne B KOHTEKCT onepauun dopmmpoBaHusa Sl cyLlecTByio-
wer CMS

cr_Sign

dopmMumpoBaHme Il B KOHTEKCTE onepaunn dopMuposaHmnsa Il

cr_SignClose

3aKpbITWe KOHTEKCTa onepaunun gopmmposaHus I

cr_SignBuffer

SNeKTpOoHHasa NoAnuchb obnactn namaTtu

cr_SignFile

DNeKTpoHHas noanucb danna

cr_SignHash

DNeKTPOHHas NOAMUCH 3HAYEeHMUs xeLl-hYHKLMK

cr_ChecklInit

MHMunanmsaumsa KOHTeKCTa onepaunm nposepkn II1

cr_CheckPutHash

[ob6asneHne 3HayeHMs Xew-PYHKUMM B KOHTEKCT onepaumu npo-
Bepku I

cr_CheckPutData

HakonneHue aaHHbIX ANS NPOBEPKU OTCoeAMHEHHON DI B KOHTEKCTe
onepaumun nposepku 3l

cr_CheckPutCms

JobaBneHne B KOHTEKCT onepaunu nposepku 3 cyuwecteyrowen CMS

cr_Check

MNMpoeepka 30 1 nonyyeHne pe3ynbTaToB B KOHTEKCTE onepaunn npo-
Bepku I

cr_CheckClose

3aKpblTMe KOHTEKCTa onepaunu nposepkun 21

cr_CheckBuffer

MpoBepka 31 obnactn namatn

cr_CheckBuffer2

Mpoeepka 201 obnactn namatm

cr_CheckFile

MpoBepka I danna

cr_CheckFile2

MpoBepka I danna

cr_CheckHash

Mposepka 3I 3Ha4YeHMs Xew-pyHKLMN

cr_CheckCertificateByStorage

MpoBepka 3l cepTudurKkata n3 xpaHunuuia

cr_CheckCertificate

MpoBepka 3l cepTudumkarta n3 6ydepa no xpaHImLLy

cr_CheckPKCS10

Mpoeepka M1 3anpoca Ha cepTudmkart

cr_CheckCrl

MNpoBepka 3 cnncka 0To3BaHHbIX CEPTUMOUKATOB MO XPaHUANLLY

cr_Encryptlnit

MHUUManmM3aumna KoOHTEKCTa onepaumu 33UJVICprBaHM$|

cr_EncryptPutData

HakonneHne AaHHbIX B KOHTEKCTE onepauuun 3awmndpoBaHms

cr_Encrypt

BbinonHeHne wndpoBaHus 6/10ka AaHHbIX B KOHTEKCTE onepauun 3a-
WwngpoBaHns

MpumeyaHme: ponycTuMo wWudpoBaHme TObKO NpeaBapuTenbHO noa-
nuMcaHHbIX pyHkunamm CK3M gaHHbIX.

cr_EncryptClose

3aKpbITWe KOHTEKCTa onepaumun 3awndposaHms

cr_EncryptBuffer

3awndpoBaHme obnactu namsaTn
MpuMedaHue: AONYCTMMO WNdPOBaHME TONbKO NpeaBapuUTesbHO NoA-
nucaHHon pyHkumamm CK3U obnactu namMaTu.

cr_Decryptlnit

MHUUManmM3auns KOHTEKCTa onepauunum paCLLIVIq)pOBaHVIFI

cr_DecryptPutEnvelopedCms

Job6aBneHne B KOHTEKCT onepauum pacndpoBaHus CYLLECTBYIOLEN
CMS

cr_Decrypt

BbinonHeHne pacwndpoBaHms 610Kka AaHHbIX B KOHTEKCTE ornepauunm
pacwundpoBaHms

MpuMeyaHmne: pAaHHble CUYMTAlOTCS MNpPaBUIbLHO pacwMdpoBaHHbIMU
TOJSIBKO MPW MONIOXNTENBHOM pe3ybTaTe NPOBEPKM 3/IEKTPOHHON Noa-
NMCKU Ha JaHHble pyHKkumsammn CK3U.

cr_DecryptClose

3aKpbITMe KOHTEKCTa onepaumm paclundpoBaHus

cr_DecryptBuffer

PacwundposaHume obnactn namatu

MpuMeyaHue: obnacTb NaMsATM CUMTAETCS NPaBUIbHO paclmndpoBaH-
HOWM TONbKO MpPW MNONOXUTENBHOM pe3yfibTaTe NPOBEPKN 3/TIEKTPOHHOM
noanucm Ha obnactb NamMsaTn dyHkumammn CK3U.

ConfirmCertReq

CozpgaHue nognucaHHoro CMS c PKCS#10 3anpocoM BHYTpU

IssueCertificate

CosfaHne cepTudmKaTa Ha OCHOBE 3anpoca W MOAMNUCh €ro KoyYoM
nonb3oBarens

IssueRootCertificate

Co3paHue KOpHEBOro cemechKaTa

CreateKeyPairFromBicrKey

Co3zpaHue knto4veBon napbl agMmmHucTpaTtopa LIC Ha ocHoBe kno4va B
dopmate BuKpunr

CreateCrl

Co3paHune cnncka oTo3BaHHbIX CEpTUPUKATOB M MNOAMUCH €ro K/IHYOM
nosib3oBartens

cr_FreeCarrier

OcBoboxaeHne KoOHTeKCTa NyTW A0OCTyNa K 3aKpbITOMY K14y




