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1 BBepeHue

HacTosmuii JOKYMEHT COIEpKUT PYKOBOJACTBO IOJb30BATENs MO padoTe ¢
nporpaMMHbIM m3zieeM «Cepsep O3karpoBanus. [lomydarensy. PykoBoicTBO BKIIFOYAET B
ce0s cmpaBouHyl0 HMHOpMaLui0 1o paboTe mnporpammHoro wu3nemusi «Cepsep

OokarmpoBanwust. [Tomydarens.

2 HasHauyeHue v ycnoBus npuMeHeHus

2.1Ha3HaveHue cucrtemsbl

[Tporpammuoe u3nemue «CepBep OdkarmpoBanusi. [lomydarens» (nmanee «cepsep-
NOJIy4aTeNby) MpeAcTaBiIsieT co00i mporpaMMHBIA MOYJb, paboTatomuii Ha 6aze ITAK
OIICY-IP u npenHa3zHadeHo Jyisi 0€30MaCHOTO TMONYYCHHUST KOH(UTYypalluu CEKPETHBIX
KIII0Ye oT mporpammHoro uzaenus «CepBep OdkanmupoBanus. Vcrounuwk» (maiee
«cepBep-UCTOUHHKY»). CepBep-UCTOUHUK M CEpPBEP-MOJydareab HMEIOT CO3JaHHBIH
3apaHee «oOmMii cekpeT» — KiIuYeBylo mapy. [lepemaua KOHPUTYpalUU CEKPETHBIX
KJIIFOYEH CepBepa-UCTOYHHUKA TPOU3BOAMTCS NP TMOMOIIM mporpammbel  «APM
yhnpaBieHUs OdKanmupoBaHUEM», paboTarouieil Ha KIMEHTCKOM KOMIIBIOTEPE TOA

yrnpaeneauem OC Windows (manee «APM ympaBieHus»).

[Mpouenypa mepemaun KOHPUTYpAMH CEKPETHBIX KIIOYEH COCTOUT U3

CICOYIOIUX OTAIlOB:

1. APM ympaBiaeHus TOCBIIACT Ha CEPBEP-UCTOYHWK 3ampoc wuHpopMmaimu 00
YCTaHOBJICHHBIX Ha HEM KITFOYaX.

2. CepBep-HCTOYHHK OTIIPABJISET CHUCOK KII0UeH mporpamme APM ympaBieHusI.

3. APM ynpaneHus MOCHUIAET HA CEPBEP-MOIyYaTelb 3alpOC HA CO3IaHUE KIIOYEBOU
Maphl U MOJIYYeHHE OTKPBITOTO KIF0Ua U3 3TOU Maphl.

4. CepBep-monyyarelib CO3[Aa€T KIOYEBYIO MMapy U OTHPABIAET OTKPBITHIA KIHOY
nporpamme APM ymnpaBnenusi.

5. APM ympaBieHHs TOCHUIa€T Ha CEpPBEP-UCTOYHHK 3alpoc Ha MIU(pPOBAHUE,
CcoAepXKaIIUi MOTYyYEHHBIN OT CEpPBEPA-MIOIYyYaTENsl OTKPBITHIN KIIHOY, IOJNHUCAHHBIN
MPH TIOMOIIM OTKPBITOTO KIIF0Ua U3 «OOMIETO CEeKpeTay, W WMs (Qaiiya, KOTOPHIH
TpeOyeTcs 3amudpoBaTh.

6. CepBep-UCTOYHHK TMPOBEPSET IMOANMCH TIOTYYSHHOTO OTKPBITOrO KI0Ya IIpH
TTOMOIIIA MacTeP-KJII04a.

7. CepBep-UCcTOUHMK IHM(pyeT yKa3aHHbIM (aiial TpU TOMOIIU IOJYYECHHOTO

OTKPBITOI'O KJIrO4Ya.
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8. APM ympaBieHus I@OCBUIA€T Ha CEpPBEP-UCTOYHMK 3alpoCc HA IOJIy4EHHUE
3amugpoBaHHoOro (haiina.

9. CepBep-UCTOYHUK OTIpaBisseT nporpamme APM ympasieHus 3ainudpoBaHHBIHN
(aiin.

10. APM ympaBieHus MOChIIaeT MOTYYECHHBIH OT CepBepa-MCTOUYHNKA 3aIi()POBAHHBIN
(haiin Ha cepBep-TOTyJaTeb.

11. APM ymnpaBiieHHs TIOCBIIAET HA CEPBEP-TOydaTelb 3alpoc Ha YCTAHOBKY KITFOYA
(unu Becex KJTrouei) U3 OTHpaBlieHHOTO (paiina.

12. CepBep-nonyuarens pacumdpoBbiBaeT (aill U ycTaHaBIMBAET MOTYYCHHBIH KIIOY

(vu BCe KITIOUM).

B nporpammuom uznenuu «CepBep 03kanupoBanus. [lomydaresnsy» peaqn3oBaHbI

CJICAYIOIINE OCHOBHBIE (DYHKITUH:

— Coznanue KJII0YEBOM Maphl.

— OtnpaBka OTKPBITOTO KJIHOYA.

— IIpoBepka noamnucw.

— Pacumdposanue daiina ¢ HaOOpoOM KITIOUEH.

—  VYcranoBka Ha0opa KIIoueil.

2.2YcnoBus NnpMMeHeHUs1 CUCTEMbI

IMporpammuoe u3zenue «CepBep O3karmpoBanust. [lomydaTensy ycTaHaBIMBaeTcs Ha
[TAK ®IICY-IP ¢ nporpammubsiM obecieuennem OO0 «AMUWKOH» Bepcun He HuXe
3.20.1.

3 YcTtaHoBKa nporpammHoro nsaenus «Cepep 63kannpoBaHUsi.
MonyyaTtenb»

s toro uroObl yctaHoBUTH «CepBep OdkanmpoBanus. [lomydarens», HEOOXOIUMO

cienoBarh HHCTpYKUMH npousBoautens [TAK ®IICY-IP.

st ycraHoBku Tiporpammuoro mzenusi «CepBep OdkanmpoBanusi. [lomydarens» Ha
OIICY-IP nHeoOxomumbl 1Ba (aitma: ¢ain  cnucka otpsrv_addonup0 wu  daiin
otpsrv_addon.upd, conepskamuii u3MEHEHHUSI, pa3pelI€HHbIE U JAHHOTO CEPUIHOTO HOMEepa
OIICY-IP. Ilepen ycraHOBKOH HEOOXOOMMO TIPOBEPUTH KOHTPOJIBHBIE CyMMBI (aifjioB c

N3MCHCHUAMU.
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st Toro uto6s1 ycranoBuTh «CepBep 03kanupoBanus. [lomydarensy, HE0OX0UMO B
ocHoBHOM okHe APM ynanénanoro agmuuauctparopa GIICY-IP (cMm. Pucynok 1) BeIOpath B

criucke Tpedyemoe DIICY-IP u HaxkaTh kHONIKY Py4uHoe ynpaBieHue.

E= MAK "Yaanennbii agmunnctpatop "OMCY-1P" r 3.1.56.0 - [ZAKVYU] test — O x

ONCY-IP  Onepauvw  Kongurypauwn Bug NMapamerpm  Knwouw YA Cratwcrwka @MCY-IP 7

EE | BR BES

ﬂg Inasnoe menro u naneas HHCHPYMEHNIOE

Il Npunaro nak. cratucrien: 0 Ouepens:0 CkopocTe npuema:0 CkopocTe sammon:0

Axt|Hassamme Ag; | Firewall s/n AMID0O012C0 (0CHOBHOIR)
' |
Cnucox @ICY !i Pexom paboTel:  OcHOBHONM akTHBeH ¢ 03.03.2020 12:24:405.1
Katan ceasi ¢ NCY-IP: _I - Haneas nunghopmanun
Anpec . |192.168.0.191

CocTosHue Ha ceasv 24mMuH, 15 cek. (onpowen 05.03,2020 10:58:08)
Bpems ©®NCY-IP|05.03,2020 11:22:11 (pasHiua: 36 cex.) OTKAMK: <55MCEK.

Pesepe ... |IpaboTaeT
Monuropwir:  [Taneas komanod
CocrosHwe VPN ABoHEHTHI I KnuetiTel @NCY-IP
YaanerHsie AQM OfHoBneHnA N0 | CocToAHME NopTOB
uny ARP | Obi. cTaTUCTHKa
CTATE TPEBOR POCMOTP TPESOr MNogoicTems
MuHr ot NCY-IP Cecom M3 Bnok. TpaduK
PyuJHOe yNpaBneHise MzM. koHbMrypaLy | CpaBHiiTe KoHd
ot cordie | MonysuTs Kowbur | Cramuctika ONCY-IP

MoporoBeie 3Ha4eHnA | FS ObHoBuTb VPN YA |

oncy-I? | | @] Bpems | Orwc..
< > Onosenienun
[ He noxasbisaTs sanpelieHHsie
Moo | < >
iBr_ero: 1 PazpeweHo: 1 imc'rmﬂ::e: 1 | 4

Pucynok 1 — OcHoBHoe okHO APM ynajénnoro agmunucrparopa ®IICY-IP

B otkpeiBIIeMcs MeHIO pyuHOro yrpasieHus BbiOpanHbM PIICY-IP (cMm. Pucynok

2) HeoOxoauMo BbIOpaTh yHKT IlepenaTs u3MeHeHus1/10T0THEHHSI.
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“Z Pyunoe ynpasnenme SNCY-IP - SNICY-2 - 10.10.3 x|
DMCY-2 5fn AMIOO015CO (pcHosHORA)

CocTosHue KaHana cBas¢ ¢ ONCY-IP: -

MonywiTh CTATUCTHKY |

CocTosHE NepenasHoli |

Knroumn

LIBK: yCTaHosKa yaaneHme Knoqeil I

Cpox MCNoNL308aHWA RIIHOYER |

LITKK: ycTanoska/yaanesse kmodei |

H3menenna/ gononHenna

MepenaTh MIMEHEAR1ONONHESIAR

CocTomsMe Nepe] ass-sIx

PucyHok 2 — Pyuynoe ynpajenue BpiopanabiM OIICY-1P

B oTkpbIBIIEMCST OKHE BBIOOpA CIIEyEeT yKa3aTh KaTajaor, B KOTOPOM PacIOIO0KEHBI
daiiner otpsrv_addon.up0 u otpsrv_addon.upd. B oTkpsiBIIeMcst OKHE CO CITUCKOM (haitios,
OoTHOCSIUXCsA K mporpammHomy obecneueHuto DPIICY-IP (*.up0 u *.upd), Heobxomumo

BBIOpATh HYXKHBIH (aiill M HaxaTh K1aBuiry Enter nimm KHONIKY Y cTaHOBUTSH (cM. PucyHok 3).

=z YcTanoeKa fononHennil/usmenenni - FireWall - 192.168.0.250 x|
Cepiitssii vomep: AMIO0012C0 FireWall s/n AMION012C0 (ocHoBH)

ipg3_0_le_x86 | 13.07.2016 13:36:32
upd_m08 HenssecTHo 0

Paspeweno AnA YETaHOBNM

o YeraromuTs I X Buixon | |

Pucynok 3 — Beioop ycranasimsaemoro IO
[Tocne psga cnyxeOHBIX COOOIIEHN 0 mepenade (Qaitma OTKPOETCs OKHO 3ampoca

BpEMEHHU aKTUBU3AIH (cM. PucyHok 4).
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x|

== [laTa n BpeMA aKTHBNSALYM

- Hata, speMa OIICY

[13.022013 x| |w:asise =

[~ AKTHBMNDOBATE

13.02.2013 ¥ [10:28:56 '""QI

J YeTaHoseTe X Oreas

Pucynox 4 — OxHo 3anpoca BpeMeHH aKTHBH3AIUH

Jlanee crienyeT BHIOpATh JaTy U BpeMs aKTUBU3AIMH U HAXKATh KHONKY Y CTAHOBUTD.

4 YpaneHue nporpammHoro nsaenus «Cepsep 63akanmpoBaHus.
MonyyaTtenb»

Jnsa Toro uTtoObl yaamuTh mporpammHoe uzzaenne «CepBep OdKarupoBaHMUSL.

[TomygaTenby, He0OX0AMMO cieaoBaTh HHCTPYKIUHU pousBoautens [TAK OIICY-IP.

5 OnucaHue onepauun

5.1Ha4yano paboTtbl ¢ nporpaMmMHbIM usgenuem «Cepsep 63kanupoBaHUs.
MNMonyyatenb»

Jlnis Hauana paboThl ¢ mporpaMMHbBIM m3nenreM «CepBep OrkanmpoBanust. [lomydarensb
cinenyetr 3anyctuth [TAK ®IICY-IP, Ha xotopom ycraHoBiieH «CepBep OdKamipoOBaHWUSIL.

[Tomyyarenb.

5.2PaboTa ¢ «o6wmm cekpeToM» cepBepa-uCTOYHMKA U cepBepa-
nonyyarens

J171s1 paboTHI C «OOILIMM CEKPETOM)Y CEpBEPA-UCTOUHHKA U CEpBepa-MoIyyaTelis B ITTaBHOM

meHio [TAK ®IICY-IP (cM. PucyHok 5) HeoOxomimMo BeIOpaTh yHKT HacTpoiika 10no/iHeHu .
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AKX ONCY-IP 3.8

M3 ONCY-IP penus 3.30.1 x64
SN

Janyck ONCY

KoHgpurypauua ONCY...

KoHgurypaumna LAN agantepos

HacTponka cHMCTEMN. ..
llpocMOTP CTATHCTHEH
llpoBepxa UENOCTHOCTH. ..

HacTponka QONONHEHHH

Switch to English

Pucynok 5 — I'naBHoe meHio [IAK ®IICY-IP

B oTkpreIBIIIEMCS MEHIO HACTPOWKH JTOMOJHEHUM (cM. PucyHok 6) ciemyeT BbIOpaTh

nyHKT Bcee Ilogcucrembr Uudoxpunr.

HacTponka gononHeHuw

Bce logcucteMn HHeoOXKpunT

YpaneHue AONoNHEeHWH

PucyHok 6 — MeHI0 HACTPOWKH J0MOJHEHU

B oTkpbiBIIEMCSt MEHIO BBIOOpa noacucTeMbl (cM. PucyHok 7) Heo6xo1umo BbIOpaTh

nyHKT 8. bakanupoBanue Ilosyuares.
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| ' r
BubepuTe NOACHCTEMY

. Cepsep 3l - bicrsru

. Cepsep OTF ~ otpsru

. Cepsep Knw4yespaHus sbmacsrv

. Ceppep LAU - sblausrv

. Gepsep 08N - cloudsru
. Cepnep SBEKA - sbkasru3
. Bakanupopanme HeTOUHMK

. Bakanwposanme lonyvarens

PucyHok 7 — MeHIo BbI0Opa MOICHCTEMBbI
[Tocne mosiBEeHUsI COOTBETCTBYIOMIETO MpeioxkeHus (cM. PucyHok 8) HeoOXxoammo
npwioxkutb TM ¢ kmoyoM rinaBHoro aaMuuucrparopa [TAK ®IICY-IP k koHTakTHOMY

YCTPOMCTBY CUUTHIBATENS HH(OPMALIUY.

MoaTBepaute Bauu nonHoMoums
naBHOTO agMuHMcTpaTopa

Npukmnute TH

K KOHTAKTHOMY YCTPOMCTBY
touch-memory

Esc - oTMeHa

Pucynox 8 - Ilpensnoskenne NIOATBepAMTH MOJHOMO4YHSI IIaBHOro agMmuHucrparopa ITAK
OIICY-IP
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Ecmn ayrentudukanus B kadectBe mmaBHoro aamuHHcTpatopa [IAK OIICY-IP
IpolUIa YCHEIIHO, B OTKPBIBIIEMCS OKHE OylIeT OTOOpaXEH CIMCOK BO3MOXKHBIX JEHCTBHIA

aJIMMHHCTpaTopa cepeepa-nonydarens (cM. PucyHok 9).

YTUnuTa B3KanupoeBaHuAa - MNonydaTtene (C) 000 ompMma WMHpoKpunT, 2024

1. NeHepauua MacTep-Knw4a Ha TM-ycTpoucTeo (TabneTka)
2. YaaneHuwe MacTep-Knwya ¢ TM-ycTpoucTBa

3. Beoa (ycTaHoBKa) MacTep-Knwda ¢ TM-YCTPOMCTEA
4. BblBOA OTKPLITOrO KAK4a Ha enew-HocuTene (pnewka)

Beeaute uudpy (1-4):

Pucynok 9 — OxHO aIMUHUCTPHPOBAHHMS CePBePa-MOTy4aTeIs

5.21 TleHepauusa macTtep-knioya Ha TM

Jlnst Toro 4to0bl co3MaTh MacTep-Kimod Ha TM, HEoOXOIMMO BBECTH YMCIO | B OKHE

aJIMUHHACTPUPOBAHUS CEPBEPA-MUCTOUHHKA M HAXKATh KiaBuIry Enter (cm. PucyHok 9).

5.2.2 YpaneHue mactep-kntoya c TM
J1y1st Toro 4To0kI cieNaTh YAAIUTh MacTep-Kimod ¢ TM, HeoOX0oauMo BBECTH YHCIIO 2 B

OKHE aJMUHHUCTPUPOBAHUS CEpBEPA-UCTOUHNKA M HaXKaTh KiaBuily Enter (cm. Pucynok 9).

5.2.3 YcrtaHoBka macTtep-kntoyva ¢ TM

JUi1st TOro 4Tto0Bl YCTaHOBHUTH MacTep-Kitod ¢ TM, He0OX0IMMO BBECTH YUCIIO 3 B OKHE

aJIMUHHCTPUPOBAHUS CEPBEPA-UCTOUHHKA M HAXKaTh KiaBuiny Enter (cm. PucyHok 9).

5.2.4 KonupoBaHue OTKPbLITOro Kito4va Ha dnelu-HakonuTtesb
Jlst Toro 9to0Bl CKOMIMPOBATh OTKPBITHIM KIIFOY U3 «OOIIEro cekpera» Ha dier-
HAKOIUTEh, HEOOXOMMO BBECTH YUCIIO 4 B OKHE aJMUHUCTPUPOBAHUS CEPBEPA-UCTOYHUKA U

HaxaTh kiaBuily Enter (cm. Pucynok 9).

Crp. 10 u3
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