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1.  OcCHOBHble TEXHNYECKME AAHHbIE N XapaKTEPUCTUKHU
CK3U

HacToswme MpaBuna pacnpocTpaHsoTCa Ha MoauduMKaumioo 2 BapuaHToB ncnonHennn 2, 3, 10, 11, 15,
16 CK3W «bukpunt 5.0».

CK3U «bukpunTt 5.0» npeacrasnsaet cobon cpeacTBO 3awmThl KOHPUAEHUMANbHON MHGOpMaunn, yao-
BneTBopstoLee:

e «TpeboBaHWAM K cpeAcTBaM Kpuntorpaduyeckon 3awmuTbl HbDOpMaLun, npeaHasHavYeHHbIM 415 3aWuThbl
MHpOPpMaLMK, He coaepXallen CBeAEHNN, COCTaBNSOWMX rOCYAapCTBEHHYO TanHy>» ana knacca KC1 n «Tpebo-
BaHMSIM K CPeACTBaM 3/1EKTPOHHOM noanucm» ans knacca KC1 B BapmaHTax ncnosHexHus 2, 3, 15, 16;

e «TpeboBaHMAM K CpeAcTBaM Kpuntorpaduyeckon 3awmuTbl MHbDOpMaLun, npeaHasHavYeHHbIM 415 3aWuTbl
WHdOpMaLMKM, He coaepiKaller CBeAeHNA COCTaBNSALWMX rOCyAapCTBEHHYIO TalHy» Ans knacca KC2 n «Tpebo-
BaHUAM K CpeAcTBaM 3/1eKTPOHHON nognucn» Ansa knacca KC2 B BapuaHTax mcrnonHeHus 10, 11 (otnuyato-
LMXCSA UCNOJSIb30BaHMEM cepTudunumpoBaHHoro no tpebosaHusam ®Cb Poccun AMNMA3, vMelowero 4encTBy-
WNii ceptTudmKaT COOTBETCTBUS).

e «CneumanbHbIiM TpeboBaHMAM K CpeaACcTBaM KpUnTorpadmyeckom 3alumThbl, NpeaHasHauYeHHbIM 415 3aLmMThl
WHdOPpMaLMK, He coaepXKallen CBeAeHWI, COCTaBASOWMNX rOCYAapCTBEHHYIO TaHy, WU 3KCMlyaTMpyeMblX Ha Tep-
putopumn Poccurickon ®epepaumm (CT-P)» no yposHo KCs;

e «TpeboBaHMAM MO 3aLLMTE JIMHENHONM NMepeaaYm CPeacTs Kpuntorpaduyeckon 3awmTbl MHpopMauuu, He
coAepXallen cBefeHni, COCTaBNAOWMX roCyAapCTBEHHYIO TalHy>» MO YpOBHIO 3awmweHHocTn KCgs BO BCcex Bapu-
aHTax MCMONIHEHWA.

CpeactBoM CK3U «bukpunt 5.0» HE AJOMNYCKAETCSH 3awuwatb nHdopMaLno, COCTaBSAIOLW Y roc-
YAAPCTBEHHYIO TalHY.

Mpw BcTpanBaHmmn CK3M B NnporpaMMHbie NPOAYKTbl U UCNOSIb30BaHNUM @aBTOHOMHbIX MPOrPaMMHbIX MO-
aynen CK3M Heobxoanmo cnegoBatb TpeboBaHMAM HOPMATUBHbBIX AOKYMEHTOB, BXoAswmx B coctas CK3U.

1.1. OnepaunoHHbIE CUCTEMBI

CK3U «bukpunt 5.0» npegHa3sHayeHo AAs 3KCnayaTauum nod ynpasfieHUMEM onepaunmOHHbIX CUCTEM
Windows 7, Windows 8, Windows 8.1, Windows 10, Windows 11, (Mogndukaumsa 2 BapuaHTOB UCNOJTHEHUN
2, 10), Linux Bepcuun sapa 2.4, 2.6, 3.x, 4.X, 5.x n 6.x (Mmoaudukaumsa 2 BapmaHTOB ncnosHexHun 3, 11,
15), SberOS 3 (Mmoandukaumsa 2 BapmaHToB ucnonHenmn 3, 11, 15), SberLinux 8, 9, 10 (Moandunkaumns 2
BapunaHToB ucnonHenum 3, 11, 15),macOS Bepcun 12.16, 13, 14, 15 n 26 (Mmoandukaumsa 2 BapuaHToB
ncrnonHewnms 15, 16).

1.2. Peanusyemble anroputmbl

AnropuTtMm 3awndpoBaHms/paclundpoBaHna AaHHbIX U BbIUNC/IEHUS UMUTOBCTABKM peasin3oBaH B CO-
oTBeTcTBUM C TpeboBaHusmm OCT P 34.12-2015 (FOCT 34.12-2018) «MNHpopMaunoHHas TexHONorus.
Kpuntorpaduyeckasa 3awmuta mHdpopmauun. bnoyHele wndpbei», FTOCT P 34.13-2015 (FOCT 34.13-2018)
«MHpopMaumoHHasa TexHonorunsa. Kpuntorpaduyeckas sawmta nHdbopmaummn. Pexumbl paboTbl 6104UHBbIX
wndpos» n NOCT 28147-89 «Cucrembl 06paboTkm MHpopMaumn. 3awmta KpunTorpaduyeckas».

ANroput™ BbIpaboTKM 3HaueHus Xx3W-PyHKUUM peann3oBaH B COOTBETCTBMM C TpeboBaHuAMMU
FOCT P 34.11-2012 «MHdopMaumoHHas TexHonormsa. Kpuntorpaguyeckas 3awmra nHbopmaumm. OyHkums
X3LWMPOBaHNS».

Anroputmbl  bopMmpoBaHMa M npoBepku 3l peanus3oBaHbl B COOTBETCTBMW C TpeboBaHMAMMU
FOCT P 34.10-2001 n TOCT P 34.10-2012(I'OCT 34.10-2018) «MHdpopMaumoHHas TexHonorusa. Kpuntorpa-
dunyeckan 3awmta uHdopmauun. lMpoueccbl GOPMMPOBAHUS U MPOBEPKU 31EKTPOHHON UMdpoBOMN noa-
nmcm».

ANropuTM reHepaumm nap OTKpPbITbI/3aKpbITbIN KOUYX peann3oBaH B COOTBETCTBMU C TpeboBaHUAMMU
FOCT P 34.10-2012 (I'OCT 34.10-2018) «MHdopMaunoHHasa TexHonorus. Kpuntorpaduyeckas 3alimnTta UH-
dopmaumun. Mpouecchbl GOpMMPOBAHUS U MPOBEPKU 3NTEKTPOHHOWN LMGPPOBOM NOAMNCU>».

1.3. TpeboBaHus k NMN2BM

CK3W B BapmaHTax ncnonHexHus 2, 3, 10, 11, 15, 16 nomxkHo dyHKUMOHUpOBATL Ha MDBM, ocHaleH-
HOWM npoueccopoM He Hmxe Intel Pentium IV, HXM/[ emkocTbto He MeHblie 1 6, O3Y eMKOCTbIO HE MeHbLUe
1 6, ANMMA3 (B BapuaHTax ucnonHenms 10, 11). Jonyckaetcs dyHkumoHunposaHne CK3UM B BapmaHTax
WCMNOSIHEHUS 2, 3 NOA C/eAyoWnMM NoA yrnpasieHeM O4HOW U3 CeayrowWwmX BUpTyasnbHbiX cpea (rmnepsu-
30poB): Microsoft Hyper-V Server 2012/2012R2/2016/2019; Citrix XenServer 7.1; Citrix Virtual Apps and
Desktops 7; VMWare WorkStation 16 (x86, x64); VMWare WorkStation Player 16 (x86, x64); VMWare
Fusion 13; QEMU 7; VMWare vSphere ESXi (6.7, 7.0); Oracle VirtualBox (6.1, 7.0); Parallels Desktop (Mac
0OS) 18 (x64).

1.4. CbeMHble K4YeBble HOCUTENun
K CbeMHbIM K/OYEBbIM HOCUTENSM OTHOCATCSA: yCTponcTBo «Touch Memory» DS1993 - DS1996;
HM[ (3.5», 1.44 Mb); yctponcteo VPN-Key; yctponcteso USB FlashDrive.
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1.5. YcnoBHble 0603HavYeHuUs
Al - aboHEeHTCKMM NyHKT, npeacTtaBnseT cobort CK3U «BukpunT 5.0» Moamdukaums 2 BapnaHToB
ucnonHewun 2, 3, 10, 11, 15, 16.
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2. YdyeT kr4yeBon nHpopmaumm

2.1. Bwuabl kntoyeBon nHpopMaLMn U KtoYEBblE HOCUTENN

HasBaHue MecTo co3paHus ObnacTtb npuMeHeHus Hocutenb
rMepcoHasnbHbIN Kknwod | Al 3almnTa Mactep-knito4da All CbeMHbIN K1H0UYEBOM
XpaHeHus (rnaBHbIR HocuTENb
KJ1H04)
3aKpbITbIN KoYy Il All dopMupoBaHme 3l anekTpoH- | CbeMHbIN KHOUYEBOW

HbIX AOKYMEHTOB HoCUTENb
OTKpbITble KAtouun 21 All nposepka 3l 3neKkTpoHHbIX | Jllobol HocuTenb
OOKYMEHTOB
3aKpbITbI KoY Wwudpo- | All WndpoBaHMe ceaHCoBbIX Kt0- | CbeMHbIN KJH04EeBOM
BaHus yen HOoCUTENb
OTKpbITble K/oun wud- | All WwndpoBaHNE CeaHCoBbIX K- | JTlobon HocuTenb
poBaHus yen
MacTep-katod 3 (onum- | All 3alWmTa 3aKpbITbix KAodven 3 | Jlioboh HocuTenb
OHaJIbHO) nonb3oBartenen
ko4 NACH Al reHepaums cnydyamnHbix nocse- | CbeMHbIN KHOUYEBOM
[oBaTenbHOCTEN HOCUTENb

Bcs knoyeBas MHGOpMaumsa, HaxoaaLWwasncs He Ha KITIoYEBbIX HOCUTENSAX (KpOMe OTKPbITbIX Kto4ein),
XpaHuTCs B 3awmndpoBaHHOM Buae. OTKpbITbie K/OUM XpaHATCA No4 MMWUTO3awmTon (pexuMm BbipaboTkm
nmutoscTaeskn NOCT P 34.12-2015), nepen Ncrnosib30BaHMEM OCYLLECTB/ISIETCS NpoBepKa UX LLeNOCTHOCTH.

Cnocobbl ¢dopMupoBaHuUs KaouyeBorM WHbOPMauMM OMNUCaHbl B  «MHCTPYKUMM MNPOrpaMMUCTY>».
MHDK.11485466.4012.017.32 06.

JonyckaeTcsa MCcrnosib30BaHME BMECTO CbEMHbIX K/KOUYEBbIX HOCUTENEer HeOoTYYXAAEMbIX HocuTenemn
(Hanpumep, HXXM), npu aToM TpeboBaHUSA K KNKOUYEBbIM HOCUTENSAM (M. 2.2) pacnpoCTPaHAOTCS HA CUCTEM-
Hbin 610K M2BM.

2.2. XpaHeHue KJo4YeBbIX HOCUTeNen

JINYHbIE KIToYEBbIE HOCUTENM MOJSIb30BATENEN PEKOMEHAYETCS XPaHUTb B celide. MNonb3oBaTenb HeceT
NnepcoHasibHYy OTBETCTBEHHOCTb 3@ XPaHEHME NINYHbIX KIOYEBbIX HOCUTENEN.

Mpu Hanuumu B opraHusaunmn, akcnayatupyowen CK3U, agMmHucTpaTtopa 6e30nNacHOCTU U LeHTpa-
JIN30BAaHHOM XPaHEHMWN KJIOYEBbLIX HOCUTENEN, aaMUHUCTpaTop 6e30nacHOCTM OpraHmM3auunm HeceT nepco-
HaJIbHY0 OTBETCTBEHHOCTb 3@ XpPaHEHME JIMYHbIX K/THOYEBbIX HOCUTENEN MoJib3oBaTeNnen. JInuHble KNoueBbIe
HOCUTENn agMuUHUCTpaTopa 6€30MacHOCTM A0/HKHbI XPAaHUTLCS B €ro JIMYHOM cende.

CucreMHble 610km MN3BM ¢ HeOTUYXAaEMbIMU HOCUTENSMWU KJTOYen, B TOM yucne knoda MNACY, cne-
AYET XpaHUTb W 3KCMAyaTMpoBaTb B CreumasibHblX NMOMELEHUSX, pa3MelleHne, crneuymanbHoe obopynoBa-
HMe, OXpaHa N OpraHu3auuns pexuMa B KOTOPbIX UCK/OYAKT AOCTYMN K CUCTEMHOMY 610Ky HEeyno/IHOMOYEH-
HbIX N,

2.3. CpoKun AencTeus Kruewn

CpOKu AencTems Kaw4eBon MHMOpMauum, onncaHHon B Tabnuue, Kpome knto4ven nposepku 31 He
OO/MKHbI NMpeBbiwaTbh 1 rog u 3 Mecsiua, CpoK AeNCTBMS Kntodven nposepkun I — He 6onee 15 nert.

[onyckaeTtca Mcnonb3oBaHWe 3akpbiTbiX Ktouen I ana dopMmupoBaHmsa I Ha CAMCKU O0TO3BAHHbIX
cepTMUKaATOB B TEUEHUE TpeEX JIET.

2.4. YHUUYTOXEHME KN4YeBolr MHGMOPMALIMM Ha K/THOUYEBbIX HOCU-

TENAX

KntoueBble HOCUTENN C KI4YeBO MHdOpMaLmen, CpoK AeNCTBUS KOTOPOM UCTEK, HE MOTYT UCMOJb-
30BaTbCHA HW B KaKOM ApPYroM KayecTtBe, KpoMe knt4deBoro Hocutens CK3U «bukpunT 5.0». YHUUTOXeEHne
K/IIOYEBbLIX HOCUTENen, 3a uckaodeHrnem HIM[, ocywecTtBnseTcs nyTeM pacrsiiowmMBaHUa MOJIOTKOM Ha
HakoBasnbHe, HITM/[] yHMUTOXalOTCA NyTeM onsaBneHus Ao 6ecdopMeHHOn Macchbl.
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2.5. KoMnpoMmeTauusa knwoyen

Moa KOMApoMeTaumen KI4yeBo MHGOpMauMn NOHMMaeTCsl pasrnalweHne nHdopmMauum, yrpata nnm
BpPEMEHHas NoTeps K/IHYEBOro HOCUTENS, KONMMPoBaHMe MHMOPMaLNKM, @ TaKXKe HECAaHKLUMOHUPOBAHHBbIN f40-
CTyn K HeMn.

2.5.1. KomnpoMeTauunsa 3akpbiToro knwo4a 2r1
Mpn KoMNpoMeTaumn 3aKpbIToro kiawya 2l npegycMaTpuBaeTcs crieayowuin nopsaoKk AenCcTBURn:

1. o dakTe KOMNpoMeTauuun HeMensIeHHO CTaBATCA B M3BECTHOCTb AAMWHUCTpaTopbl Bcex All-
pecrnoHAEeHTOB;

2. NpoOV3BOANTCS reHepaumns HOBbIX Kntoyen 3 Ana AaHHOro Nonb30BaTens U 3aMeHa CTaporo oT-
KpbITOro knto4a 3l yKa3aHHOro rnoab3oBaTesns Ha HOBbIM B CpaBoYHMKax (nepepermcrpaums) Ha scex All-
pecnoHAeHTax, Npu UCMNoJSIb30BaHMMN CANCKA OTO3BAHHbLIX CEPTUMUKATOB, CTapblil OTKPLITLIN K04 nomella-
€TCH B Hero U paccblnaetca sceM All-pecnoHaeHTam;

3. CKOMNPOMETUPOBaHHbLIN KNtoY 3l B HOCUTENEe YHUUTOXaeTCca nyTeM (U3NYECKOro YHUUTOXEHUS
K/1I0YEBOr0 HOCUTENS UMW 3anMUCU Ha HOCUTENb HOBOMO 3aKpbiToro kato4va 3N gaHHOro nonb3osaTtens;

4. AAMUHUCTpaTOp Kaxaoro All-pecrnoHAeHTa NpUHUMaeET AOMNONIHUTENbHbIE MEPbI MO NPOBEPKE MoA-
JIMHHOCTWN AOKYyMeHToB ¢ 3l AaHHOro nonb3oBaTens, KoTopble 6bnn NpuHATLI Al ¢ NnpeanonaraeMoro Mo-
MeHTa KOMMNpoMeTauuu.

2.5.2. KoMmnpomeTaumns 3aKpbITOro Kaw4da wmndpoBaHms

[Mpu KOMNpoMeTauum 3aKpbITOro Kjtoda WwudpoBaHnsa nNpeaycMmaTpuBaeTcs cneayowmn nopsaoK aen-
CTBUN:

1. o dakTe KOMNpoOMeTauuun HeMensIeHHO CTaBATCA B M3BECTHOCTb AAMWHUCTpaTopbl Bcex All-
pecrnoHAEeHTOB;

2. NpON3BOAMNTCS reHepaums HOBbIX K/KO4Yen WwndpoBaHns Ans 4aHHOIMo Nosib30BaTeNs U 3aMeHa CTa-
poOro OTKPbITOro Kjt4a wudpoBaHNa yYKa3aHHOro Mosb30BaTesisi Ha HOBbIM B ClpaBo4YHUKaX (nepeperun-
CTpaums) Ha Bcex All-pecnoHaeHTax;

3. CKOMMPOMETMPOBAHHbIN K/OY WNHOPOBAHNSA B HOCUMTENE YHUUTOXAETCA nyTeM MdU3NYECKOro YHU-
UYTOXKEHUSA K/IOYEBOIr0 HOCUTENSA MM 3aMUCh Ha HOCUTESIb HOBOMO 3aKpbITOro Kitoya WnhpoBaHMa 4aHHOIo
nosib3oBarens.

2.5.3. KoMmnpomMeTauusa macrep-ksr4da

B cnyyae koMnpoMeTaumMm MacTep-kloda npeaycMaTpmMBaeTcs NopsaoK AEeNCTBUIA aHANOMMYHbIN No-
psAKy, npusedeHHoMy B n. 2.5.1 n 2.5.2.

3. PekoMeHOauUMmM Mo pasMeleHUnr TexXHUYeCcKunx
cpeacts ¢ CK3U

B cooTtBetctBMKM C TpeboBaHusMu «MonoxeHus MNMK3-2005» pekoMeHaaumu AaHHOro nNyHkta o6s3a-
TeNbHbl ANS NPUMEHEHNSA B CNEeAYOWMX CNyYasax:

e ecnn MHdpoOpMauusl KoHdUAEHUMANBbHOMO XapakTepa NoANeXUT 3aluTe B COOTBETCTBUU C 3aKOHO-
AaTtenbcTBoM Poccminckon degepaumm;

* PV OpraHMsauMm KpunTorpaduyeckon 3awmuTbl MHPOPMaLMN KOHMDUAEHUMANBHOIO Xapakrepa B
denepanbHbIX OpraHax UCNOMHUTENbLHON BAACTU M B OpraHax UCMNOAHUTENbHOW Bnactu cybbekToB Poccuin-
ckon depepaumu;

* IpX OpraHMsauMm KpunTorpaduyeckon 3awmuTbl MHPOPMaLMN KOHMDUAEHUMANBHOIO Xapakrepa B
opraHm3aumsax He3aBMCMMO OT UX OPraHM3auMOHHO-NpaBoBon HOPMbl U POPMbl COBCTBEHHOCTM MPU BbIMNOS-
HEeHMW MMM 3aKa30B Ha NOCTaBKy TOBApOB, BbiMO/HEeHWe paboT nnun okasaHwe ycnyr Ans rocyAapcTBEHHbIX
HYXA;

e ecnin 06a3aTeNbHOCTb 3aWMThl MHMDOPMaUMK KoHMMAEHUMANBHOIO XapakTepa BO3/1araeTcs 3aKOHO-
patenbcTBOM Poccuiickoln deaepaumm Ha NnL, UMeLWMX 40CTYN K 3TOM MHDOPpMaUnmM UM HageneHHbIX nos-
HOMOUYMSAMWN NO PACMOPSIKEHUIO CBEAEHUNSAMU, COAEPXKALUMMUCSA B AAHHOM MHDOPMaLnK;

e npn o6paboTke MHMOpMaUNM KOHPUAEHUMANBbHOIO Xapaktepa, obnagateneMm KOTOpOh SBSKOTCH
rocyaapCTtBeHHbIE OpraHbl UM opraHn3aunn, BbINOJTHAKLWME FrOCYyAapPCTBEHHbIE 3aKa3bl, B C/ly4Yae NpUHATUSA
MMM Mep MO OXpaHe ee KOHPUAEHUMANBbHOCTM NYTEM MCNOb30BaHUS CPeACTB KpMNTorpaduyeckon 3awmTol;

¢ npu o6paboTke MHdopMaLmm KOHDUAEHLNANBHOIO XapakTepa B rOCyAapCTBEHHbIX OpraHax u B op-
raHn3auunsax, BbIMONHSAOWWX FOCYyAapCTBEHHbIE 3aKa3bl, 06nagatenb KOTOPOM NPUHUMAET Mepbl K COXpaHe-
HUIO ee KOHDUAEHUMANBHOCTN NyTEM YCTaHOB/IEHNSA HEO6XOAMMOCTN UCMONb30BaHUSA CPeACTB KpunTorpa-
dunyeckol 3awmTbl MHHOPMaLUK.
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Mpu co3gaHnn CUCTEMbI 3alWnMTbl MHOPMaUMKN Ha o6bekTax MHPOPMaTM3aUMKN AOKHbBI BbIMOHATLCS
aencreytowme B Poccuinckon degepauum TpeboBaHusa no 3awmte nHpopMauum oT YyTEUKM N0 TEXHUYECKUM
KaHanaM, B TOM yMcne no KaHany ceasum (Hanpumep, TpeboBaHns, nsnoxeHHole B CTP-K).

HeobxoAMMOCTb M AOCTAaTOYHOCTb Mep Mo 3awmTe MHDOPMaLUM OT YTEUYKM MO TEXHUYECKNM KaHanaMm,
B TOM 4YuMCne NOo KaHany CBA3W, AO/KHbI OLLEHNBATbCA MOPSAKOM, MPeaAyCMOTPEHHbIM YMOMSHYTbIMW PYKOBO-
ASWNMM JOKYMEHTaMM, C YYETOM LiesIeBbIX YCTaHOBOK NpeanofiaraeMoro HapyLwmrensa n yrpo3 6esonacHocTu
nHdbopMaunm, onpegensemMmblXx Moaesbio yrpo3 M Hapywutens. MNMpu 3ToM, ecnu 06beKkTbl aTTECTOBaHbl Ha
COOTBETCTBME YCTAHOBJIEHHbIM TpeboBaHMAM MO 3awnTte nHdopmaumm 6e3 yyeTa oueHKM KaHana ces3u, To
npu noaknto4deHmn CBT ¢ CK3U «bukpunT 5.0» K KaHanam CBS3U, BbIXOAALWMM 3a npeaenbl KOHTPOnpyemon
30Hbl, He06X0AMMO NCNOMb30BaTb /t0Hoe N3 cneayWwnx CpeacTs:

® BOJIOKOHHO-ONTUYECKNE JTUHNN CBA3N,;

e cepTudnUMpoBaHHble CK3U, He uMelolwmne orpaHUUUTENbHbIX MEP MPU MOAK/IIUYEHMM K KaHanam
CBSi31, BbIXOASALWMM 3@ Npeaesibl KOHTPOJIMPYEMOW 30HbI.

Mpu ncnonbzoBaHmn CK3U «Bukpunt 5.0» Heobxoammo pykoBoacTBoBaTbCs Mpukasom PAMCU ot
13.06.2001 N 152 «0O6 yTBepxaeHun UHCTpyKunm 06 opraHusaumm n obecneyeHnm 6e30nacHoOCTN XpaHe-
HMsa, 06paboTKM 1 Nepefaym NO KaHanam CBSA3WM C MCMOMb30BaHWEM CPeACTB KpunTorpadmuyeckon 3awmThbl
MHMOpPMaLUM C OFrpaHUYEHHbIM AOCTYNOM, He cojepXalleh CBeAeHWUI, COCTaBAAIWMNX roCyAapCTBEHHYIO
TaHy».

4. TpeboBaHMa K nMporpamMMHOMY W annapaTHOMY
obecneyeHunto

1. Ha TexHn4yecknx cpeancrteax, ocHaweHHbIXx CK3N «bukpunt 5.0», AO0MXHO MCNONb30BaTbCs
TONIbKO JINLLEH3UOHHOE NporpamMMmHoe obecneveHune dupm-npomssoantenen nmnbo MO, cepTudmumpoBaHHoe
®CB. YkasaHHoe MO He fo/KHO coaepxXaTb CpeaAcTB pa3paboTKu M OTNaAKM NPUITOXEHWUIA, a TaKxke coaep-
XaTb B cebe BO3MOXHOCTEN, MO3BONSAOWMX OKa3biBaTb BO3AENCTBME Ha PyHKUMOHMPoBaHMe CK3U. B cny-
yae TeXHOosIorM4yecknx NoTpebHocTen opraHmsaumm, akcnayatmpytowen CK3U, B ncnonb3oBaHMM MHOMO Mpo-
rpamMMHoro obecneyeHus, ero NpMMeHeHne AO/MKHO 6blITb CAHKLMOHMPOBAHO aAMUHUCTPATopoM 6e3onacHo-
ctn. B nobom cnyyae MO He fOMKHO coaepxaTb B cebe BO3MOXHOCTEN, MO3BONSOLWNX:

*MOANIULMPOBaTb COAEPXMMOe NMPON3BObHbIX 0bacten NnamsTu;

*MOANDUUNPOBATL COBCTBEHHLIN KOA W KOA APYIMX NOANPOrpaMMm;

*MoANIULUMPOBaTb NaMATb, BblAeNEHHYO AN APYrMX NoANpOrpamm;

"NepenasaTb yrnpasneHune B 061acTb COBCTBEHHbIX AaHHbIX U AAHHbIX APYrMX NOANpOrpaMMm;

"HeCaHKUWOHUPOBaHHO MoaunduumpoBaTb dalnbl, coaepxaline UCnosiHseMble KoAbl MNpu  UX
XPaHEeHUN Ha KEeCTKOM AUCKE;

"MCMONb30BaTb HEAOKYMEHTUPOBaHHbIE drpMaMmn-paspabotTumkamMmm dyHKUNK.

2. Ha M2BM ogHoBpeMeHHO MOXET 6biTb yCTaHOB/IEHA TOMILKO OAHA pa3pelleHHas onepauu-
OHHasa cucrtema.

3. MporpamMmHblie moaynmu CK3W (npuknaaHoro MO co BcTpoeHHbIM CK3U) aonxHbl 6bITb A0-
CTYMHbI TOJIbKO MO YTEeHMI0/3anycKy (B atpubyTtax dalifos 3anpeweHa 3annucb U Mmoandukaums).

4, AaMuHucTpaTtopoM 6e30MacHOCTM AO/MKHO ObiTb MpoBeAeHO onedaTbiBaHWe CUCTEMHOrO
6n0oka c yctaHoBneHHbIM CK3U, nckntovaroLiee BO3MOXHOCTb HECAHKLMOHNUPOBAHHOIO U3MEHEeHUs annapart-
HOWM YacTn pabouer cTaHuuun.

5. Mpu ncnonbszoBaHum CK3M B BUpTyasbHbIX cpeaax HeE06X0AMMO BblAENUTb aAMUHUCTPATOopa
BUPTYasibHbIX MalUMH, OCYLLECTBSAIOWEro yrpaB/eHMe KOMNOHEHTAMM BUPTYyalbHOM cpeabl U aAMUHUCTPa-
Topa 6e30MacHOCTM, OCYLLECTBASAIOLWEro adMMHUCTPMPOBaHMeE BUPTYyasbHbIX MawmnH. M2BM, Ha koTopon pas-
BEpHyTa BUpTyanbHasa cpeaa, Ao/mkHa 6biTb Noa GU3NYEeCcKMM KOHTpoNeM agMuHMCTpaTopa 6e3onacHocTu.

6. [oKeH 6bITb 3anpeLeH MHPOPMaLMOHHbIA 06MeH Mexay BMpPTyasbHbIMW MalMHaMM C UC-
Nosb30BaHMeEM O6LNX pecypcoB XOCTOBON MalUMHbI 38 UCK/IOYEHMEM CETEBOro obMeHa Mexay 3K3eMnnas-
pamun CK3W, 3anyLweHHbIMX B paMKax OAHOro rMnepemsopa.

5. TpeboBaHUs K NPOAOSIKNTENBHOCTU PYHKLMOHU-
poBaHusa N2BM

He ponyckaetcs HenpepbiBHOEe YHKLUMOHMpOoBaHue MN3BM c yctaHoBneHHbIM CK3U 6onee cyTok (24
yacos) 6e3 annapaTHoM nepe3arpysku [M3BM.
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6. TpebosaHuga no 3awmnte oT HCA

CK3W «Bbukpunt 5.0» npu ycnoBuun BbiNOSHEHUA HacTosAwmX MMpaBun obecneymBaeT 3aWmMTy KOHDU-
AeHumanbHol nHdopmaumm no yposHio KC1 ana BapuaHToB ncnonHeHus 2, 3, 15, 16 n no ypoBHto KC2 -
AN BapuaHToB ucnosaHenms 10, 11.

6.1. [lpuvHUMNbI 3aWKnTbl MHPOpMaumm ot HC/

3awuTa nHdopmaumm ot HCl B aBTOMaTM3MpOBaHHON cucTteme obecneumBaeTCss KOMMIEKCOM Mpo-
rPAMMHO-TEXHUYECKNX CPeACTB U NOAAEPXKMBAOLWNX NX OpraHM3aumMoHHbIX Mep. B Tom uncne:

e NPUMeEHeHMe cneumanbHbIX NPorpaMMHO-annapaTHbIX CPeACTB 3alunThl;

e OpraHusaumns cucTeMbl KOHTpons 6e3onacHocTn nHdbopmauum;

e (bnsnueckas oxpaHa N3BM n ee cpeacTs;

e aiIMVMHUCTPUpPOBaHMe MHHOOPMaLMOHHOM 6e30nacHOCTH;

e YYET HoCUTeNen nHpopMaumu;

e CMFHanM3aumsa O MonbITKaxX HapyLeHUs 3aWmnThl;

e Nepmoamyeckoe TeCTMpoBaHMe TeEXHUYECKMX U NPOrpaMMHbIX CPeACTB 3aluunThbl;

e MCMOb30BaHMe CcepTUDULMPOBAHHbBIX U IMLEH3NOHHbBIX MPOrPaMMHbIX N TEXHUYECKUX CPEACTB.

3awumTa nHdopmauum ot HC pnomkHa obecneunBaTbCs Ha BCEX TEXHOIOMMYECKUX 3Tanax 06paboTku
nHdopmMaLnm n Bo BCex pexmMax GyHKLNOHNPOBaHUSA, B TOM YMC/ie, NMpU NpoOBeAEHNM PEMOHTHbBIX U perna-
MEeHTHbIX paboT.

3awmTa nHdopmaumm ot HCl goxHa npeaycMaTpuBaTb KOHTPOb 3PHEKTUBHOCTU CPeaCcTB 3almThl
oT HCA1. OTOT KOHTpOIb MOXeT 6bITb N1M60 Nnepmnogmnyecknm, NMb6o NHNUNMMPOBATLCA N0 Mepe HeOH6X0ANMOCTU
nonb3oBaTesneM Uan KOHTPOSIUPYHOLWMMIN OpraHamu.

B opraHusauumn - nosnb3osBaTtesie CMCTEMbl AOXKHO 6biTb BblAENEHO CneumanbHOe AO/MKHOCTHOE L0
- agMuUHUCTpaTop 6e30nacHOCTU, PYHKLNM KOTOPOro AONXKHbI 3aKN04aTbCs B BbIMOHEHUM Npoueayp ycra-
HOBKM 1O, HacTpPOMKM CUCTEMHOIO OKPYXXEHWS, YCTAaHOBKM, HACTPOMKM, o6CayXmBaHusa n obecneveHus
(PYHKUMOHUPOBAHUS CPEACTB 3alUnThI.

AaMuHmUcTpaTop 6e30NacHOCTM AO/HKEH MMETb BO3MOXHOCTb AOCTyMNa KO Bceh nHdopmauymm, obpaba-
TbiBaeMon Ha paboudem mecTe.

Kaxabli ncnonHutene paboT, Kak Nonb3oBaTenb CeTU KOHPUAEHUMANbHON CBA3M, AonXeH 6biTb 3a-
perncTtpupoBaH y aaMuHucTpatopa cnyx6bl 6e3onacHocTu.

B opraHusauum - nonb3oBaTene CUCTEMbI AO/KHbI BECTUCH «XKypHanbl percrpaunmm agMmMHUCTpaTo-
poB 1 nosb3oBaTtesnien» (BO3MOXHO BeAeHWe OAHOI0 XypHana 4J151 BCel opraHnsaunm), B KOTopble 3aHOCATCA
cnegymlouwme gaHHble:

e ©.N.0. pernctpupyeMoro nmua;

e Ha3BaHWe noapasfeneHns opraHusaunmn (Npu sBegeHnun obulero XxypHana);

e CTeneHb ero gonycka (agMMHUCTPATOP WM MOJib30BaTeNb);

e [aTa perucrpaumu;

e JaTa OKOHYaHMSA CpoKa AENCTBUSA perncrpaumu.

6.2. OpraHumsaumoHHble Mepbl 3aWnTbl MHPopMauuun ot HCA

Mpw ncnons3zosaHnn CK3UN «bukpunt 5.0» cneayeT NpuHATb cneayolwmne opraHn3aunoHHbIE Mepbl:

1. MpaBo goctyna Kk paboumMm mectaMm C ycTtaHoBfieHHbIM MO CK3U «Bukpunt 5.0» A0MXHO
NpeaoCTaBNATbLCA TONbKO /IMLAM, O3HAKOMIEHHbIM C NpaBMaaMn NOMb30BaHNA M U3YUYMBLUMM SKCNyaTaun-
OHHYI0 AOKYMEHTaLMIO Ha nNporpaMMHoe obecreyeHne, nMmewllee B cBoeM coctaBe CK3U «bukpunt 5.0».

2. 3anpeTuTb OCYLECTBIEHWE HECAHKLMOHNUPOBAHHOIO aAMMHUCTPATOPOM 6€30MacHOCTU KO-
NMUPOBaHNS KJTIOYEBbLIX HOCUTENEN.

3. 3anpeTnTb Nepenavy KAYEBbIX HOCUTENEN ULAM, K HUM HE AOMYLIEHHbIM.

4, 3anpeTnuTb UCMNOMb30BaHNE K/IHOUEBbLIX HOCUTENEN B pexXuMax, He NpeayCMOTPEeHHbIX npa-

BMnamm nonb3oBaHnsa CK3U «bukpunt 5.0», nnb6o mMcnonb3oBaTb K/HOYEBbIE HOCUTESIM HA MOCTOPOHHMUX
M3BM.

5. 3anpeTuTb 3aNuUcCb Ha KJIOYEBbLIE HOCUTENM NOCTOPOHHEN MHMDOpMaUNK.

6. 3anpeTuTb OCTaBAATb 6€3 KOHTPOsSA BblHUC/IUTENbHbIE CPEACTBA, HA KOTOPbIX 3KCMNyaTUpy-
etcs CK3UM «bukpunTt 5.0» nocne BBoga kntoveBon nHdbopmaumun. MNMpu yxoae nonb3osatens ¢ paboyero
MecTa A0J1)KHO MCMNOJIb30BaTbCsl aBTOMAaTUYECKOe BKIOYEHWE NapOSIbHOM 3acTaBKMU.

7. Ha HocuTenb C MrHOBEHHbLIM CHUMKOM COCTOSIHUS BUPTYasibHOM MalUWHbI, CAENaHHbIM nocne
BBOAA KJ0YEBOM MHMOPMaLUnmM, AOMKHbI pacnpoCTPaHATbLCS TpeboBaHUA K KHOYEBbIM HOCUTENAM.

6.3. OpraHmsaunmoHHO-TeXHUYecKkne Mmepsbl 3awmTtsbl oT HCA

JomxkeH 6bITb peann3oBaH CAeAylWwMii KOMMNEKC OpraHM3auMOHHO-TEXHMYECKNX Mep 3alinTbl OT
HCAO:
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1. MNepen HavanoM npouecca yctaHoBku MO co BCTpoeHHbIMU Moaynamn CK3U nn6o aBTOHOM-
HbIX MporpaMMHbIX Mmoaynen CK3M gomkeH oCyLlecTBASATbLCS KOHTPOb LLeNIOCTHOCTM yCcTaHaBnmBaemoro MO
nporpammon hashctrl, Bxoaswen B coctas CK3U (cM. MpunoxeHue 1).

2. Mpwn kaxxgom 3anycke MN3BM ¢ yctaHoBneHHbIM MO CK3U aonKeH OCYLLeCTBAATbLCSA KOHTPOb
LLesIOCTHOCTM nporpaMMHoro obecneveHus, xoasiwero B coctaB CK3U «bukpunt 5.0», camoin OC (xoCcToBOW
W rocTeBOM MPU MCNOJSIb30BaHUM BUPTYasbHbIX MAlWMH) N BCEX UCMONHAEMbIX (Panaos, PYHKLMOHUPYOLWMX
coBMecTHO ¢ CK3W. Mpun ncnonbsosaHnm CK3M B BapmaHTax UCnosHeHmsa 2, 3, 15, 16, KOHTPOAb AO/IKEH
ocywectenatbca yrmnuton hashctrl, Bxoasawen B coctas CK3W, B BapmaHTax ncnonHeHmna 10, 11 - cpen-
cTBammn ANMA3.

3. B BapuaHTax ncnonHeHunit 10, 11 gononHuTenebHo cpeactsamm AMMA3 AosKeH OCyLwecTB-
NATBCA KOHTPOJIb LE/IOCTHOCTU OTKPbITBIX KIKO4Yen, XpaHawmxcs Ha HXM/ All.

4, AOMWUHUCTPATOP A0SXKEH nepuoanyeckn (He pexe 1 pasa B rof) MeHATb Napofib Ha BXO4 B
BIOS.

5. B cnyyae obHapyXeHus1 «MOCTOPOHHUX>» (HE 3aperncTpupoBaHHbIX) MPOrpaMMm WUAM Hapy-
LWEHMS LEesIOCTHOCTU NporpaMMHOro obecneyveHuns pabota AoskHa 6bITb NpeKkpalleHa.

6. lMonb3oBaTenb AO/MKEH 3anycKkaTb TOMIbLKO Te MPUJIOXKEHUS, KOTOPble pa3pelleHbl aAMUHU-
CTpaTopoM.

7. Mpn ncnonbsosaHnm CK3WN B BapuaHTe ucnonHenms 2, 3, 15, 16 cpeacrtsamm BIOS mnmn OC

ANs nonb3oBaTens AoJ/XeH 6biTb YCTaHOBMEH Naposib BXoAa B CUCTEMY AJIMHOW He MeHee 6 CMMBOJIOB, B
BapuaHTe ucnonHeHusa 10, 11 - naeHTMdUKauma U ayTeHTUdUKaLNA AODKHbI MPON3BOANTBLCSA CPeacTBaMM
AMNMA3, ykazaHHOM B hopmynspe. Maponb nnm naeHTnduKaTop A0JIKEH MEHATLCS He pexe 1 pasa B roa.
Yucno nNonbITOK BBOAA Napofisa OAHMM Nonb30BaTesIeM He AO/KHO npesbiwaTth 10 pa3s. AaMuHUcTpaTop 6e3-
0MacHOCTU A0IXKEeH CKOHMUIyprupoBaTb ONepaLUnoHHYIO CUCTEMY, B Cpee KOTOPOWN NAaHMpyeTcsl MCNob30-
BaTb CK3W, n ocywecTBnATb Nepmoanyecknii KOHTPOb CAeflaHHbIX HAaCTPOEK B COOTBETCTBUM CO Creayto-
Wumm TpeboBaHUAMMU:

e He ncnonb3oBaTb HecTaHAapTHblE, U3MEHEHHble UK oTnagoudHble sepcun OC.

e VICKNOUYMTb BO3MOXHOCTb 3arpy3ku n ncnosb3osaHmnsa OC, OTAMYHON OT NpefyCMOTPEHHOM WTAaTHOMN
paboToMn.

e NICK0OUMTb BO3MOXHOCTb YAANEHHOIO yrnpasneHus, agMMHUCTpUpoBaHua n moguounkaumm OC un eé
HacTpoek.

e Ha MN3BM pomkHa 6bITb yCTaHOB/IEHA TOMIbKO OAHA OnepaunmoHHas CUCTeMa; NpuU UCMOJIb30BaHUK
BMPTYasibHbIX MallWH CleayeT UCKIIYNTb OAHOBPEMEHHYO paboTy B rocteBon OC c paboTtatowmm CK3U ¢
3arpy>XeHHoOMn KNo4YeBon MHMOpMaUMEN HECKOIbLKMX MOJIb30BaTENEN.

e [NpaBoM ycTaHOBKM 1 HacTporkn OC n CK3U gomxkeH obnagaTb TONbKO agMuUHUCTpaTop 6e3onacHo-
cTn.

e OC pgosmkHa 6bITb HacTpoeHa Tosbko Ansa pabotel ¢ CK3U. Bce HeMcnonb3yeMble pecypCbl CUCTEMbI
HeobXxoANMO OTKAUUTE (MPOTOKOMbI, CEPBUCHI U T.M.).

e Pexxumbl 6e3onacHocTn, peanusoBaHHble B OC, A0/XHbI 6bITb HACTPOEHbI HAa MakCUMasibHbIA ypoO-
BEHb.

e Bcem nonb3oBartensam un rpynnam, 3apermctpmposaHHbiM B OC, Heo6X0AMMO Ha3Ha4YMTb MUHMMaNbHO
BO3MOXHble A5 HOpManbHoOn paboTbl Npasa.

e Heobxoanmo npeaycMoTpeTb Mepbl, MaKCMMallbHO OrpaHuYMBatoWmne OoCTyn K Cneaylowmm pecyp-
CcaM cucTeMbl (B COOTBETCTBYIOLWNX YCNOBMSAX BO3MOXHO MOJSIHOE yAasieHMe pecypca Wian ero Hencrnosnb3ye-
MOW 4YacTun):

e CUCTEMHbIN peecTp;

e hannbl n Katanoru;

e BpeEMEHHbIe (alinsbl;

e XYpHalbl CUCTEMbI;

e halinbl NoAKaYKK;

e KaWMpyemas nHgpopmaums (Napoaun un T.n.);
e OT/1Iaf04YHan nHdbopmMaums.

Kpome TOro, Heo6xoAnMMo opraHmM3oBaTb 3aTMpaHue (Mo OKOHYaHWK ceaHca paboTbl CK3U) BpemMeH-
HbIX annoB 1 annos nogkavykn, GOpMMPYEMbIX NN MoaAndUUMpYyeMbIX B npouecce pabotbl CK3WU. Ecnun
3TO He BbINO/IHMMO, To OC A0/KHA NCNOIb30BaTbCS B O4HOMO/b30BaTE/IbCKOM pexunme n Ha HXXM/ gonxHebl
pacnpocTpaHaTbCca TpeboBaHMS, NpeabaBASEMble K KNHOYEBbIM HOCUTENAM.

lpumeyaHue: Nog 04HOMN0/1b30BaATENLCKUM PEXNMOM B AAHHOM C/lydae rno4pal3yMeBaeTcs Takoi pe-
XKUM, rpy KOTOPOM BCE 0/1b30Baten AaHHON paboyes CTaHUuMn MMET OANHAKOBbIM KOMMIEKT K/IKOYEBO
nHpopmaumn 3Tos paboyeri cTaHUnu.

e [10/KHO 6bITb MCKIKOYEHO MonajaHue B CMCTeMY NMporpaMM, NMo3BOASKOWMX, NONb3YysCh OoWwnbKaMm
OC, nosbiwaTb NpeaocTaBAeHHbIE NPUBUNETUN.

e [10/1XKHbI MCNOJIb30BaTbLCSA @aHTUBUPYCHbIE CPeaCcTBa.

e Heobxoanmo perynapHo yctaHaenimBaTb nakeTbl 06HoBneHust 6esonacHoctn OC (Service Packs, Hot
fix u 7.n.), 06HOBNATbL @aHTUBUPYCHbIE 6a3bl.

e B cnyuae nogkntouerHus MIBM c yctaHoBnieHHbIM CK3U k 06WWea0CTyNMHbIM CETAM Nepefayn AaHHbIX,
Heo6X0AMMO WCKJIIOUYNUTb BO3MOXXHOCTb OTKPbITUSS M UCMNOSIHEHMS AAIOB M CKPUMNTOBbIX 06bEKTOB
(JavaScript, VBScript, ActiveX), nony4eHHbIX 13 06WeA0CTYNMHbIX CETEN Nepeaaym AaHHbIX, 6€3 npoBeaeHns
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COOTBETCTBYHOLMX NPOBEPOK Ha NpeaMeT CcoAepXaHus B HUX NPOrpaMMHbIX 3aK1agoK U BUPYCOB, 3arpyxa-
EMbIX U3 CeTn.

e Mpn ncnonbzoBaHnm CK3U Ha M3IBM, nogknoyeHHbIX K 06WEeAOCTYMNHbIM CETSAM CBA3W, C LENbIo
WCKTI0YEHNS BO3MOXHOCTM HECAHKLUMOHMPOBAHHOIO AOCTyMNa K CUCTEMHbIM pecypcaM MCMoJfib3yeMblX one-
PaUMOHHbBIX CUCTEM, K MPOrpaMMHOMY obecrneyeHunto, B OKPYXXEeHUU KOTOpPoro yHKUMOHMpYT CK3U, n k
KoMnoHeHTaM CK3W co CTOpOHbI yKa3aHHbIX CEeTEeN, AOIKHbl MCNOMb30BATLCSA AOMNOSHUTENbHbIE METOAbI U
cpeacTBa 3awWwmnTbl (HanpuMep, YCTaHOBKa MeXceTeBblX 3KpaHoB, opraHmsaums VPN cetei v T.1.). pu aTOM
npeanoyTeHVe AO/MKHO OTAaBaTbCa CPeAcTBaM 3almThbl, UMELWMM cepTUduKaT YNOJTHOMOYEHHOro opraHa
no ceptudurkauum.

e Npun akcnnyaTtaummn CK3U noa ynpasneHnem OC Windows 10 n Windows 11 Heo6Xx0AMMO OTK/IHOUNTL
PYyHKUMN TenemMeTpum creayowmm obpasom:

1. NpoBepuTb Hannuue n ctatyc cepsuca DiagTrack (MaHenb ynpasneHusa -> Cuctema n 6e3onacHocTb ->
AAMUHUCTPUpPOBaHue -> Cnyxb6bl).

2. Ecnu cepBucC 3anyLeH, TO OCTaHOBUTb ero.

3. YoanuTb 3anucb perncrtpauum cepsuca DiagTrack n3 peectpa (MNyck -> BbINONHUTL -> regedit, pasaen
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services (HanTu n yganutb nanky DiagTrack).

4. YpanuTb NOArOTOB/IEHHbIE K OTNPaBKe AaHHble, KOTOpble COXpaHsATca B dannax ¢ pacwunpeHmem *.rbs,
XpaHsawmnxcs B aupektopmn %ProgramData%\Microsoft\Diagnosis. HeobxoanMo yaanutb Bce dainbl C pac-
WwnpeHueM *.rbs. MNpu BO3HMKHOBEHUM NpobneM C yaaneHneM ykasaHHbix dainnos Heobxoammo npeasapu-
TeflbHO B CBOWCTBax Ha Bknagke «be3zonacHocTb» paspelwmnTb MOAHbLIA 4OCTYN K dannam, a 3ateM yaanutb
nx.

5. OctaHoBuTb aBTOMaTuyeckyt (AutoLogger) ETW ceccuio AutolLogger-DiagTrack-Listener, koTopyto
DiagTrack akTMBMpyeT B NpoLecce CBOEN OCTaHOBKMU.

6. Yoanutb ¢aiin, B kKoTopbii aBTomaTuyveckas (AutoLogger) ETW ceccus AutoLogger-DiagTrack-Listener
coxpaHsana cobpaHHble AaHHble. MNyTb K danny xpaHuTca B peecTtpoBoi 3anucu AutolLogger-DiagTrack-
Listener B 3HaueHunn FileName. KoHdurypaumm astomatnyeckmx (AutoLogger) ETW ceccmin HaxoasTcs B
kntoye peectpa HKLM\SYSTEM\CurrentControlSet\Control\WMI\AutoLogger. KoHdurypaumsa uenesomn cec-
CUKN XpaHUTCS B AaHHOM K/toye nog 3anucbio AutoLogger-DiagTrack-Listener.

B HacToslWwee BpeMs AaHHble COXpaHATCA B dann

%ProgramData% \Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

7. Ypanutb 3anmcb perncrpaummn koHdburypaumm astomatmdeckon (AutoLogger) ETW ceccmm AutolLogger-
DiagTrack-Listener ns peectpa.

[aHHble gencTBmMs Heo6X0ANMO BbINOMHATE NOC/AE KaXA0ro KyMysiTUBHOrO O6HOBMIEHNS, MOCKONbKY
npu Takmx 06HOBNEHUAX yAaneHHble CEPBUCHI BOCCTaHaBIMBAKOTCS.

6.4. TpeboBaHusda no sctpanBaHuto CK3UN B npunoxeHuns

PazpaboTka npuknagHoro nporpaMMHoro obecneyeHns Ha OCHOBE BapuMaHTOB McNonHeHun 2, 3, 10,
11, 15, 16 CK3U «bukpunt 5.0» MoxeT npomsBoauTbcsa 6e3 cozgaHus HoBbix CK3W n 6e3 npoeeaeHus
TeMATMYECKNX UCCNefoBaHN B Cly4Yae MCMNOSIb30BaHUS BbI30OBOB U3 (PYHKUWIA, OMMUCAHHbBIX B MPUIOXKEHUN
2 K HacTosiwumM MNpaBuaam Nonb30BaHMUS.

B cnyyae ncnonb3oBaHWsa NpoYmMx BbI30BOB HEOH6X0AMMO NPOM3BOANTL pa3paboTKy oTAeNbHOro Bapu-
aHTa ncnonHenns CK3U nnamn Hosoro CK3W B COOTBETCTBUM C AeNCTBYIOLWEN HOpMaTMBHOM 6a3om (B 4acTHO-
ctn, c MNocraHoBneHuem lMpasutenbcTea Poccuinckon Pegepaummn ot 16 anpena 2012 r. N2 313 v lMonoxe-
HMeM o pa3paboTke, NPOM3BOACTBE, peanusaumm 1M aKCnayaTauum wudposBanbHbIX (KpunTorpadunyeckmnx)
cpeacTs 3awunTbl nHdopmaumm (MonoxeHne MK3-2005)).

MpuknagHoe nporpaMMHoe obecnedyeHmne [OHKHO aHaNM3MpoBaTb KoAbl BO3BpaTa GyHKUuM 6ubnmo-
TeKM 1 npekpawlaTb BbIMOAHEHME onepaumn Npu owmnbovyHoOM Koae Bo3BpaTa.

Mpn ncnonb3oBaHUn MYHKUNI WNPpPOBAHMSA HEOH6XOANMO BbINONHATL Crieayowmne TpeboBaHms:

e HE MCNOJIb30BaTb aNropmMTMbl BbIpaboTKM Ktoven (BK/toUast anropmuTMbl KatoueBoro obmMeHa) otany-
Hble OT ONMCaHHbIX B MHCTpyKuUMn nporpamMmucTta. MH®K.11485466.4012.027.32 06;

e PN NCMOSIb30BaAHUMN PEXUMOB LNDPOBAHUSA, TPEBYIOLMX CUHXPOMOCLIIKN, MPUMEHATL NPOTOKOSIbI,
obecneumBarwwme HagexHyto (6e3 uckaxeHun) nepegady CUHXPOMOCBLIUIKM Mony4atento; Heobxoammo
Takxe obecneymTb 3aWMTy OT MOBTOPHOIO MCMOIb30BAHMS CUHXPOMOCHIIKA C O4HUM N TEM XKEe KJTHOYOM Wng-
poBaHus,

e nepes 3awundpoBaHuem coobuieHne A0/MKHO 6biTb MOAMMCAHO 3/IEKTPOHHOM MOAMUCBID, KOTOpas
AokHa 6bITb NpoBepeHa nocne pacwudpoBaHus;

® YHMUTOXaTb KOHTEKCT WwndpoBaHUa cpasy nocsie NCrnoib30BaHUS.

Mpu ncnonb3oBaHun OYHKLUMA, peann3syowmx aaropmTMbl 31EKTPOHHON NOAMUCK, HEO6XOANMO Bbl-
NoNHATb cneaytowme TpeboBaHms:

e NPV pacnpoCTpaHEeHUN OTKPbITbIX Ktoven DI npuMeHsaTb MeToabl, obecneuymBatrowme LenoCTHOCTb
OTKPbITbIX KOYEN U ayTeHTUdUKALNIO NX BNagenbLeB;

e Npun BblipaboTke/npoBepke NOAMUCU UCMONbL30BaTbh (PYHKLUMN XELUMPOBAHUA AaHHbIX, peann30BaH-
Hble B CK3U «BunkpunTt 5.0»;
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e NpU MNPOBEAEHUN MpoLUeayp NPOBEPKM 3MEKTPOHHON MOAMNMUCK BbIMOMHSATL ayTeHTUdUKaUMIO Bna-
Zenbla OTKPbLITOro KJtova, a TakxkKe MpoBepKy LeSIOCTHOCTU UM AeNCTBUTENBHOCTU KJTtoYa Ha MOMEHT Mpo-
BEPKMU;

e YHUUTOXATb KOHTEKCT NMOAMMUCK Cpasy Mocsie UCMOob30BaHus.

Mpu Ucnonb3oBaHUM PYHKLUNIA, peannsyowmx aaropuTMbl Ko4eBOro obMeHa, Heo6XoAMMO BbIMNoSI-
HSATb cneaytowme TpeboBaHus:

® NP pacnpoCTpaHEHNUN OTKPbITbIX Kno4ven LLIVICprBaHVIﬂ NMPUMEHATb METOAbI, obecneumBatowme ue-
NOCTHOCTb OTKPbITbIX Ko4en m aYTeHTM(bVIKaLI,VIPO X BNlaaenbues,

e HEO6X0AMMO NMPUMEHATbL Mepbl, obecneunBatome ayTeHTUGMKaUMo obero kntova wmudpoBaHus,
BblpaboTaHHOro C NOMOLLbO Npoueayp Ka4eBoro obmMeHa (4ns UckYeHns ataku man-in-the-middle);

e 1ICMO/Ib30BaTh Mepbl, NPeAOTBpaLlatoLLMe NOBTOPEHNE paHee BbIMOSIHEHHbBIX NpoLeayp KI4YeBoro
obmeHa;

® YHNYTOXATb KOHTEKCT KJTKOYEBOIo obmeHa Cpa3y nocne ncnojib3oBaHuA.

Mpu ncnonbsoBanum CK3N «bukpunt 5.0» B cncremax 6e3 aBToMaTtuyeckoro cosgaHums n (unm) as-
ToMaTuyeckomn npoeepku 3 MO, ncnoneaytowee 6ndnmotekn CK3N «bnkpunt 5.0» A0MKHO peann3oBbiBaTb
cnepywouwme yHKUUK:

npu cospgaHum JI1:

e MoKasbiBaTb 1LY, NOAMUCLIBAIOWEMY 3/IEKTPOHHbLIN AOKYMEHT, coAepXaHne MHpOopMaummn, KoTo-
pYH OH MOAMUCbIBAET;

e co3paBaTtb DIl TONbKO nMocne NOATBEPXAEHUS JINLOM, MOAMUCHIBAKOLWNM 3NEKTPOHHbLIA AOKYMEHT,
onepauuu no cosgaHuto II1;

e 0AHO3HAYHO NOKa3biBaTb, YTO DI co3aaHa.

npu nposepke JI1:

e NOKa3blBaTb COAEpXaHWe 3N1eKTPOHHOIro AOKyMeHTa, nognncaHHoro Jr1;

¢ MoOKa3blBaTb NHPOPMaLMIO O BHECEHUU U3MEHEHUI B NOANUCaHHbLIA 31 3NEKTPOHHbIN AOKYMEHT;

e yKasblBaTb Ha MU0, C NCMONb30BaHMeEM Kntova S KOTOpOoro NoANVUCaHbl 371eKTPOHHbIE JOKYMEHTbI.
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[MpunoxeHue 1

KOHTpPO/b LIeNNIOCTHOCTM MporpaMMHoOro obecneyeHuns

Onsa obecneyeHnss BO3MOXHOCTM KOHTPOJISA LIENIOCTHOCTM MpPOrpaMMHbIX Moaysnen (darnoB) 3anyck
nporpamMmbl hashctrl gonxeH ocyLwecTBNsATLCS C apryMeHTaMmM KOMaHAHOW CTPOKMU:

be3 napameTpoB — Ha 3KpaH BbIBEAETCS OKHO CO CMMCKOM AOMNYCTUMbIX MapamMeTpoB.
hashctrl [options] [path+mask] [outfile]
Ecnu 3apgaH napameTp [outfile], To BbiBOA nporpaMmel BbigaeTcs B outfile
Oonuuu:

/h0 - Habop napaMeTpoB COOTBETCTBYET npumMepy B Tekcte FOCT P 34.11-94

/h1l - npu pacyeTe 3HayeHMs xew-pyHKUMN Ucnonb3lyetcs Habop napameTpoB CK3U «bukpunt-
KCB-M»

/h2 - nNpn pacueTte 3Ha4yeHus Xew-PyHKUMM ncnonb3yeTtcs Habop napametpoB CK3U «bukpunt
4.0» n «CryptoPro CSP» (napameTp MUCMonb3yeTcs No YMOSYAHUIO)

/h3 - Habop napamMeTpoB COOTBETCTBYET MPUMEHSEMOMY B MOAYJ/le KOHTPOASA LESOCTHOCTU
WinFPSUhash.exe

/h256 - Habop napameTpoB cooTBeTcTBYET NOCT 34.11-2012 256-6muT CK3U «Bukpunt 5.0»

/h512 - Habop napameTpoB cooTBeTcTBYeT [OCT 34.11-2012 512-6uTt CK3U «Bbukpunt 5.0»

/pl - neyaTb 3Ha4YeHUn, Kak B TecToBoM npumepe NOCT P 34.11-94

/P2 - NeyaTb 3HAYEHUIN MPOU3BOAUTCH CAIMTHO, OT Miaawmnx 6anT K ctTapwuM (NapamMeTp UCNOMb-
3yeTcs N0 YMONYaHMUIO)

/l: <filelist> - B kauyecTBe BXOAHOro noToka MMeH danoB WCMNOAb3YETCA CAUCOK ¢alisioB B
<filelist> (ecnu He 3agaH, To ncnonb3yetcsa hash.lst)

/m - cnucok garnos B napameTpe [path+mask] nnu /l: <filelist> paccmaTtpmBaeTcs nporpaMMoin
KaK eAuHbI MacuB AaHHbIX Af1s pacyeTa NoToKoBOro xewa (aHanor ytunutel ashdir.exe)

/r - peKypcuBHbI 06X0A4 KaTanoroB HauyuMHas C TeKylwero WAM yKasaHHOro B MapameTpe
[path+mask]. NMapameTp He coBMecTuM C napaMeTpom /I

MpumMepbl 3anycka:

YT106bl BLIYMCAIUTL XeW ANa BCeX (pannoB B TEKYLUEW AMPEKTOPUM U 3anucaTtb pedynbTaT B dann
result.hsh:

hashctrl *.* result.hsh

YT106b! BbIYNCANTL NOTOYHLIN (06WKIA) Xew Ana Bcex ¢hannioB B TEKYLLEN AUMPEKTOPUN KaK B TEKCTE
FOCT P 34.11-94:

hashctrl /m *.* /h0 /p1

/calc - BblUMCAUTBL X3W ANS Kaxaoro darna n3 nocaenyrowero cnmcka (3HavyeHue xawa 3anucbl-
BaeTcs B ¢ann FileName.hsh)

/check - npoBepuTb X3W ANs Kaxaoro ganna u3 nocnenyowero cnucka (3Ha4YeHme Xawa CUYUTbI-
BaeTcs u3 danna FileName.hsh) (ecnn xaw BepeH, To BbinTK 6e3 coobleHnsa ecnm He 3agaHo /info; ecnn
X3LWW HeBepeH - coobuleHre 06 3TOM BblgaeTcsa Bceraa)

/info - npoBepuTb X3W M BblAaTb coobLieHne 0 pe3yibTaTax NPOBEPKMU

MpumMepbl 3anycka:
3anucaTtb xaw danna testfile.txt B dann testfile.txt.hsh:
hashctrl /calc testfile.txt

MpoBepuTb xawWw danna testfile.txt (npn aTtom TpebyeTtca dann testfile.txt.hsh):
hashctrl /info testfile.txt

MpoBepuTb xawWw danna testfile.txt 6e3 Bbigaun coobuwieHns o NpaBuUIbHOM X3LLIe:
hashctrl /check testfile.txt

Ecnu B pe3sysibTaTe KOHTPOS LETOCTHOCTM MpKM 3arpyske onepaunoHHOli CUCTEMbI NMOSIBASIETCS CO06-
LLleHNe O HapyLUEHMM LESTOCTHOCTU KOHTponupyemoro daiina, nosb3oBaTtesb 06s3aH npekpatuTe paboTy 1
06paTUTbCS K aAMUHUCTpaTopy 6e30MacHOCTy.

AaMunHucTpatop 6e30nacHOCTM, MpoaHaIn3MpoBaB MPUYMHY, NPUBEALLYI0 K HapyLEeHUKO LenoCTHO-
CTW, fomkeH nepeyctaHoBuTb MO CK3U «bukpunTt 5.0» nnu gannbl onepaunoHHON cpeabl.
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[MpunoxeHue 2

lMepeyeHb BbI3OBOB, MCMOMb30BaHME KOTOPbIX NMpu pa3pabotke npuknagHoro MO Cc NpMMeHeHUEM
CK3U «bukpunTt 5.0» BO3MOXHO 6€3 NnpoBeAeHUs AOMONHUTENbHbIX TEMAaTUYECKNX UCCeA0BaHMWN.

QyHKUMNSA

Onncanune

cr_GetNextByStorage

MNonydyeHune cnegyowero nHAeKca Uenoyvykm ceptngumkaTos

cr_GetRootByStorage

MNonyyeHne KopHeBOro ceptudurKaTa B Lenoyke ceptudurKaTon

cr_GetFilenameByStorage

MNonydyeHne nmeHn danna ceptmdurkaTta B XpaHuauLie

cr_GetBufferByStorage

MonyyeHune cepTudmkaTa M3 XpaHunumuwa

cr_GetStatusByStorage

MonyyeHune cTaTyca cepTudmKaTa M3 XpaHunmila

cr_GetChainSizeByStorage

MoflydyeHne ANMHbI LLenoYykm cepTudmKaToB B XpaHuumule

cr_GetStoragelnfo

MonyyeHne konmyecTsa cepTUMKATOB MU CMMUCKA OTO3BAHHbLIX CEpTU-
(pu1kaToB B XpaHuuLie

cr_CreateTime

Co3haHne KOHTEKCTa BPEMEHHU

cr_FreeTime

OcBoboxaeHne KoHTeKCTa BPEMEHU

cr_SetCurrentTime

YCcTaHOBKa TEKYLLEro BpeMeHu A1l KOHTEKCTa BPEMEHU

cr_SetTime YcTaHoBKa 3a4aHHOr0 BpEMEHU B KOHTEKCT
cr_GetTime lMosyyeHMe BpeMeHU N3 KOHTEKCTa
cr_CopyTime KonnpoBaHue KOHTEKCTa BpeMEHMU

cr_GetCertificateUsagelnfo

Monutnka ceptudmrkarta n knacc cpeacraea I

cr_DeleteSignBuffer

Ypanenue 3 ns CMS

cr_GetCmsData

MonyyeHue nHdopmaummn 06 3M n3 CMS B 6ydepe

cr_GetFileData

MNonydyeHue nudopmaunm 06 3N n3 CMS B danne

cr_GetCmsTimeCn

MonydyeHue BpeMeHu Il M BblAeSIeHHOr0 MMeHU noanuncaHta CMS B
6ydepe

cr_GetCmsFileTimeCn

MonyyeHue BpemeHn 3I M BblAENEHHOro MMeHn noanmcaHta CMS B
danne

cr_GetCrlTimeCn

MonyyeHne BpeMeHu Il N BbIAENEHHOrO MMEHU co3AaTens Crnucka
O0TO3BaHHbIX CEPTUDUNKATOB

cr_GetCertificateTimeCn

MonyyeHne BpeMeHun 3 1 BbIAENEHHOMO MMEHM BlaAesnbLa U3 CepTu-
dukaTta B 6ydepe

cr_GetCertificateTimeCnByStorage

Mony4yeHune speMeHun Il 1 BbIAENEHHOIO UMEHU Blajenbla u3 ceptu-
dunkaTa B XpaHumnuue

cr_Finalize

3aBeplieHne paboTsl

cr_GenerateKeyPair

Co3paHune KI4YeBOM Napbl HA OCHOBE BblAENEHHOIO MMEeHU U aTpuby-
TOB, KOAMPOBaHHbIX B ¢opMmaTe ASN.1

cr_GenerateKeyPairByQualNames

Co3paHue KK4YEeBOM Nnapbl HA OCHOBE AAHHbIX, NAEHTUMOULMPYIOWNX
BNagenbua ceptndukaTa

cr_CreateContext

MHULManmn3aumsa KOHTEKCTa bubnnortekmn

cr_ResetContextTime

O6HoBNEHME KOHTEKCTa BPEMEHMU

cr_AddCertificate

Job6aBneHne cepTndmnkaTa B KOHTEKCT 6ubnmoTekun

cr_AddCrl

Job6aBneHune cnmucka OTO3BaHHbIX CEPTUMUKATOB B KOHTEKCT 6mMbnno-
TeKku

cr_AddCertificateAndCrIByPath

Job6aBneHune cepTdMKaTOB 1 CNUCKOB OTO3BaHHbLIX CEPTUDUKATOB U3
dannoB B KOHTEKCT 6nbnmotekmn

cr_LoadPrnd

MHnumnanmnsaumsa aatumka MNACH

cr_DupContext

Co3aHue KONMUmMm KOHTEKCTa bnbnnortekmn

cr_FreeContext

OcBOb6OXAEHME KOHTEKCTA BUBNMoTeEKN

cr_GetNumOfKeyPair

I'Ionyqume KOJIM4eCTBa KAKYEBLIX Nap B KOHTEKCTE 6mnbnmortekmn

cr_GetKeyPairlnfo

MonyyeHve nHpopMaummn 0 KJKYEBOM Nape B KOHTeKCcTe 6mubnmorteku

cr_GetPrndCarrier

MonyuyeHue nHdbopmaumm o Hocutene kntoda MACYH B KOHTeKkcTe 6M6-
NIMOTEKMU

cr_FindKeyPair

MNMounck KI4YeBor napbl MO cepTUudurKaTy B KOHTEKCTe 6nbnmotekmn

cr_LoadKeyPair

3arpyska K/Jlo4eBOW napbl B KOHTEKCTe 6Mbanorteku

cr_FreeKeyPair

OcBoboxaeHne pecypcoB K/K4YeBOM napbl

cr_DigestlInit

MHMUManm3aumns KOHTEKCTa BbIYUCNEHUS 3HAYEHUN XeLIJ-CDYHKLLVIVI

cr_SetDigestParam

3apaHve napaMeTpoB KOHTEKCTa BblYMC/IEHUS 3HAUYEHUI Xell-(hyHK-
L

cr_SetDigestParamByKeyPair

3apaHue napaMeTpoB KOHTEKCTa BblYNCNEHUA 3Ha4YeHUM" XeLLI-(bYHK-
UMK, cornacoBaHHbIX C KJ1H04EBOM r|ap0171

cr_DigestBuffer

MNonyyeHune 3HayeHuns xew-pyHKUnK ang 6ydepa namMsatm

cr_DigestUpdate

[Job6aBneHne nopumn AaHHbIX B KOHTEKCT BblYUCIEHUSA 3HAYEHUI XeLl -
dYHKUMN
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cr_DigestFinal

[MonyyeHue 3HaYeHNs B KOHTEKCTE BblYUCTIEHNS 3HaYeHunn XeLIJ-(bYHK-
unnm

cr_DigestClose

3aKpbITb KOHTEKCT BbIYUC/IEHUS 3HAaYEHUIM Xel-DYHKLUNK

cr_SignInit

MHuUmManmsaumns KoHTeKcTa onepaumn popmmposanms 3l

cr_SignPutHash

[Job6asneHne 3HaveHns xew-dYHKLUUM B KOHTEKCT onepaunn dopmn-
posaHus 3l

cr_SignPutData

HakonneHune AaHHbIX B KOHTEKCTe onepauuun dopmuposaHus 3

cr_SignPutCms

[obaBneHne B KOHTEKCT onepauun dopMmupoBaHua Il cyLlecTByio-
wen CMS

cr_Sign

dopmMumpoBaHme Il B KOHTEKCTE onepaunn dopMuposaHmsa Il

cr_SignClose

3aKkpbITMe KOHTEKCTa onepauun dopMmupoBaHus 3l

cr_SignBuffer

3J'IeKTpOHHaFI noanucb 06sacTn NamMsaTH

cr_SignFile

DNeKTpoHHas noanucb danna

cr_SignHash

SNeKTpOHHasa NoANUCb 3HaYeHus XeUJ-d)YHKLI,VIVI

cr_ChecklInit

MHuUmManmsaumns KoOHTEeKCTa onepaummn nposepku I

cr_CheckPutHash

[Job6aBneHne 3HayeHMs Xew-PYHKUMM B KOHTEKCT onepaummn npo-
Bepku Il

cr_CheckPutData

HakonneHne faHHbIX A58 MPOBEPKN OTCOeAUHEHHOM DI B KOHTeKCTe
onepaunun nposepku 2I1

cr_CheckPutCms

JobaBneHne B KOHTEKCT onepaumu nposepku II1 cywecTteyrowen CMS

cr_Check

Mposepka 3 1 nosyyeHMe pe3ynbTaTOB B KOHTEKCTe onepaumn npo-
Bepku 2I1

cr_CheckClose

3aKpbITWe KOHTEKCTa onepaunun nposepku I

cr_CheckBuffer

MpoBepka Il obnactn namatn

cr_CheckBuffer2

MpoBepka Il obnactn namatn

cr_CheckFile

Mpoeepka 211 danna

cr_CheckFile2

MpoBepka I danna

cr_CheckHash

MpoBepka 3l 3Ha4YeHnsa Xew-hyHKLUN

cr_CheckCertificateByStorage

Mpoeepka I cepTudmkara n3 xpaHmauwia

cr_CheckCertificate

MpoBepka 3l ceptudumkarta n3 6ydepa no xpaHUInLLy

cr_CheckPKCS10

Mpoeepka M1 3anpoca Ha cepTudmkart

cr_CheckCrl

Mposepka 3l cnucKa 0TO3BaHHbIX cepTUMUKATOB NO XPaHUANLLY

cr_Encryptlnit

MHUUManmM3auna KoOHTEKCTa onepaumu 33UJVICprBaHM$|

cr_EncryptPutData

HakonneHne AaHHbIX B KOHTEKCTE onepauumn 3awndpoBaHms

cr_Encrypt

BbinonHeHune wndpoBaHus 610ka AaHHbIX B KOHTEKCTE onepauun 3a-
WwndppoBaHus

MpumeyaHme: ponycTumMo wundpoBaHme TObKO NpeaBapuUTenbHO noa-
nuMcaHHbIX pyHKumsammn CK3W gaHHbIX

cr_Encrypté

BbinonHeHune wndpoBaHus 6510Kka AaHHbIX B KOHTEKCTE onepauun 3a-
WwndpoBaHms

MpuMeyaHme: oONyCTUMO WKNdpPOBaHME TOIbKO NpeaBapuUTeNbHO Nnoja-
nucaHHbiX GyHKunsaMn CK3N gaHHbIX

cr_EncryptClose

3aKpbITMe KOHTEKCTa onepaumm 3awndpoBaHms

cr_EncryptBuffer

3awndpoBaHme obnactu namsaTn
MNMpuMeyaHue: AoNyCTUMO WNdpPOBaHME TONbKO NpeaBapuTeNnbHO Noa-
nucaHHon dyHkumamm CK3U obnactn namsaTu

cr_EncryptBufferé

3awundposaHme obnactm namaTn
MpuMedaHue: AoNyCcTMMO WK@poBaHMe TONbKO NpeaBapuUTesibHO NoA-
nucaHHon pyHkumamm CK3U obnactm namsatum

cr_EncryptFile

3awundposaHune darna
MNMpuMeyaHue: 4oNyCcTUMO WNdpPOBaAHME TONbKO NpeaBapuTenbHO Noa-
nuMcaHHoro gyHkumamm CK3U danna

cr_EncryptFileW

3awundpoBaHune darna (uma B Unicode)
MNpuMeyaHue: 4oNyCcTUMO WNdpPOBaAHME TONbKO NpeaBapuTenbHO Noa-
nuMcaHHoro gyHkumsamm CK3U danna

cr_Decryptlnit

MHnunanmsauma KOHTEKCTa onepaunm paCLLIM(prBaHMH

cr_DecryptPutEnvelopedCms

Job6aBneHne B KOHTEKCT onepaumm pacndpoBaHus CyLLECTBYHOLWEN
CMS

cr_Decrypt

BbinonHeHue pacwmndpoBaHua 610Ka faHHbIX B KOHTEKCTE onepauunm
pacwundpoBaHms

MpuMedaHue: f[aHHble CUYMTAOTCSA MNpPaBUIbHO pacndpPoBaAHHBIMU
TOJIBKO MPW MOJNIOXKXNTENIbHOM pe3yfibTaTe NPOBEPKM 3/IEKTPOHHOM Noa-
NUCKU Ha AaHHble pyHKumsaMn CK3U

cr_DecryptClose

3aKpbITMe KOHTEKCTa onepaumm pacundpoBaHms

cr_DecryptBuffer

PacwndposaHme obnactu namMsatu
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MpuMedaHue: obnacTb NamMsATKU cYMTaeTCa NpaBUIbHO pacndpoBaH-
HOW TOJIbKO MPUW MOJSIOXUTENIbHOM pe3ysibTaTe NPOBEPKU INEKTPOHHOM
noanucm Ha obnactb NnamMsaTn pyHkumsammn CK3U

cr_DecryptFile

PacwundposaHue daiina

MpuMmedaHue: dalin cunTaeTcs NpaBuIbHO paclWM@pPOBaHHbIM TONbKO
Npu NOSIOXUTENbHOM pe3yibTaTe NPOBEPKM 3/IEKTPOHHOM MOAMNMUCKU Ha
obnactb namatm dyHkumamm CK3U

cr_DecryptFileW

PacwudpposaHne danna (mmMsa B Unicode)

MNMpuMeyaHue: dalin cuMTaeTcs NpaBuIbHO pacwndpoBaHHbLIM TONbLKO
nNpu NOSIOXUTENBbHOM pe3y/bTaTe NPOBEPKN 3/IEKTPOHHOM NOAMNUCK Ha
obnactb namatn dyHkunamu CK3U

ConfirmCertReq

Co3gaHue nognucaHHoro CMS ¢ PKCS#10 3anpocoM BHYTpU

IssueCertificate

Co3paHue ceptudumukata Ha OCHOBE 3arnpoca M NOAMUCb €ro K4yoM
noJsib30BaTtend

IssueRootCertificate

Co3aaHne KOpHeBOro ceptudukaTa

IssueRootCertificate2

Co3paHune KOpHEBOro ceptugukaTa

CreateKeyPairFromBicrKey

Co3zpaHue kno4veBon napbl agMuHucTpaTtopa LIC Ha ocHoBe kio4va B
dopmaTte BuKpunrt

CreateCrl

Co3paHue Cnmncka oT3biBa U NOAMUCL €ro KJKYOM nosib3oBaTens

cr_CreateCarrierGUI

Co3paHue KOHTeKCTa NyTu A0CTyna K 3aKpbITOMY K/IHoYy

cr_FreeCarrier

OcBoboxaeHne KoOHTeKCTa NyTW A0OCTyNa K 3aKpbITOMY K4y

cfg

BbI30B KOHpUrypartopa




