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1. ˏ̃̆̅̆̎̉̆ 

ɺ ʜʘʥʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʠ ʩʦʜʝʨʞʠʪʩʷ ʦʧʠʩʘʥʠʝ ʙʠʙʣʠʦʪʝʢ ʉʂɿʀ "ɹʠʢʨʠʧʪ 5.0".  

ʉʂɿʀ "ɹʠʢʨʠʧʪ 5.0" ʷʚʣʷʝʪʩʷ ʩʨʝʜʩʪʚʦʤ ʟʘʱʠʪʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʨʝʘʣʠʟʫʝʪ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʧʨʦʮʝʜʫʨʳ: ʛʝʥʝʨʘʮʠʷ ʢʣʶʯʝʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ (ʕʇ), ʬʦʨʤʠʨʦʚʘʥʠʝ ʕʇ, 
ʧʨʦʚʝʨʢʘ ʕʇ, ʚʳʯʠʩʣʝʥʠʝ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʝ. 

ɺ ʩʦʩʪʘʚ ʉʂɿʀ ʚʭʦʜʷʪ ʧʨʦʛʨʘʤʤʥʳʝ ʤʦʜʫʣʠ: 

¶ ʨʝʘʣʠʟʫʶʱʠʝ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ hashctrl.exe (ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʡ 1, 2, 9, 10), hashctrl 
ʠ hashctrl64 (ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʡ 3, 11), hashctrl (ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʡ 4, 5); 

¶ ʨʝʘʣʠʟʫʶʱʠʝ ʧʨʦʛʨʘʤʤʥʦ-ʢʣʘʚʠʘʪʫʨʥʳʡ ʜʘʪʯʠʢ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ Grn.dll ʠ Grn64.dll 
(ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʡ 1, 2, 9, 10); 

¶ ʨʝʘʣʠʟʫʶʱʠʝ ʛʝʥʝʨʘʮʠʶ ʢʣʶʯʝʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ (ʕʇ), ʬʦʨʤʠʨʦʚʘʥʠʝ ʕʇ, ʧʨʦʚʝʨʢʘ 
ʕʇ, ʚʳʯʠʩʣʝʥʠʝ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʙʠʙʣʠʦʪʝʢʠ bicr5exp.dll ʠ bicr5exp_64.dll (ʚʘʨʠʘʥʪʳ 
ʠʩʧʦʣʥʝʥʠʡ 1, 9); 

¶ ʨʝʘʣʠʟʫʶʱʠʝ ʛʝʥʝʨʘʮʠʶ ʢʣʶʯʝʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ (ʕʇ), ʬʦʨʤʠʨʦʚʘʥʠʝ ʕʇ, ʧʨʦʚʝʨʢʘ 
ʕʇ, ʚʳʯʠʩʣʝʥʠʝ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ ʙʠʙʣʠʦʪʝʢʠ bicr5.dll ʠ bicr5_64.dll 
(ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʡ 2, 10), libbicr5.so ʠ libbicr5_64.so (ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʡ 3, 4, 5, 11); 

¶ ʨʝʘʣʠʟʫʶʱʠʝ ʬʫʥʢʮʠʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʥʜʘʨʪʦʤ X.509 
ʙʠʙʣʠʦʪʝʢʠ cryptox509.dll ʠ cryptox509_64.dll (ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʡ 1, 2, 9, 10), 
libcryptox509.so ʠ libcryptox509_64.so (ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʡ 3, 4, 5, 11). ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʵʪʠʭ ʬʫʥʢʮʠʡ (ʩʤ. ʨʘʟʜʝʣ 7) ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʧʨʠʢʣʘʜʥʦʛʦ ʇʆ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʉʂɿʀ "ɹʠʢʨʠʧʪ 
5.0" ʚʦʟʤʦʞʥʦ ʙʝʟ ʧʨʦʚʝʜʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʪʝʤʘʪʠʯʝʩʢʠʭ ʠʩʩʣʝʜʦʚʘʥʠʡ, ʧʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʚ ʧʨʠʢʣʘʜʥʦʤ ʇʆ ʚʳʟʦʚʦʚ ʬʫʥʢʮʠʡ ʧʨʦʯʠʭ ʙʠʙʣʠʦʪʝʢ ʥʝʦʙʭʦʜʠʤʦ 
ʧʨʦʠʟʚʦʜʠʪʴ ʨʘʟʨʘʙʦʪʢʫ ʦʪʜʝʣʴʥʦʛʦ ʚʘʨʠʘʥʪʘ ʠʩʧʦʣʥʝʥʠʷ ʉʂɿʀ ʠʣʠ ʥʦʚʦʛʦ ʉʂɿʀ. 

ʇʨʦʛʨʘʤʤʥʳʝ ʙʠʙʣʠʦʪʝʢʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʩʨʝʜʝ ʨʘʟʨʘʙʦʪʢʠ ʷʟʳʢʘ 
ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʉ. 

ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʚ ʪʝʢʫʱʝʤ ʢʘʪʘʣʦʛʝ ʧʨʠʣʦʞʝʥʠʷ, ʠʩʧʦʣʴʟʫʶʱʝʛʦ ʙʠʙʣʠʦʪʝʢʠ 
ʉʂɿʀ, ʠʣʠ ʚ ʢʘʪʘʣʦʛʝ, ʦʧʨʝʜʝʣʝʥʥʦʤ ʧʝʨʝʤʝʥʥʦʡ ʦʢʨʫʞʝʥʠʷ Windows %PATH%, ʜʦʣʞʥʘ ʪʘʢʞʝ 
ʥʘʭʦʜʠʪʴʩʷ ʙʠʙʣʠʦʪʝʢʘ Grn.dll (Grn64.dll). 

1.1. ʊʠʧʳ ʙʠʙʣʠʦʪʝʢ 

ʇʨʦʛʨʘʤʤʥʳʝ ʙʠʙʣʠʦʪʝʢʠ ʨʝʘʣʠʟʦʚʘʥʳ ʜʣʷ ʩʝʤʝʡʩʪʚ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Unix ʠ Windows. 
ʆʩʦʙʝʥʥʦʩʪʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʙʠʙʣʠʦʪʝʢʠ ʧʦʜ UNIX ʠ Windows ʧʣʘʪʬʦʨʤʘʤʠ ʫʢʘʟʘʥʳ ʚ ʇʨʠʣʦʞʝʥʠʠ 
ˉ3. 

ɺ ʢʦʤʧʣʝʢʪʝ ʨʘʟʨʘʙʦʪʯʠʢʘ ʙʠʙʣʠʦʪʝʢʘ bicr5.dll ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʠ 
ʩʧʝʮʠʘʣʴʥʦʤ (sign_only) ʚʘʨʠʘʥʪʝ. ʉʪʘʥʜʘʨʪʥʘʷ ʠ ʩʧʝʮʠʘʣʴʥʘʷ (sign_only) ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ 
ʨʘʟʣʠʯʘʶʪʩʷ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʥʳʭ ʬʫʥʢʮʠʡ. ʉʧʠʩʦʢ ʬʫʥʢʮʠʡ ʜʣʷ ʩʪʘʥʜʘʨʪʥʦʡ ʠ ʩʧʝʮʠʘʣʴʥʦʡ (sign_only) 
ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʧʨʠʚʝʜʝʥ ʚ ʇʨʠʣʦʞʝʥʠʠ ˉ2. ɺ ʩʧʝʮʠʘʣʴʥʦʡ ʚʝʨʩʠʠ ʥʘʟʚʘʥʠʷ ʙʠʙʣʠʦʪʝʯʥʳʭ ʬʘʡʣʦʚ 
bicr5exp.dll ʠ bicr5exp_64.dll ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

1.2. ʊʠʧʳ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ɺ ʉʂɿʀ "ɹʠʢʨʠʧʪ 5.0" ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ: 

¶ ɻʣʘʚʥʳʡ ʢʣʶʯ (ɻʂ).  
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ɻʂ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 32-ʙʘʡʪʥʫʶ ʩʣʫʯʘʡʥʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ 
ʦʨʛʘʥʠʟʘʮʠʠ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʍʨʘʥʠʪʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ 
ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ (ʅɻʄɼ, ʊʄ ʠʣʠ Flash Memory). 

¶ ɿʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ. 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʕʇ ʜʘʥʥʳʭ, ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 32-ʙʘʡʪʥʫʶ ʩʣʫʯʘʡʥʫʶ 
ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ. ɿʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ  ʚ ʜʚʫʭ ʬʦʨʤʘʪʘʭ: 

o ʆʜʥʦʢʦʤʧʦʥʝʥʪʥʳʡ (ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʧʦʣʥʦʩʪʴʶ ʭʨʘʥʠʪʩʷ ʚ ʥʦʩʠʪʝʣʝ). 

o ɼʚʫʭʢʦʤʧʦʥʝʥʪʥʳʡ (ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʨʘʟʣʦʞʝʥ ʥʘ ʜʚʝ 32-ʙʘʡʪʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʦʜʥʘ ʠʟ 
ʢʦʪʦʨʳʭ ʭʨʘʥʠʪʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ, ʘ ʚʪʦʨʘʷ (ʤʘʩʪʝʨ-ʢʣʶʯ ʕʇ), ʚ 
ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʥʘ ɻʂ ʚʠʜʝ, ʥʘ ʅɾʄɼ ʇʕɺʄ). 

¶ ʆʪʢʨʳʪʳʡ ʢʣʶʯ ʕʇ. 

ʌʦʨʤʠʨʫʝʪʩʷ ʠʟ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 34.10-2012, 
ʭʨʘʥʠʪʩʷ (ʢʘʢ ʩʚʦʡ, ʪʘʢ ʠ ʧʦʣʫʯʝʥʥʳʝ) ʩ ʠʤʠʪʦʟʘʱʠʪʦʡ (ʟʘʱʠʪʦʡ ʦʪ ʚʥʝʜʨʝʥʠʷ ʣʦʞʥʳʭ ʜʘʥʥʳʭ). 

¶ ʉʝʪʝʚʳʝ ʢʣʶʯʠ. 

ʉʝʪʝʚʳʝ ʢʣʶʯʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʧʨʦʮʝʩʩʝ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʧʘʨʳ 32-
ʙʘʡʪʥʳʭ ʩʣʫʯʘʡʥʳʭ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ (ʦʜʥʘ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʣʷ ʧʝʨʝʜʘʯʠ, ʜʨʫʛʘʷ ʜʣʷ 
ʧʨʠʝʤʘ). ʉʫʱʝʩʪʚʫʶʪ ʚ ʨʘʙʦʯʝʤ ʬʦʨʤʘʪʝ ʠ ʪʨʘʥʩʧʦʨʪʥʦʤ ʬʦʨʤʘʪʝ: 

- ʚ ʨʘʙʦʯʝʤ ʬʦʨʤʘʪʝ ʩʝʪʝʚʳʝ ʢʣʶʯʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʬʫʥʢʮʠʷʤʠ 
ʰʠʬʨʦʚʘʥʠʷ/ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʙʠʙʣʠʦʪʝʢʠ ʠ ʭʨʘʥʷʪʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ ʥʘ ʅɾʄɼ ʇʕɺʄ.  

- ʊʨʘʥʩʧʦʨʪʥʳʡ ʬʦʨʤʘʪ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʧʝʨʝʜʘʯʝ ʠʭ ʠʟ ʎʝʥʪʨʘ ʛʝʥʝʨʘʮʠʠ ʠ 
ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʢʣʶʯʝʡ ʙʘʥʢʘ (ʎɻʈʂɹ). ʉʝʪʝʚʳʝ ʢʣʶʯʠ ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʬʦʨʤʘʪʝ ʧʨʝʜʥʘʟʥʘʯʝʥʳ 
ʜʣʷ ʜʦʩʪʘʚʢʠ ʜʦʚʝʨʝʥʥʳʤ ʩʧʦʩʦʙʦʤ ʠ ʥʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʬʫʥʢʮʠʡ ʙʠʙʣʠʦʪʝʢʠ. 

¶ ʂʣʶʯ ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. 

ʂʣʶʯ ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ 
ʠ ʚʳʨʘʙʘʪʳʚʘʝʪʩʷ ʥʘ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤʥʦ-ʢʣʘʚʠʘʪʫʨʥʦʛʦ ɼʉʏ. ʂʣʶʯ 
ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʭʨʘʥʠʪʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʢʣʶʯʝʚʦʤ ʥʦʩʠʪʝʣʝ. 

¶ ɹʘʟʘ ʦʪʢʨʳʪʳʭ  ʢʣʶʯʝʡ ʕʇ. 

ɹʘʟʘ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʕʇ ʭʨʘʥʠʪ ʦʪʢʨʳʪʳʝ ʢʣʶʯʠ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʜʣʷ ʧʨʦʚʝʨʢʠ ʕʇ ʜʘʥʥʳʭ, ʢʘʢ ʠ ʦʪʜʝʣʴʥʳʡ ʦʪʢʨʳʪʳʡ ʢʣʶʯ. 

1.3. ʂʦʥʮʝʧʮʠʷ ʨʘʙʦʪʳ ʩ ʙʠʙʣʠʦʪʝʢʦʡ 

ʆʙʱʘʷ ʩʭʝʤʘ ʨʘʙʦʪʳ ʩ ʙʠʙʣʠʦʪʝʢʦʡ ʚʳʛʣʷʜʠʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

1. ɿʘʛʨʫʟʢʘ ʙʠʙʣʠʦʪʝʢ 

2. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʙʠʙʣʠʦʪʝʢʠ  

3. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ; 

4. ɺʳʧʦʣʥʝʥʠʝ ʥʝʦʙʭʦʜʠʤʳʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʡ; 

5. ɼʝʠʥʠʮʠʘʣʠʟʘʮʠʷ ʙʠʙʣʠʦʪʝʢʠ. 
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ɿʘʛʨʫʟʢʘ ʙʠʙʣʠʦʪʝʢ ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʧʦʣʥʝʥʘ ʜʦ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʙʠʙʣʠʦʪʝʢʠ ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 
ʙʠʙʣʠʦʪʝʢʘ ɼʉʏ grn.dll ʙʫʜʝʪ ʟʘʛʨʫʞʝʥʘ ʠʟ c:\Windows\system32. ɼʘʥʥʘʷ ʧʨʦʮʝʜʫʨʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʨʠ 
ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_load_bicr_dll ʠʣʠ ʧʨʠ ʧʦʤʦʱʠ ʫʥʠʚʝʨʩʘʣʴʥʦʡ ʬʫʥʢʮʠʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ cr_init_bicr4. 

ʇʨʦʮʝʜʫʨʘ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʙʠʙʣʠʦʪʝʢʠ ʠʥʠʮʠʘʣʠʟʠʨʫʝʪ ʚʥʫʪʨʝʥʥʠʝ ʩʪʨʫʢʪʫʨʳ ʙʠʙʣʠʦʪʝʢʠ, 
ʦʧʨʝʜʝʣʷʝʪ ʥʘʣʠʯʠʝ ʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʨʘʟʣʠʯʥʳʭ ʩʠʩʪʝʤʥʳʭ ʢʦʤʧʦʥʝʥʪ ʠ ʚʳʜʝʣʷʝʪ ʥʝʦʙʭʦʜʠʤʳʝ 
ʨʝʩʫʨʩʳ. 

ʈʝʟʫʣʴʪʘʪʦʤ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʙʠʙʣʠʦʪʝʢʠ ʷʚʣʷʝʪʩʷ ʚʦʟʚʨʘʱʝʥʥʳʡ ʜʝʩʢʨʠʧʪʦʨ ʢʦʥʪʝʢʩʪʘ ʉʂɿʀ 
"ɹʠʢʨʠʧʪ 5.0". ɼʣʷ ʤʥʦʛʦʧʦʪʦʯʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʩ ʮʝʣʴʶ ʫʚʝʣʠʯʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʤʦʞʝʪ ʙʳʪʴ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʦ ʥʝʩʢʦʣʴʢʦ ʢʦʥʪʝʢʩʪʦʚ ʉʂɿʀ "ɹʠʢʨʠʧʪ 5.0", ʯʠʩʣʦ ʢʦʥʪʝʢʩʪʦʚ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʯʠʩʣʫ 
ʦʜʥʦʚʨʝʤʝʥʥʦ ʨʘʙʦʪʘʶʱʠʭ ʧʦʪʦʢʦʚ. 

ʂʦʥʪʝʢʩʪ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʉʂɿʀ "ɹʠʢʨʠʧʪ 5.0" ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʣʶʙʦʤ ʩʣʫʯʘʝ (ʢʨʦʤʝ ʩʣʫʯʘʷ, ʢʦʛʜʘ 
ʚʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ ʜʝʩʢʨʠʧʪʦʨʘ ʫʩʪʘʥʦʚʣʝʥʦ ʚ NULL). ʋʩʣʦʚʥʦ ʙʠʙʣʠʦʪʝʢʘ ʤʦʞʝʪ ʙʳʪʴ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʚ 3-ʭ ʨʝʞʠʤʘʭ ʨʘʙʦʪʳ: 

¶ ɺ ʨʝʞʠʤʝ ʧʦʟʚʦʣʷʶʱʝʤ ʧʨʦʚʦʜʠʪʴ ʚʩʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʦʧʝʨʘʮʠʠ (ʩʣʝʜʫʝʪ ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ 
ʙʠʙʣʠʦʪʝʢʫ ɻʣʘʚʥʳʤ ʢʣʶʯʦʤ ʠ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ ɼʉʏ); 

¶ ɺ ʨʝʞʠʤʝ ʧʦʟʚʦʣʷʶʱʝʤ ʧʨʦʚʦʜʠʪʴ ʚʳʯʠʩʣʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ, ʬʦʨʤʠʨʦʚʘʥʠʝ ʠ ʧʨʦʚʝʨʢʫ ʕʇ, 
ʛʝʥʝʨʘʮʠʶ ʦʪʢʨʳʪʦʛʦ ʠ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʝʡ ʕʇ (ʜʦʩʪʘʪʦʯʥʦ ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ ʙʠʙʣʠʦʪʝʢʫ ʠ ɼʉʏ); 

¶ ɺ ʨʝʞʠʤʝ ʧʦʟʚʦʣʷʶʱʝʤ ʧʨʦʚʦʜʠʪʴ ʚʳʯʠʩʣʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ, ʧʨʦʚʝʨʢʫ ʕʇ (ʜʦʩʪʘʪʦʯʥʦ 
ʦʩʫʱʝʩʪʚʠʪʴ ʪʦʣʴʢʦ ʠʥʠʮʠʘʣʠʟʘʮʠʶ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ ʠ ʚʚʦʜʘ ɻʂ). 

ʈʝʞʠʤ ʨʘʙʦʪʳ ʙʠʙʣʠʦʪʝʢʠ ʦʧʨʝʜʝʣʷʝʪʩʷ ʟʥʘʯʝʥʠʝʤ ʧʘʨʘʤʝʪʨʘ init_mode ʧʦ ʦʢʦʥʯʘʥʠʠ ʧʨʦʮʝʩʩʘ 
ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʙʠʙʣʠʦʪʝʢʠ (ʠ ɼʉʏ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ). ɿʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ init_mode ʦʧʨʝʜʝʣʷʝʪʩʷ 
ʩʦʚʦʢʫʧʥʦʩʪʴʶ ʟʥʘʯʝʥʠʡ ʩʣʝʜʫʶʱʠʭ ʙʠʪʦʚʳʭ ʬʣʘʛʦʚ:  

¶ ʌʣʘʛ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɻʣʘʚʥʦʛʦ ʢʣʶʯʘ (cGKUZ); 

¶ ʌʣʘʛ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ɼʉʏ (cDSCH); 

¶ ʌʣʘʛ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʜʨʘʡʚʝʨʘ ʨʘʙʦʪʳ ʩ ʊʄ (cTMDRV); 

¶ ʌʣʘʛ ʠʥʜʠʢʘʮʠʠ ʧʨʠʩʫʪʩʪʚʠʷ ʚ ʢʦʤʧʴʶʪʝʨʝ VPN-Key (cVPNKEY). 

 ʉʦʚʦʢʫʧʥʦʩʪʴ ʟʥʘʯʝʥʠʡ ʬʣʘʛʦʚ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʦʧʨʝʜʝʣʷʝʪ ʨʝʞʠʤ ʨʘʙʦʪʳ ʙʠʙʣʠʦʪʝʢʠ, ʘ ʪʘʢʞʝ 
ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ ʜʣʷ ʭʨʘʥʝʥʠʷ ʟʘʢʨʳʪʳʭ ʢʣʶʯʝʡ ʕʇ. ʇʦʜʨʦʙʥʦʝ 
ʦʧʠʩʘʥʠʝ ʙʠʪʦʚʳʭ ʬʣʘʛʦʚ ʠ ʜʦʩʪʫʧʥʳʭ ʬʫʥʢʮʠʡ ʧʨʠʚʝʜʝʥʦ ʚ ʦʧʠʩʘʥʠʠ ʙʠʙʣʠʦʪʝʯʥʦʡ ʬʫʥʢʮʠʠ cr_init. 

 ʃʶʙʘʷ ʙʠʙʣʠʦʪʝʯʥʘʷ ʬʫʥʢʮʠʷ ʧʨʠ ʥʝʫʩʧʝʰʥʦʤ ʚʳʧʦʣʥʝʥʠʠ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ. ʇʦʣʥʳʡ 
ʩʧʠʩʦʢ ʢʦʜʦʚ ʦʰʠʙʦʢ ʧʨʠʚʝʜʝʥ ʚ ʇʨʠʣʦʞʝʥʠʠ ˉ1. 

1.4. ʆʩʦʙʝʥʥʦʩʪʠ ʨʘʙʦʪʳ ɼʉʏ 

ɹʠʙʣʠʦʪʝʢʘ ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʙʦʪʫ ʩ ʧʨʦʛʨʘʤʤʥʦ-ʢʣʘʚʠʘʪʫʨʥʳʤ ʜʘʪʯʠʢʦʤ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ 
(ʇʂɼʉʏ) ʠ ʧʨʦʛʨʘʤʤʥʳʤ ʜʘʪʯʠʢʦʤ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ (ʇɼʉʏ). ʇɼʉʏ ʠʥʠʮʠʘʣʠʟʠʨʫʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʇʂɼʉʏ ʜʚʠʞʝʥʠʷʤʠ ʤʳʰʠ ʠ/ʠʣʠ ʥʘʞʘʪʠʝʤ ʢʣʘʚʠʰ. 

ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʇɼʉʏ ʧʨʦʠʟʚʦʜʠʪʩʷ ʦʜʠʥ ʨʘʟ ʧʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ ʉʂɿʀ. ɺ ʧʨʦʮʝʩʩʝ 
ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʥʘ ʦʪʯʫʞʜʘʝʤʳʡ ʥʦʩʠʪʝʣʴ ʟʘʧʠʩʳʚʘʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʢʦʪʦʨʳʡ ʚ ʜʘʣʴʥʝʡʰʝʤ ʤʦʞʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ  ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʇɼʉʏ ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʥʘʞʘʪʠʷ ʢʣʘʚʠʰ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

ʀʥʠʮʠʘʣʠʟʘʮʠʷ ɼʉʏ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʦʩʣʝ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʙʠʙʣʠʦʪʝʢʠ ʚʳʟʦʚʦʤ ʬʫʥʢʮʠʠ  
cr_init_prnd. 
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1.5. ʆʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʡ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʕʇ 

ʌʫʥʢʮʠʠ ʛʝʥʝʨʘʮʠʠ ʠ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʡ ʕʇ cr_read_skey, cr_read_skey_mk, cr_gen_keypair ʠ 
cr_gen_keypair_mk ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʦʟʜʘʥʠʷ ʢʣʶʯʝʡ ʧʨʠ ʨʘʙʦʪʝ ʩ ʦʪʯʫʞʜʘʝʤʳʤ ʥʦʩʠʪʝʣʝʤ 
(USB-ʬʣʝʰ ʜʠʩʢ ʠʣʠ ʜʠʩʢʝʪʘ). 

ʌʫʥʢʮʠʠ cr_gen_elgkey, cr_gen_elgkey_ext, cr_gen_elgkey_mk, cr_gen_elgkey_ext_mk, 
cr_load_elgkey ʠ cr_load_elgkey_mk ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʜʣʷ ʨʘʙʦʪʳ ʩ TM ï 
ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ/VPN-Key (ʧʘʨʘʤʝʪʨ secrkey=NULL). 

2. ˛̐̉̒́̎̉̆ ̘̜̖̂̉̂̌̉̏̓̆̎ ̗̔̎̋̉̊̕ 

1 ˡ̗̔̎̋̉̉ ̗̗̉̎̉̉́̌̉̈́̉̉ ̉ ̗̗̅̆̉̎̉̉́̌̉̈́̉̉ 

1.1. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʙʠʙʣʠʦʪʝʢʠ 

#ifdef SIGN_ONLY 

int DECL cr_init(int tm_flag, 
int *init_mode, 

H_INIT *init_handle); 

#else 

int DECL cr_init(int tm_flag,  

const char *gk,  

const char *uz, 

const char *psw, 

void *tm_number, 
int *tmn_blen, 

int *init_mode, 

H_INIT *init_handle ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʦʧʨʝʜʝʣʷʝʪ ʥʘʣʠʯʠʝ ʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʨʘʟʣʠʯʥʳʭ ʩʠʩʪʝʤʥʳʭ ʢʦʤʧʦʥʝʥʪ, ʚʳʜʝʣʷʝʪ ʥʝʦʙʭʦʜʠʤʳʝ 

ʨʝʩʫʨʩʳ ʠ ʦʩʫʱʝʩʪʚʣʷʝʪ ʟʘʛʨʫʟʢʫ ʩ ʥʦʩʠʪʝʣʝʡ ʧʝʨʚʠʯʥʦʛʦ ʢʣʶʯʘ ʭʨʘʥʝʥʠʷ (ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ), ʫʟʣʘ ʟʘʤʝʥʳ, ʧʨʠ ʠʭ 

ʥʘʣʠʯʠʠ. 

ʇʘʨʘʤʝʪʨʳ:  

tm_flag in 0 ï ʝʩʣʠ ʥʝ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʥʦʩʠʪʝʣʠ ʢʣʶʯʝʚʦʡ 

ʠʥʬʦʨʤʘʮʠʠ  

1 - ʝʩʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʨʘʙʦʪʘ ʩ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ 

2 ï ʝʩʣʠ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʨʘʙʦʪʘ ʩ ʪʦʢʝʥʦʤ VPN-Key  
gk, uz in ʧʫʪʴ ʢ ʬʘʡʣʘʤ ʩ ʛʣʘʚʥʳʤ ʢʣʶʯʦʤ ʠ ʫʟʣʦʤ ʟʘʤʝʥʳ;  

ʝʩʣʠ ʥʦʩʠʪʝʣʝʤ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ ʠ ʫʟʣʘ ʟʘʤʝʥʳ ʷʚʣʷʝʪʩʷ TM/VPN-Key, ʜʘʥʥʳʝ 

ʧʘʨʘʤʝʪʨʳ ʜʦʣʞʥʳ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʝ NULL. ɽʩʣʠ ʜʣʷ ʨʘʙʦʪʳ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ ʠ ʫʟʣʘ ʟʘʤʝʥʳ ʥʝ ʪʨʝʙʫʝʪʩʷ, ʪʦ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʤʦʞʥʦ 

ʫʩʪʘʥʦʚʠʪʴ ʚ "\0" ʠʣʠ ʚ "". 

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʪʨʝʙʫʝʪʩʷ. 
psw in ʧʘʨʦʣʴ, ʥʘ ʢʦʪʦʨʦʤ ʟʘʰʠʬʨʦʚʘʥ ʛʣʘʚʥʳʡ ʢʣʶʯ ʧʨʠ ʭʨʘʥʝʥʠʠ; ʝʩʣʠ ʛʣʘʚʥʳʡ ʢʣʶʯ 

ʭʨʘʥʠʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ - ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʜʦʣʞʝʥ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʝ "\0".  

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʪʨʝʙʫʝʪʩʷ. 
tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ TM/VPN-Key. ɽʩʣʠ 

ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʬʘʡʣ (ʜʠʩʢʝʪʘ), ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ 

ʠʛʥʦʨʠʨʫʝʪʩʷ 

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʪʨʝʙʫʝʪʩʷ. 
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tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number,  

ʝʩʣʠ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʬʘʡʣ (ʜʠʩʢʝʪʘ), ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ 

ʠʛʥʦʨʠʨʫʝʪʩʷ. 

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʪʨʝʙʫʝʪʩʷ. 
init_mode out ʚʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʫʢʘʟʳʚʘʝʪ ʥʘ ʥʘʣʠʯʠʝ ʜʨʘʡʚʝʨʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ ʙʠʙʣʠʦʪʝʢʠ, ʠ ʨʝʟʫʣʴʪʘʪ ʚʚʦʜʘ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

 

init_mode = cGKUZ | cDSCH | cTMDRV | cVPNKEY 

ɿʥʘʯʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʬʣʘʞʢʦʚ ʚ ʙʠʪʦʚʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʪʘʢʦʚʳ: 
cGKUZ 00000001 ʛʣʘʚʥʳʡ ʢʣʶʯ ʢʦʨʨʝʢʪʥʦ ʚʚʝʜʝʥ 
cDSCH 00000010 ɼʉʏ ʦʙʥʘʨʫʞʝʥ 
cTMDRV 00000100 ʜʨʘʡʚʝʨ ʨʘʙʦʪʳ ʩ ʊʄ ʦʙʥʘʨʫʞʝʥ 
cVPNKEY 00010000 ʊʦʢʝʥ VPN-Key ʦʙʥʘʨʫʞʝʥ 
 

init_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʨʫʛʠʤʠ ʬʫʥʢʮʠʷʤʠ 

ʙʠʙʣʠʦʪʝʢʠ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ. ɺ ʩʣʫʯʘʝ ʥʝʫʩʪʨʘʥʠʤʦʡ 

ʦʰʠʙʢʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ NULL. ɺ ʩʣʫʯʘʝ ʧʨʦʩʪʦʡ ʦʰʠʙʢʠ ʚʦʟʚʨʘʱʘʝʪʩʷ 

ʥʝʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʠ ʩ ʙʠʙʣʠʦʪʝʢʦʡ ʤʦʞʥʦ ʨʘʙʦʪʘʪʴ. 
 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ, ʢʦʪʦʨʳʡ, ʚ ʩʣʫʯʘʝ ʥʝʥʫʣʝʚʦʛʦ ʚʦʟʚʨʘʪʘ init_handle, ʜʦʣʞʝʥ ʠʥʪʝʨʧʨʝʪʠʨʦʚʘʪʴʩʷ 

ʢʘʢ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʠ ʩ ʙʠʙʣʠʦʪʝʢʦʡ ʤʦʞʥʦ ʨʘʙʦʪʘʪʴ: 
 
ʢʦʜ ʦʰʠʙʢʠ  ʆʧʠʩʘʥʠʝ 
ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALGORI
THM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_GKUZ_PSW  ʆʰʠʙʢʘ ʧʘʨʦʣʷ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_UZ_READ  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʫʟʣʦʚ ʟʘʤʝʥʳ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʟʚʘʥʘ ʚ ʥʘʯʘʣʝ ʩʝʩʩʠʠ ʨʘʙʦʪʳ ʩ ʙʠʙʣʠʦʪʝʢʦʡ ʜʣʷ ʜʘʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. ʕʪʘ ʬʫʥʢʮʠʷ 

ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʟʚʘʥʘ ʧʝʨʚʦʡ ʠʟ ʬʫʥʢʮʠʡ ʙʠʙʣʠʦʪʝʢʠ. ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʩʝʩʩʠʠ ʨʘʙʦʪʳ ʩ ʙʠʙʣʠʦʪʝʢʦʡ ʚ ʜʘʥʥʦʤ 

ʧʨʠʣʦʞʝʥʠʠ ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʟʚʘʥʘ ʬʫʥʢʮʠʷ cr_uninit(). 
ʇʨʠ ʚʳʟʦʚʝ ʬʫʥʢʮʠʠ ʩ ʧʘʨʘʤʝʪʨʦʤ tm_flag=1 ʧʨʦʚʝʨʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʙʦʪʳ ʩʦ ʩʯʠʪʳʚʘʪʝʣʝʤ touch memory 

(ʪʘʙʣʝʪʢʦʡ, ʊʄ). ɼʣʷ ʨʘʙʦʪʳ ʩ ʪʘʙʣʝʪʢʦʡ ʚ ʆʉ Windows'9x ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʚ AUTOEXEC.BAT ʟʘʛʨʫʟʢʫ 

ʜʨʘʡʚʝʨʘ TMDRV.EXE ʚʝʨʩʠʠ 2.03 ʠ ʚʳʰʝ, ʚ ʆʉ Windows NT/2k/XP/2003/Vista/7 ʥʝʦʙʭʦʜʠʤʦ ʟʘʛʨʫʟʠʪʴ ʜʨʘʡʚʝʨ 
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TMDRV.SYS ʚʝʨʩʠʠ 2.03 ʠ ʚʳʰʝ. ɼʨʘʡʚʝʨʳ ʜʣʷ ʨʘʙʦʪʳ ʩ ʊʄ ʯʝʨʝʟ ʧʣʘʪʫ ɸʢʢʦʨʜ ʜʦʩʪʫʧʥʳ ʧʦ ʩʩʳʣʢʝ 

http://www.infocrypt.ru/tmdrvsys.zip, ʜʣʷ USB-ʩʯʠʪʳʚʘʪʝʣʷ - http://www.infocrypt.ru/accusb.zip  
ʇʨʠ ʚʳʟʦʚʝ ʬʫʥʢʮʠʠ ʩ ʧʘʨʘʤʝʪʨʦʤ tm_flag=2 ʧʨʦʚʝʨʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʙʦʪʳ ʩ VPN-Key. ɼʣʷ ʫʩʧʝʰʥʦʡ 

ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʬʫʥʢʮʠʠ ʩ ʵʪʠʤ ʧʘʨʘʤʝʪʨʦʤ ʥʘ ʇʂ ʜʦʣʞʥʦ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʇʆ "ʌʇʉʋ/IP-ʂʣʠʝʥʪ" ʚʝʨʩʠʠ 3.1.2 

ʠʣʠ ʚʳʰʝ. ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʇʆ "ʌʇʉʋ/IP-ʂʣʠʝʥʪ" ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʫʩʪʘʥʦʚʢʠ ʜʨʘʡʚʝʨʦʚ VPN-Key ʜʣʷ ʩʪʘʨʳʭ 

ʢʣʶʯʝʡ (ʩʝʨʦʛʦ ʮʚʝʪʘ ʩ ʧʨʦʰʠʚʢʦʡ 2.ʭʭ) ʥʫʞʥʦ ʧʦʩʪʘʚʠʪʴ ʛʘʣʦʯʢʫ [x] ʄʝʥʝʜʞʝʨ VPN-ʢʣʶʯʝʡ (ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʦʥʘ ʫʞʝ ʩʪʦʠʪ). ɼʣʷ "ʥʦʚʳʭ" ʙʨʝʣʦʢʦʚ (ʟʝʣʝʥʦʛʦ ʠʣʠ ʙʝʣʦʛʦ ʮʚʝʪʘ ʩ ʧʨʦʰʠʚʢʦʡ 3.ʭʭ) ʵʪʫ ʛʘʣʦʯʢʫ ʥʝʦʙʭʦʜʠʤʦ ʩʥʷʪʴ. 

ɼʣʷ ʧʨʦʚʝʨʢʠ ʧʨʘʚʠʣʴʥʦʩʪʠ ʫʩʪʘʥʦʚʢʠ ʜʨʘʡʚʝʨʦʚ, ʚʚʝʜʠʪʝ ʢʦʤʘʥʜʫ net start bukadrv ï ʝʩʣʠ ʜʨʘʡʚʝʨ ʥʘʭʦʜʠʪʩʷ 
ʚ ʧʘʤʷʪʠ, ʚʳ ʧʦʣʫʯʠʪʝ ʩʦʦʙʱʝʥʠʝ, ʯʪʦ ɿʘʪʨʝʙʦʚʘʥʥʘʷ ʩʣʫʞʙʘ ʫʞʝ ʟʘʧʫʱʝʥʘ. ɼʣʷ "ʥʦʚʳʭ" ʙʨʝʣʦʢʦʚ (ʟʝʣʝʥʦʛʦ ʠʣʠ 

ʙʝʣʦʛʦ ʮʚʝʪʘ ʩ ʧʨʦʰʠʚʢʦʡ 3.ʭʭ) ʥʝʦʙʭʦʜʠʤʦ ʦʩʪʘʥʦʚʠʪʴ ʜʘʥʥʫʶ ʩʣʫʞʙʫ, ʝʩʣʠ ʦʥʘ ʙʳʣʘ ʟʘʧʫʱʝʥʘ. 

 

¶ ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʥʘʣʠʯʠʝ ʚ ʧʘʤʷʪʠ ʜʨʘʡʚʝʨʦʚ ʜʣʷ ʨʘʙʦʪʳ ʩ ʊʄ, ʜʦʩʪʫʧʥʦʩʪʴ ʫʩʪʨʦʡʩʪʚʘ VPN-Key ʠ 

ʯʝʨʝʟ ʧʘʨʘʤʝʪʨ init_mode ʚʦʟʚʨʘʱʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʭ ʥʘʣʠʯʠʠ, ʘ ʪʘʢʞʝ ʨʝʟʫʣʴʪʘʪ ʚʚʦʜʘ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ. 

 

 init_mode = cGKUZ | cDSCH | cTMDRV | cVPNKEY 
 
ʛʜʝ ʧʘʨʘʤʝʪʨʳ ʠʤʝʶʪ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʚ ʙʠʪʦʚʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ: 
 
cGKUZ 00000001 ʛʣʘʚʥʳʡ ʢʣʶʯ ʢʦʨʨʝʢʪʥʦ ʚʚʝʜʝʥ ʢʦʜ ʦʰʠʙʢʠ 

ERR_NOT_USED_GKUZ 

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ 

(SIGN_ONLY) ʵʪʘ ʦʰʠʙʢʘ ʥʝ 
ʚʦʟʚʨʘʱʘʝʪʩʷ 

cDSCH 00000010 ʢʣʶʯ ʇɼʉʏ ʟʘʛʨʫʞʝʥ ʢʦʜ ʦʰʠʙʢʠ 

ERR_NOT_USED_DSCH 
cTMDRV 00000100 ʜʨʘʡʚʝʨ ʨʘʙʦʪʳ ʩ ʊʄ ʦʙʥʘʨʫʞʝʥ ʢʦʜ ʦʰʠʙʢʠ 

ERR_NOT_USED_TMDRV 
cVPNKEY 00010000 VPN-Key ʦʙʥʘʨʫʞʝʥ ʠ ʛʦʪʦʚ ʢ 

ʨʘʙʦʪʝ 

ʢʦʜ ʦʰʠʙʢʠ 

ERR_NOT_USED_VPNKEY 
 
ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ init_mode ʧʨʠ ʜʘʣʴʥʝʡʰʝʡ ʨʘʙʦʪʝ ʙʠʙʣʠʦʪʝʢʠ ʜʦʩʪʫʧʥʳ ʪʝ ʠʣʠ ʠʥʳʝ 

ʬʫʥʢʮʠʠ. ɽʩʣʠ ʬʫʥʢʮʠʷ ʥʝʜʦʩʪʫʧʥʘ, ʚʳʜʘʝʪʩʷ ʢʦʜ ʦʰʠʙʢʠ ERR_NOT_USED_TMDRV ʠʣʠ, ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ, 
ERR_NOT_USED_DSCH , ERR_NOT_USED_GKUZ. 
 

 TMDRV/ 
VPNKEY 

ʥʝʪ 

ɼʉʏ 

ʥʝʪ 

ɻʂ 

ʥʝ ʚʚʝʜʝʥ 

ɺʝʨʩʠʷ ʙʝʟ 

ʰʠʬʨʦʚʘʥʠʷ 

SIGN_ONLY 

     

cr_init() + + + + 

cr_init_bicr4() + + + + 

cr_uninit() + + + + 

cr_init_random() + + + + 

cr_set_procent_callback() + + + + 

cr_get_version_info() + + + + 

cr_set_param() + + + + 

cr_get_param() + + + + 

cr_get_tm_number() + + + + 

cr_hash_open() + + + + 

cr_hash_calc() + + + + 

cr_hash_return() + + + + 

cr_hash_set() + + + + 

cr_hash_dup() + + + + 

cr_hash_close() + + + + 

cr_gen_masterkey() + - + - 

cr_install_masterkey() + - - - 

cr_change_masterkey() + + - - 

cr_gen_onetime_keypair() + - + + 

http://www.infocrypt.ru/tmdrvsys.zip
http://www.infocrypt.ru/accusb.zip
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cr_gen_elgkey() +/- 
(ʜʦʩʪʫʧʥʘ 
ʛʝʥʝʨʘʮʠʷ 
ʟʘʢʨʳʪʦʛʦ 
ʢʣʶʯʘ ʪʦʣʴʢʦ 
ʚ ʬʘʡʣ) 

- + + 

cr_gen_elgkey_ext() +/- 
(ʜʦʩʪʫʧʥʘ 
ʛʝʥʝʨʘʮʠʷ 
ʟʘʢʨʳʪʦʛʦ 
ʢʣʶʯʘ ʪʦʣʴʢʦ 
ʚ ʬʘʡʣ) 

- + + 

cr_gen_keypair() + - + + 

cr_gen_elgkey_mk() +/- 
(ʜʦʩʪʫʧʥʘ 
ʛʝʥʝʨʘʮʠʷ 
ʟʘʢʨʳʪʦʛʦ 
ʢʣʶʯʘ ʪʦʣʴʢʦ 
ʚ ʬʘʡʣ) 

- - - 

cr_gen_elgkey_mk_ext() +/- 
(ʜʦʩʪʫʧʥʘ 
ʛʝʥʝʨʘʮʠʷ 
ʟʘʢʨʳʪʦʛʦ 
ʢʣʶʯʘ ʪʦʣʴʢʦ 
ʚ ʬʘʡʣ) 

- - - 

cr_gen_keypair_mk() + - + + 

cr_load_elgkey() +/- 

(ʚʚʦʜ ʠʟ ʬʘʡʣʘ/ 

ʩ ʊʄ) 

+/- 

(ʢʣʶʯ 

ʚʚʦʜʠʪʩʷ/ʚʦʟʚʨʘʱ

ʘʝʪʩʷ ʪʦʣʴʢʦ 

ʥʦʤʝʨ ʊʄ) 

+ + 

cr_read_skey() + 

 

+ + + 

cr_change_elgkey() +/- 

(ʚʚʦʜ ʠʟ ʬʘʡʣʘ/ 

ʩ ʊʄ) 

+/- 

(ʢʣʶʯ 

ʚʚʦʜʠʪʩʷ/ʚʦʟʚʨʘʱ

ʘʝʪʩʷ ʪʦʣʴʢʦ 

ʥʦʤʝʨ ʊʄ) 

+ + 

cr_load_elgkey_mk() +/- 

(ʚʚʦʜ ʠʟ ʬʘʡʣʘ/ 

ʩ ʊʄ) 

+/- 

(ʢʣʶʯ 

ʚʚʦʜʠʪʩʷ/ʚʦʟʚʨʘʱ

ʘʝʪʩʷ ʪʦʣʴʢʦ 

ʥʦʤʝʨ ʊʄ) 

+/- 

(ʢʣʶʯ 

ʚʚʦʜʠʪʩʷ/ʚʦʟʚʨʘʱ

ʘʝʪʩʷ ʪʦʣʴʢʦ 

ʥʦʤʝʨ ʊʄ) 

- 

cr_read_skey_mk() + 

 

+ + + 

cr_elgkey_getid() + + + + 

cr_elgkey_close() + + + + 

cr_gen_pubkey() + + + + 

cr_gen_gk() +/- 

(ʚʚʦʜ ʠʟ ʬʘʡʣʘ/ 

ʩ ʊʄ) 

- + - 

cr_gk_copy_tm() - + + - 

cr_gk_read_tm() - + + - 

cr_pkbase_open() + + + + 

cr_pkbase_open_membuf() + + + + 

cr_pkbase_find() + + + + 

cr_pkbase_add() + + + + 

cr_pkbase_remove() + + + + 

cr_pkbase_save() + + + + 

cr_pkbase_findfirst() + + + + 
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cr_pkbase_findnext() + + + + 

cr_pkbase_close() + + + + 

cr_write_tm - + + + 

cr_read_tm - + + + 

cr_read_three_tm_page() - + + + 

cr_pkey_put() + + + + 

cr_pkey_load() + + + + 

cr_pkey_getid() + + + + 

cr_pkey_getinfo() + + + + 

cr_pkey_close() + + + + 

cr_sign_buf() + - + + 

cr_check_buf() + + + + 

cr_sign_hash() + - + + 

cr_check_hash() + + + + 

cr_sign_file() + - + + 

cr_sign_hfile() + - + + 

cr_check_file() + + + + 

cr_buf_put_sign_struct() + + + + 

cr_file_put_sign_struct() + + + + 

cr_buf_get_sign_struct() + + + + 

cr_file_get_sign_struct() + + + + 

cr_gen_netkey_table() + - - - 

cr_extend_netkey_table() + - - - 

cr_gen_enckey()_ + - - - 

cr_install_netkey() + - - - 

cr_change_netkey() + + - - 

cr_netfile_load() + + - - 

cr_netbuf_load() + + - - 

cr_load_pcrypt_key() + + - - 

cr_buf_encode() + - - - 

cr_buf_decode() + + - - 

cr_file_encode() + - - - 

cr_file_decode() + + - - 

cr_netkey_close() + + - - 

cr_get32_random() + - + + 
 
 
"+" - ʬʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, 
"-" - ʬʫʥʢʮʠʷ ʥʝʜʦʩʪʫʧʥʘ. 
 

¶ ʇʨʠʤʝʯʘʥʠʝ 1. ʅʦʤʝʨ ʊʄ, ʝʩʣʠ TM - ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ, ʠʣʠ ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ VPN-Key, 

ʝʩʣʠ USB-ʪʦʢʝʥ ʫʩʪʘʥʦʚʣʝʥ ʚ USB-ʧʦʨʪ, ʚʦʟʚʨʘʱʘʶʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʫʩʧʝʰʥʦ ʚʚʝʜʝʥ ʛʣʘʚʥʳʡ ʢʣʶʯ 

ʠʣʠ ʥʝʪ. 

 

¶ ʇʨʠʤʝʯʘʥʠʝ 2. ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʬʫʥʢʮʠʷ, ʧʦʤʝʯʝʥʥʘʷ ʟʥʘʯʢʦʤ "ʄʠʥʫʩ", ʥʝ ʧʨʦʩʪʦ 

ʥʝʜʦʩʪʫʧʥʘ ʜʣʷ ʚʳʟʦʚʘ, ʘ ʝʝ ʬʠʟʠʯʝʩʢʠ ʥʝʪ ʚ ʙʠʙʣʠʦʪʝʢʝ - ʝʝ ʥʝʪ ʚ ʪʘʙʣʠʮʝ ʵʢʩʧʦʨʪʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ 

DLL. 

1.2. ɼʝʠʥʠʮʠʘʣʠʟʘʮʠʷ ʙʠʙʣʠʦʪʝʢʠ 

int DECL cr_uninit( H_INIT init_handle ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʦʩʚʦʙʦʞʜʘʝʪ ʜʝʩʢʨʠʧʪʦʨ H_INIT ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʨʝʩʫʨʩʳ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 
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ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʧʫʩʢʘʝʪʩʷ ʚ ʢʦʥʮʝ ʩʝʩʩʠʠ ʨʘʙʦʪʳ ʩ ʙʠʙʣʠʦʪʝʢʦʡ ʜʣʷ ʜʘʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ.  

ʆʥʘ ʦʩʚʦʙʦʞʜʘʝʪ ʜʝʩʢʨʠʧʪʦʨ H_INIT ʠ ʨʝʩʫʨʩʳ, ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʬʫʥʢʮʠʝʡ cr_init(), ʧʨʠ ʵʪʦʤ  ʢʣʶʯʝʚʘʷ 
ʠʥʬʦʨʤʘʮʠʷ ʚ ʧʘʤʷʪʠ ʢʦʤʧʴʶʪʝʨʘ ʟʘʪʠʨʘʝʪʩʷ. 

 

1.3. ʉʦʟʜʘʥʠʝ ʬʫʥʢʮʠʠ ʚʳʚʦʜʘ ʧʨʦʛʨʝʩʩʘ ʠʩʧʦʣʥʝʥʠʷ 

int DECL cr_set_procent_callback ( H_INIT init_handle, 
int(*ProcentFunc)(void*,long,long), 
void *ProcentData); 

ʅʘʟʥʘʯʝʥʠʝ: 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʨʘʙʦʪʘʝʪ ʚ ʧʘʨʝ ʩ ʬʫʥʢʮʠʷʤʠ cr_sign_file(), cr_sign_hfile(), cr_check_file(), cr_file_encode(), 
cr_file_decode(), cr_hash_calc() ʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʛʨʝʩʩʘ ʠʩʧʦʣʥʝʥʠʷ ʜʘʥʥʳʭ ʬʫʥʢʮʠʡ ʚ ʚʠʜʝ 
ʧʨʦʮʝʥʪʘ ʛʦʪʦʚʥʦʩʪʠ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

ProcentFunc in ʫʢʘʟʘʪʝʣʴ ʥʘ ʬʫʥʢʮʠʶ ʚʳʚʦʜʘ ʧʨʦʮʝʥʪʘ, ʝʩʣʠ ʟʘʜʘʪʴ NULL, ʪʦ ʦʪʤʝʥʷʝʪ 
ʬʫʥʢʮʠʶ ʚʳʚʦʜʘ ʧʨʦʮʝʥʪʘ ʛʦʪʦʚʥʦʩʪʠ 

ProcentData in ʫʢʘʟʘʪʝʣʴ ʥʘ ʜʘʥʥʳʝ ʜʣʷ ʬʫʥʢʮʠʠ ProcentFunc, ʵʪʠ ʜʘʥʥʳʝ ʙʫʜʫʪ 

ʧʝʨʝʜʘʚʘʪʴʩʷ ʢʘʢ ʧʝʨʚʳʡ ʧʘʨʘʤʝʪʨ ʧʨʠ ʚʳʟʦʚʝ ProcentFunc 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 
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ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʧʝʨʝʜʘʝʪ ʙʠʙʣʠʦʪʝʢʝ ʰʠʬʨʦʚʘʥʠʷ ʠ ʧʦʜʧʠʩʠ ʫʢʘʟʘʪʝʣʴ ʥʘ ʬʫʥʢʮʠʶ ProcentFunc (ʬʫʥʢʮʠʶ ʚʳʚʦʜʘ 

ʧʨʦʛʨʝʩʩʘ ʠʩʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʡ). ɺ ʜʘʣʴʥʝʡʰʝʤ ʧʨʠ ʚʳʟʦʚʝ ʣʶʙʦʡ ʠʟ ʬʫʥʢʮʠʡ cr_sign_file(), cr_sign_hfile(), 
cr_check_file(), cr_file_encode(), cr_file_decode(), cr_hash_calc() ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʟʚʘʥʘ ʬʫʥʢʮʠʷ 
ProcentFunc() ʩ ʧʘʨʘʤʝʪʨʘʤʠ: 

 

(void *) ï ʧʝʨʚʳʡ ʧʘʨʘʤʝʪʨ ʙʫʜʝʪ ʨʘʚʝʥ Procent_Data (ʦʧʨʝʜʝʣʷʝʤʘʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʩʪʨʫʢʪʫʨʘ, ʤʦʞʥʦ ʟʘʜʘʚʘʪʴ 

ʢʘʢ NULL)  

(long) ï ʚʪʦʨʦʡ ʧʘʨʘʤʝʪʨ, ʨʘʚʝʥ ʩʪʝʧʝʥʠ ʛʦʪʦʚʥʦʩʪʠ ʬʘʡʣʘ (ʚ ʙʘʡʪʘʭ) 

(long) ï ʪʨʝʪʠʡ ʧʘʨʘʤʝʪʨ, ʨʘʚʝʥ ʦʙʱʝʡ ʜʣʠʥʝ ʬʘʡʣʘ (ʚ ʙʘʡʪʘʭ) 

 

¶ ʇʨʠʤʝʯʘʥʠʝ 1. ɽʩʣʠ ʚ ʧʨʦʮʝʩʩʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʫʥʢʮʠʠ cr_set_procent_callback ʫʩʪʘʥʦʚʠʪʴ ProcentFunc() 

ʚ NULL, ʪʦ ProcentFunc() ʙʦʣʝʝ ʥʝ ʙʫʜʝʪ ʚʳʟʳʚʘʪʴʩʷ ʠʟ ʬʫʥʢʮʠʡ cr_sign_file(), cr_sign_hfile(), 
cr_check_file(), cr_file_encode(), cr_file_decode(), cr_hash_calc(). 

 

¶ ʇʨʠʤʝʯʘʥʠʝ 2. ɽʩʣʠ ProcentFunc() ʚʝʨʥʝʪ ʟʥʘʯʝʥʠʝ ERR_STOP (28) ʪʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʚʳʯʠʩʣʝʥʠʝ 

ʬʫʥʢʮʠʠ cr_sign_file(), cr_sign_hfile(), cr_check_file(), cr_file_encode(), cr_file_decode() ʠʣʠ cr_hash_calc() 

ʦʩʪʘʥʦʚʠʪʩʷ ʠ ʪʘʢʞʝ ʚʝʨʥʝʪ ʦʰʠʙʢʫ ERR_STOP (28).  ʕʪʫ ʦʩʦʙʝʥʥʦʩʪʴ ʬʫʥʢʮʠʠ ProcentFunc() ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ, ʝʩʣʠ ʥʫʞʥʦ ʧʨʝʨʚʘʪʴ ʠʩʧʦʣʥʝʥʠʝ ʬʫʥʢʮʠʠ cr_sign_file(), cr_sign_hfile(), cr_check_file(), 

cr_file_encode(), cr_file_decode() ʠʣʠ cr_hash_calc(), ʥʝ ʜʦʞʠʜʘʷʩʴ ʦʢʦʥʯʘʥʠʷ ʝʝ ʨʘʙʦʪʳ. 

 

1.4. ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʩʧʦʣʴʟʫʝʤʦʡ ʙʠʙʣʠʦʪʝʢʝ 

int DECL cr_get_version_info(char *info_str, 
int *str_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ "ɹʠʢʨʠʧʪ 5.0" 

ʇʘʨʘʤʝʪʨʳ:  

info_str out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʙʠʙʣʠʦʪʝʢʝ 

ʧʦʜʧʠʩʠ, ʨʘʟʤʝʨ ʥʝ ʙʦʣʝʝ 80 ʙʘʡʪ 

str_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ info_str, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ info_str 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ, ʚʢʣʶʯʘʷ ʜʘʪʫ ʩʦʟʜʘʥʠʷ ʙʠʙʣʠʦʪʝʢʠ.  
¶ ʕʣʣʠʧʪʠʯʝʩʢʘʷ ʚʝʨʩʠʷ ʩʦʜʝʨʞʠʪ ʚ ʚʦʟʚʨʘʱʘʝʤʦʤ ʙʫʬʝʨʝ ʧʦʜʩʪʨʦʢʫ Ellip 

¶ ɺʝʨʩʠʷ SIGN_ONLY ʩʦʜʝʨʞʠʪ ʚ ʚʦʟʚʨʘʱʘʝʤʦʤ ʙʫʬʝʨʝ ʧʦʜʩʪʨʦʢʫ SIGN 
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¶ ʉʪʘʥʜʘʨʪʥʘʷ ʚʝʨʩʠʷ DLL (bicr5.dll - ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʨʝʘʣʠʟʦʚʘʥʳ ʬʫʥʢʮʠʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ) ʩʦʜʝʨʞʠʪ ʚ 

ʚʦʟʚʨʘʱʘʝʤʦʤ ʙʫʬʝʨʝ ʧʦʜʩʪʨʦʢʫ ADM 

 

1.5. ʇʦʣʫʯʝʥʠʝ ʥʦʤʝʨʘ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ, ʧʨʠʩʦʝʜʠʥʝʥʥʦʛʦ ʢ ʩʯʠʪʳʚʘʪʝʣʶ 

int DECL cr_get_tm_number (H_INIT init_handle, 
void *tm_number, 
int *tmn_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʯʠʪʘʝʪ ʧʨʠʩʦʝʜʠʥʝʥʥʳʡ ʢ ʩʯʠʪʳʚʘʪʝʣʶ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠ ʚʦʟʚʨʘʱʘʝʪ ʝʛʦ ʥʦʤʝʨ. ʌʫʥʢʮʠʷ ʪʘʢʞʝ 

ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʜʣʷ ʩʯʠʪʳʚʘʥʠʷ ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ VPN-Key, ʝʩʣʠ ʧʨʠ ʚʳʟʦʚʝ cr_init() ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ 
tm_flag=2. 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ 

tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_TMDRV_NOT_FOUN
D 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʥʦʤʝʨ ʊʄ. ɽʩʣʠ ʚ ʤʦʤʝʥʪ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ ʊʄ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʛʦʪʦʚʦ (ʥʝ ʧʨʠʣʦʞʝʥʦ ʢ 

ʩʯʠʪʳʚʘʪʝʣʶ), ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʦʜ ʦʰʠʙʢʠ. ʅʦʤʝʨ ʊʄ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

ʅʦʤʝʨ ʊʄ, ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʘʥʥʦʡ ʬʫʥʢʮʠʝʡ ʠʤʝʝʪ ʨʘʟʤʝʨ 10 ʙʘʡʪ: XXYYYYYYYY . 
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ʇʝʨʚʳʡ ʙʘʡʪ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʪʠʧʫ ʊʄ, ʦʩʪʘʣʴʥʳʝ - ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʠ ʝʛʦ CRC. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʊʄ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ: 

Dallas1992 (ʦʙʲʝʤ ʧʘʤʷʪʠ 128 ʙʘʡʪ) - ʪʠʧ 08. 

Dallas1993 (ʦʙʲʝʤ ʧʘʤʷʪʠ 512 ʙʘʡʪ) - ʪʠʧ 06. 

Dallas1996 (ʦʙʲʝʤ ʧʘʤʷʪʠ 8192 ʙʘʡʪ)- ʪʠʧ 0C. ʇʦʜʜʝʨʞʠʚʘʝʪʩʷ ʪʘʢʞʝ ʪʠʧ 8C. 

1.6. ʋʩʪʘʥʦʚʢʘ ʧʘʨʘʤʝʪʨʦʚ ʙʠʙʣʠʦʪʝʢʠ 

int DECL cr_set_param (H_INIT handle, 
int option, 
int value); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʘʨʘʤʝʪʨʳ ʧʦʚʝʜʝʥʠʷ ʤʫʣʴʪʠʧʦʪʦʯʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʧʘʨʘʤʝʪʨʳ ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ ʜʣʷ 

ʜʝʩʢʨʠʧʪʦʨʘ H_INIT. 
 

ʇʘʨʘʤʝʪʨʳ:  

handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

option in ʥʦʤʝʨ ʦʧʮʠʠ, ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 1 

value in ʟʥʘʯʝʥʠʝ ʦʧʮʠʠ option 

ʜʣʷ ʦʧʮʠʠ option=1: 

ʫʩʪʘʥʦʚʢʘ ʧʘʨʘʤʝʪʨʦʚ ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ ʧʦ RFC 4357 ï ʩʤ. ʧʨʠʣʦʞʝʥʠʝ 

ˉ4   

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_UNSUPPORTED_AL
GORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

¶ ʌʫʥʢʮʠʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʤʫʣʴʪʠʧʦʪʦʯʥʳʭ ʬʫʥʢʮʠʡ ʙʠʙʣʠʦʪʝʢʠ. ɼʣʷ ʧʨʘʚʠʣʴʥʦʡ ʨʘʙʦʪʳ 
ʥʫʞʥʦ ʟʘʚʝʩʪʠ ʢʦʣʠʯʝʩʪʚʦ ʜʝʩʢʨʠʧʪʦʨʦʚ H_INIT ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʦʣʠʯʝʩʪʚʫ ʧʦʪʦʢʦʚ ʚ ʧʨʠʣʦʞʝʥʠʠ. 

ʌʫʥʢʮʠʷ ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʘ H_INIT, ʢʘʢ ʫʢʘʟʘʥʦ ʚ 

ʪʘʙʣʠʮʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ option=1 value=65 ʧʦʩʣʝʜʫʶʱʠʡ ʚʳʟʦʚ ʬʫʥʢʮʠʠ ʩʦʟʜʘʥʠʷ 

ʢʣʶʯʘ, ʥʘʧʨʠʤʝʨ, cr_gen_keypair() ʩʦʟʜʘʩʪ ʢʣʶʯ ʩ ʧʘʨʘʤʝʪʨʦʤ id-GostR3410-2001-CryptoPro-A-ParamSet  

ʠʟ RFC  4357. 
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1.7. ʇʦʣʫʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʙʠʙʣʠʦʪʝʢʠ 

int DECL cr_get_param (BICR_HANDLE handle, 
int option, 
int *value); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʧʘʨʘʤʝʪʨʳ ʧʦʚʝʜʝʥʠʷ ʤʫʣʴʪʠʧʦʪʦʯʥʦʡ ʚʝʨʩʠʠ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʘ H_INIT  ʠʣʠ ʧʘʨʘʤʝʪʨʳ 

ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʦʚ H_INIT, H_USER, H_PKEY. 
 

ʇʘʨʘʤʝʪʨʳ:  

handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() ʠʣʠ 

ʜʝʩʢʨʠʧʪʦʨ H_USER, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_read_skey() ʠʣʠ 

ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_pkey_put() 

option in ʥʦʤʝʨ ʦʧʮʠʠ, ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 1 

value out ʟʥʘʯʝʥʠʝ ʦʧʮʠʠ option 

ʜʣʷ ʦʧʮʠʠ 1: 

ʧʦʣʫʯʝʥʠʝ ʪʝʢʫʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʧʦ RFC 4357, ʩʤ.ʧʨʠʣʦʞʝʥʠʝ ˉ4   

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ 
ʨʘʥʝʝ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʤʫʣʴʪʠʧʦʪʦʯʥʳʭ ʬʫʥʢʮʠʡ ʙʠʙʣʠʦʪʝʢʠ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʘ H_INIT. 

 

ʌʫʥʢʮʠʷ ʪʘʢʞʝ ʤʦʞʝʪ ʚʦʟʚʨʘʱʘʪʴ ʧʘʨʘʤʝʪʨʳ ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʦʚ H_INIT, H_USER, 
H_PKEY ʢʘʢ ʫʢʘʟʘʥʦ ʚ ʪʘʙʣʠʮʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʢʣʶʯ, ʥʘʧʨʠʤʝʨ, ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ 

cr_read_skey() ʠʣʠ cr_pkey_find() ʠ ʧʨʦʚʝʨʠʪʴ ʝʛʦ ʧʘʨʘʤʝʪʨʳ ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ ʧʦ RFC 4357. 

 

1.8. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʧʨʦʛʨʘʤʤʥʦ-ʢʣʘʚʠʘʪʫʨʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ 
(ʇʂɼʉʏ) 

int DECL cr_init_random ( HWND hWnd); 

 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʩʝʤʝʡʩʪʚʘ Windows. 

ʉʦʟʜʘʝʪ ʢʣʶʯ ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʥʘʞʘʪʠʝʤ ʢʥʦʧʢʠ ʤʳʰʠ ʠʣʠ ʥʘʞʘʪʠʝʤ ʮʠʬʨ ʥʘ ʢʣʘʚʠʘʪʫʨʝ. 
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ʇʘʨʘʤʝʪʨʳ:  

hWnd in ʜʝʩʢʨʠʧʪʦʨ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʦʢʥʘ, ʝʩʣʠ ʨʦʜʠʪʝʣʴʩʢʦʛʦ ʦʢʥʘ ʥʝʪ, ʤʦʞʝʪ 

ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʝ NULL. 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_NOT_SUPPORTED  ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ 
ʚʝʨʩʠʠ ʠʣʠ ʚ ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 
(ʥʘʧʨʠʤʝʨ, ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʉʦʟʜʘʥʠʝ ʢʣʶʯʘ ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʩʝʤʝʡʩʪʚʘ Windows ʠ ʠʩʧʦʣʴʟʫʝʪ ʙʠʙʣʠʦʪʝʢʫ GRN.DLL ʠʣʠ 

GRN64.DLL. 

ɺʳʟʦʚ ʵʪʦʡ ʬʫʥʢʮʠʠ ʚʳʚʦʜʠʪ ʥʘ ʵʢʨʘʥ ʦʢʥʦ, ʚ ʢʦʪʦʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʥʘʞʘʪʠʝʤ ʢʥʦʧʢʠ ʤʳʰʠ ʠ/ʠʣʠ 

ʥʘʞʘʪʠʝʤ ʢʣʘʚʠʰ ʚʚʝʩʪʠ ʟʘʜʘʥʥʳʝ ʥʘ ʵʢʨʘʥʝ ʮʠʬʨʳ, ʦʙʱʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʦʪ 32 ʜʦ 40 ʨʘʟ, ʥʘʞʘʪʠʝ ʢʣʘʚʠʰʠ Escape 

ʧʨʠʚʦʜʠʪ ʢ ʥʝʤʝʜʣʝʥʥʦʤʫ ʚʦʟʚʨʘʪʫ ʠʟ ʬʫʥʢʮʠʠ ʩ ʢʦʜʦʤ ʦʰʠʙʢʠ ERR_STOP. ɽʩʣʠ ʠʥʠʮʠʘʣʠʟʘʮʠʷ ʇʂɼʉʏ ʧʨʦʰʣʘ 
ʥʝʫʜʘʯʥʦ, ʪʦ ʠʟ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʬʫʥʢʮʠʡ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʬʫʥʢʮʠʠ ʧʦ ʧʨʦʚʝʨʢʝ ʕʇ. 

 

1.9. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ (ʇɼʉʏ) 

int DECL cr_init_prnd (H_INIT init_handle, 
char *prnd_filename, 
int flag_init_grn); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʠʥʠʮʠʘʣʠʟʠʨʫʝʪ ʧʨʦʛʨʘʤʤʥʳʡ ʜʘʪʯʠʢ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ (ʇɼʉʏ). 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

prnd_filename in ʠʤʷ ʬʘʡʣʘ, ʛʜʝ ʭʨʘʥʠʪʩʷ ʢʣʶʯ ʇɼʉʏ ʠʣʠ NULL ʝʩʣʠ ʢʣʶʯ ʭʨʘʥʠʪʩʷ ʚ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ 

ʬʘʡʣ ʜʦʣʞʝʥ ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ (ʜʠʩʢʝʪʝ ʠʣʠ ʬʣʝʰʢʝ) 

flag_init_grn in ʝʩʣʠ ʧʨʠ ʯʪʝʥʠʠ ʬʘʡʣʘ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ ʠ ʝʩʣʠ flag_init_grn = 1, ʪʦ ʜʣʷ 
ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʇɼʉʏ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʠʩʧʦʣʴʟʦʚʘʥ ʇʂɼʉʏ ʠʟ 

ʙʠʙʣʠʦʪʝʢʠ GRN.DLL ʠʣʠ GRN64.DLL 

ʝʩʣʠ flag_init_grn = 0, ʪʦ ʙʠʙʣʠʦʪʝʢʘ GRN.DLL ʠʣʠ GRN64.DLL ʥʝ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠ ʙʫʜʝʪ ʚʳʜʘʥʘ ʦʰʠʙʢʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ 
ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ 
ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_NOT_SUPPORTED  ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ 
ʚʝʨʩʠʠ ʠʣʠ ʚ ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 
(ʥʘʧʨʠʤʝʨ, ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʠʥʠʮʠʘʣʠʟʠʨʫʝʪ ʧʨʦʛʨʘʤʤʥʳʡ ʜʘʪʯʠʢ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. ʇʨʠ ʵʪʦʤ ʧʨʦʠʩʭʦʜʠʪ ʯʪʝʥʠʝ ʬʘʡʣʘ ʠʣʠ ʊʄ, 

ʧʨʦʯʠʪʘʥʥʳʝ ʜʘʥʥʳʝ ʤʦʜʠʬʠʮʠʨʫʶʪʩʷ ʠ ʟʘʧʠʩʳʚʘʶʪʩʷ ʦʙʨʘʪʥʦ. ʌʘʡʣ ʜʦʣʞʝʥ ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ 
ʥʦʩʠʪʝʣʝ (ʜʠʩʢʝʪʝ ʠʣʠ ʬʣʝʰʢʝ), ʜʦʩʪʫʧʥʦʤ ʜʣʷ ʟʘʧʠʩʠ. 

 

ɽʩʣʠ ʯʪʝʥʠʝ ʬʘʡʣʘ ʠʣʠ ʊʄ ʧʨʦʠʟʦʰʣʦ ʩ ʦʰʠʙʢʦʡ (ʠʣʠ ʬʘʡʣ ʥʝ ʩʫʱʝʩʪʚʫʝʪ) ʠ ʝʩʣʠ flag_init_grn=1, ʪʦ ʙʫʜʝʪ ʚʳʟʚʘʥ 
ʇʂɼʉʏ  ʠʟ ʙʠʙʣʠʦʪʝʢʠ GRN.DLL ʠʣʠ GRN64.DLL, ʩʦʟʜʘʶʱʠʡ ʢʣʶʯ ʇɼʉʏ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ ʦʭʨʘʥʝʥ ʧʨʠ 

ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_write_prnd ʚ ʬʘʡʣ ʠʣʠ ʥʘ ʊʄ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

 

ɽʩʣʠ ʠʤʷ ʬʘʡʣʘ ʟʘʜʘʪʴ ʧʫʩʪʳʤ ʚ ʚʠʜʝ "\0", ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʜʣʷ Windows ʩʠʩʪʝʤ ʬʘʡʣ ʙʫʜʝʪ ʩʦʟʜʘʥ ʚ ʜʠʨʝʢʪʦʨʠʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ %APPDATA% ʩ ʠʤʝʥʝʤ prnd.db3. 

ʇʨʠʤʝʯʘʥʠʝ: 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʨʝʘʣʠʟʦʚʘʥʘ ʚ ʤʦʜʠʬʠʢʘʮʠʠ 1 ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ. 
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1.10. ʉʦʭʨʘʥʝʥʠʝ ʢʣʶʯʘ ʇɼʉʏ ʚ ʬʘʡʣ ʠʣʠ ʥʘ ʊʄ 

int DECL cr_write_prnd (H_INIT init_handle, 
char *prnd_filename); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʧʠʩʳʚʘʝʪ ʢʣʶʯ  ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ (ʇɼʉʏ) ʚ ʬʘʡʣ ʠʣʠ ʥʘ ʊʄ.  
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

prnd_filename in ʠʤʷ ʬʘʡʣʘ, ʢʫʜʘ ʙʫʜʝʪ ʟʘʧʠʩʘʥ ʢʣʶʯ ʇɼʉʏ ʠʣʠ NULL ʝʩʣʠ ʢʣʶʯ ʭʨʘʥʠʪʩʷ ʥʘ 

ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_NOT_SUPPORTED  ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ 
ʚ ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʧʠʩʳʚʘʝʪ ʜʘʥʥʳʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʜʘʪʯʠʢʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʚ ʬʘʡʣ ʠʣʠ ʊʄ. ʇʦʩʣʝʜʫʶʱʠʡ ʚʳʟʦʚ 

ʬʫʥʢʮʠʠ cr_init_prnd ʙʫʜʝʪ ʙʨʘʪʴ ʜʘʥʥʳʝ ʠʟ ʵʪʦʛʦ ʬʘʡʣʘ. ʌʘʡʣ ʜʦʣʞʝʥ ʨʘʩʧʦʣʘʛʘʪʴʩʷ  ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ 

(ʜʠʩʢʝʪʝ ʠʣʠ ʬʣʝʰʢʝ).  

ʇʨʠʤʝʯʘʥʠʝ: 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʨʝʘʣʠʟʦʚʘʥʘ ʚ ʤʦʜʠʬʠʢʘʮʠʠ 1 ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ. 

 



23 
 

 

1.11. ɿʘʛʨʫʟʢʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʙʠʙʣʠʦʪʝʢ 

int DECL cr_load_bicr_dll (char *dll_path)  

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʙʠʙʣʠʦʪʝʢʫ grn.dll ʠʣʠ grn64.dll ʧʦ ʫʢʘʟʘʥʥʦʤʫ ʧʫʪʠ 

ʇʘʨʘʤʝʪʨʳ:  

dll_path in ʇʫʪʴ ʢ ʢʘʪʘʣʦʛʫ, ʚ ʢʦʪʦʨʦʤ ʭʨʘʥʷʪʩʷ ʙʠʙʣʠʦʪʝʢʠ bicr5.dll, grn.dll 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʠʥʪʝʨʧʨʝʪʠʨʦʚʘʪʴʩʷ ʢʘʢ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ: 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʙʠʙʣʠʦʪʝʢʠ grn.dll ʠʟ ʫʢʘʟʘʥʥʦʛʦ ʚ ʧʘʨʘʤʝʪʨʝ ʢʘʪʘʣʦʛʘ. 

 

 

1.12. ʋʥʠʚʝʨʩʘʣʴʥʘʷ ʬʫʥʢʮʠʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ 

#ifdef SIGN_ONLY 

int DECL cr_init_bicr4(char *dll_path, 

    int tm_flag, 
int *init_mode, 

H_INIT *init_handle, 

    char *prnd_filename, 
int flag_init_grn, 

    int  *warning); 

#else 

int DECL cr_init_bicr4 (char *dll_path, 

    int tm_flag,  

const char *gk,  

const char *uz, 

const char *psw, 

void *tm_number, 
int *tmn_blen, 

int *init_mode, 

H_INIT *init_handle, 

    char *prnd_filename, 
int flag_init_grn, 

    int  *warning); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ ʚʳʟʦʚʘ ʩʨʘʟʫ ʪʨʝʭ ʬʫʥʢʮʠʡ: 

¶ cr_load_bicr_dll 
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¶ cr_init 

¶ cr_init_prnd   
ʩ ʦʜʥʠʤ ʥʘʙʦʨʦʤ ʧʘʨʘʤʝʪʨʦʚ. 

  

ʇʘʨʘʤʝʪʨʳ:  

dll_path in ʇʫʪʴ ʢ ʢʘʪʘʣʦʛʫ, ʚ ʢʦʪʦʨʦʤ ʭʨʘʥʷʪʩʷ ʙʠʙʣʠʦʪʝʢʠ bicr5.dll, grn.dll 
tm_flag in 0 ï ʝʩʣʠ ʥʝ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʥʦʩʠʪʝʣʠ ʢʣʶʯʝʚʦʡ 

ʠʥʬʦʨʤʘʮʠʠ  

1 - ʝʩʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʨʘʙʦʪʘ ʩ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ 

2 ï ʝʩʣʠ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʨʘʙʦʪʘ ʩ ʊʦʢʝʥʦʤ VPN-Key  
gk, uz in ʧʫʪʴ ʢ ʬʘʡʣʘʤ ʩ ʛʣʘʚʥʳʤ ʢʣʶʯʦʤ ʠ ʫʟʣʦʤ ʟʘʤʝʥʳ;  

ʝʩʣʠ ʥʦʩʠʪʝʣʝʤ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ ʠ ʫʟʣʘ ʟʘʤʝʥʳ ʷʚʣʷʝʪʩʷ TM/VPN-Key, ʜʘʥʥʳʝ 

ʧʘʨʘʤʝʪʨʳ ʜʦʣʞʥʳ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʝ NULL. ɽʩʣʠ ʜʣʷ ʨʘʙʦʪʳ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ ʠ ʫʟʣʘ ʟʘʤʝʥʳ ʥʝ ʪʨʝʙʫʝʪʩʷ, ʪʦ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʤʦʞʥʦ 

ʫʩʪʘʥʦʚʠʪʴ ʚ "\0" ʠʣʠ ʚ "". 

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʪʨʝʙʫʝʪʩʷ. 
psw in ʧʘʨʦʣʴ, ʥʘ ʢʦʪʦʨʦʤ ʟʘʰʠʬʨʦʚʘʥ ʛʣʘʚʥʳʡ ʢʣʶʯ ʧʨʠ ʭʨʘʥʝʥʠʠ; ʝʩʣʠ ʛʣʘʚʥʳʡ ʢʣʶʯ 

ʭʨʘʥʠʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ - ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʜʦʣʞʝʥ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʝ "\0".  

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʪʨʝʙʫʝʪʩʷ. 
tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ TM/VPN-Key. ɽʩʣʠ 

ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʬʘʡʣ (ʜʠʩʢʝʪʘ), ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ 

ʠʛʥʦʨʠʨʫʝʪʩʷ 

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʪʨʝʙʫʝʪʩʷ. 
tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number  

ʝʩʣʠ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʬʘʡʣ (ʜʠʩʢʝʪʘ), ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ 

ʠʛʥʦʨʠʨʫʝʪʩʷ 

ɺ ʚʝʨʩʠʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʪʨʝʙʫʝʪʩʷ. 
init_mode out ʚʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʫʢʘʟʳʚʘʝʪ ʥʘ ʥʘʣʠʯʠʝ ʜʨʘʡʚʝʨʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ ʙʠʙʣʠʦʪʝʢʠ, ʠ ʨʝʟʫʣʴʪʘʪ ʚʚʦʜʘ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

 

init_mode = cGKUZ | cDSCH | cTMDRV | cVPNKEY 

ɿʥʘʯʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʬʣʘʞʢʦʚ ʚ ʙʠʪʦʚʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʪʘʢʦʚʳ: 
cGKUZ 00000001 ʛʣʘʚʥʳʡ ʢʣʶʯ ʢʦʨʨʝʢʪʥʦ ʚʚʝʜʝʥ 
cDSCH 00000010 ɼʉʏ ʦʙʥʘʨʫʞʝʥ 
cTMDRV 00000100 ʜʨʘʡʚʝʨ ʨʘʙʦʪʳ ʩ ʊʄ ʦʙʥʘʨʫʞʝʥ 
cVPNKEY 00010000 ʊʦʢʝʥ ʦʙʥʘʨʫʞʝʥ 
 

init_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʨʫʛʠʤʠ ʬʫʥʢʮʠʷʤʠ 

ʙʠʙʣʠʦʪʝʢʠ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ. ɺ ʩʣʫʯʘʝ ʥʝʫʩʪʨʘʥʠʤʦʡ 

ʦʰʠʙʢʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ NULL. ɺ ʩʣʫʯʘʝ ʧʨʦʩʪʦʡ ʦʰʠʙʢʠ ʚʦʟʚʨʘʱʘʝʪʩʷ 

ʥʝʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʠ ʩ ʙʠʙʣʠʦʪʝʢʦʡ ʤʦʞʥʦ ʨʘʙʦʪʘʪʴ. 

prnd_filenam
e 

in ʠʤʷ ʬʘʡʣʘ, ʛʜʝ ʭʨʘʥʠʪʩʷ ʢʣʶʯ ʇɼʉʏ ʠʣʠ NULL ʝʩʣʠ ʢʣʶʯ ʭʨʘʥʠʪʩʷ ʥʘ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ 

ʬʘʡʣ ʜʦʣʞʝʥ ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ (ʜʠʩʢʝʪʝ ʠʣʠ ʬʣʝʰʢʝ)  

flag_init_grn in ʝʩʣʠ ʧʨʠ ʯʪʝʥʠʠ ʬʘʡʣʘ ʩ ʢʣʶʯʦʤ ʇɼʉʏ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ, ʪʦ ʜʣʷ 

ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʇɼʉʏ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʠʩʧʦʣʴʟʦʚʘʥ ʇʂɼʉʏ ʠʟ ʙʠʙʣʠʦʪʝʢʠ 

GRN.DLL ʠʣʠ GRN64.DLL 

ʝʩʣʠ flag_init_grn = 0 ʪʦ ʙʠʙʣʠʦʪʝʢʘ GRN.DLL ʠʣʠ GRN64.DLL ʥʝ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʢʣʶʯʘ ʠ ʙʫʜʝʪ ʚʳʜʘʥʘ ʦʰʠʙʢʘ 

warning out ʟʜʝʩʴ ʙʫʜʝʪ ʟʘʧʠʩʘʥʦ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʚʝʨʥʫʣ ʚʳʟʦʚ cr_init ʧʨʠ ʵʪʦʤ init_handle 

ʜʦʣʞʝʥ ʙʳʪʴ ʥʝ ʨʘʚʝʥ ʥʫʣʶ, ʪʦ ʝʩʪʴ ʠʥʠʮʠʘʣʠʟʘʮʠʷ ʧʨʦʰʣʘ ʫʩʧʝʰʥʦ, ʥʦ ʝʩʪʴ 

ʥʝʧʦʣʥʘʷ ʠʥʠʮʠʘʣʠʟʘʮʠʷ, ʥʘʧʨʠʤʝʨ, ɻʂ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ 
 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALGO
RITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_GKUZ_PSW  ʆʰʠʙʢʘ ʧʘʨʦʣʷ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_UZ_READ  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʫʟʣʦʚ ʟʘʤʝʥʳ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_NOT_SUPPORTED  ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 
ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ:  

 

ʌʫʥʢʮʠʷ ʷʚʣʷʝʪʩʷ ʢʦʤʙʠʥʘʮʠʝʡ ʪʨʝʭ ʬʫʥʢʮʠʡ  

¶ cr_load_bicr_dll 

¶ cr_init 

¶ cr_init_prnd 

ʚʳʟʳʚʘʝʤʳʭ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ. ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ ʬʫʥʢʮʠʠ cr_init ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʧʝʨʝʤʝʥʥʫʶ warning. ʂʦʜ 
ʦʰʠʙʢʠ ʠʟ cr_init_bicr4 ʚʦʟʚʨʘʱʘʝʪʩʷ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ ʥʝʫʩʪʨʘʥʠʤʦʡ ʦʰʠʙʢʠ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ tm_flag ʫʩʪʘʥʦʚʠʪʴ 
ʨʘʚʥʳʤ 1 (ʪʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ ʨʘʙʦʪʳ ʩ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ TMDRV), ʥʦ ʜʨʘʡʚʝʨ TMDRV ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʚ 

ʩʠʩʪʝʤʝ. 
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2 ˡ̗̔̎̋̉̉ ̜̘̠̃̉̒̌̆̎̉ ̘̈̎́̆̎̉̊ ̖̙̆-̗̔̎̋̉̉̕ 
ɹʠʙʣʠʦʪʝʢʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʳʯʠʩʣʝʥʠʝ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʘʣʛʦʨʠʪʤʦʤ ɻʆʉʊ ʈ 34.11-94 

"ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ. ʂʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʟʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ. ʌʫʥʢʮʠʷ ʭʝʰʠʨʦʚʘʥʠʷ". 

ʅʘʙʦʨ ʬʫʥʢʮʠʡ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʧʦʜʩʯʝʪʘ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʙʣʦʢʘ ʜʘʥʥʳʭ, ʩʦʩʪʦʠʪ ʠʟ ʬʫʥʢʮʠʡ 

cr_hash_open(), cr_hash_calc(), cr_hash_return() ʠ cr_hash_close(). ɼʘʥʥʳʡ ʥʘʙʦʨ ʬʫʥʢʮʠʡ ʩʣʝʜʫʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʤʘʩʩʠʚʦʚ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʧʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ ʠ ʧʨʦʚʝʨʢʝ ʕʇ ʜʣʷ ʙʣʦʢʦʚ 

ʜʘʥʥʳʭ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ. 

2.1. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʚʳʯʠʩʣʝʥʠʡ ʟʥʘʯʝʥʠʡ ʭʝʰ-ʬʫʥʢʮʠʠ 

int DECL cr_hash_open( H_HASH *hash_handle ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʜʝʩʢʨʠʧʪʦʨ H_HASH ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʢʘʢʦʛʦ-ʣʠʙʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʙʫʬʝʨʘ. 

ʇʘʨʘʤʝʪʨʳ: 

hash_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_HASH, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʟʥʘʯʝʥʠʷ 
ʭʝ-hʬʫʥʢʮʠʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALGORI
THM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ 
ʈ 34.10-2012 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʟʚʘʥʘ ʧʝʨʚʦʡ ʠʟ ʥʘʙʦʨʘ ʬʫʥʢʮʠʡ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʧʦʜʩʯʝʪʘ ʟʥʘʯʝʥʠʷ ʭʝʰ-

ʬʫʥʢʮʠʠ ʜʣʷ ʙʫʬʝʨʘ ʧʘʤʷʪʠ. ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʜʝʩʢʨʠʧʪʦʨ H_HASH, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʨʦʤʝʞʫʪʦʯʥʳʝ 
ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ. 

ʇʦʩʣʝ ʚʳʟʦʚʘ cr_hash_open() ʜʣʷ ʨʘʩʯʝʪʘ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʦʣʞʥʳ ʙʳʪʴ ʚʳʟʚʘʥʳ cr_hash_calc(), 
cr_hash_return() ʠ cr_hash_close(). 
 
 

2.2. ɺʳʯʠʩʣʝʥʠʝ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʯʘʩʪʠ ʙʣʦʢʘ ʜʘʥʥʳʭ 

int DECL cr_hash_calc(H_HASH hash_handle, 
void *buf, 
int buf_len ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʜʩʯʠʪʳʚʘʝʪ ʟʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʦʜʥʦʡ ʠʟ ʯʘʩʪʝʡ ʙʣʦʢʘ ʜʘʥʥʳʭ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ. 

ʇʘʨʘʤʝʪʨʳ:  

hash_handle in ʜʝʩʢʨʠʧʪʦʨ H_HASH, ʚʦʟʚʨʘʱʘʝʤʳʡ ʬʫʥʢʮʠʝʡ cr_hash_open(), 
ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ 
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buf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʯʘʩʪʴ ʦʙʱʝʛʦ ʙʣʦʢʘ ʜʘʥʥʳʭ 

buf_len in ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʜʘʥʥʳʭ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʧʦʟʚʦʣʷʝʪ ʧʦʜʩʯʠʪʘʪʴ ʭʝʰ-ʬʫʥʢʮʠʶ ʜʣʷ ʙʣʦʢʘ ʜʘʥʥʳʭ ʧʫʪʝʤ ʧʦʜʩʯʝʪʘ ʟʥʘʯʝʥʠʡ ʭʝʰ-ʬʫʥʢʮʠʠ 

ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʝʛʦ ʯʘʩʪʝʡ. 

¶ ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 1. ʉʦʟʜʘʪʴ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_hash_open() ʜʝʩʢʨʠʧʪʦʨ H_HASH, ʟʘʪʝʤ ʚ ʮʠʢʣʝ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʦʜʠʥ ʟʘ ʜʨʫʛʠʤ ʨʘʟʤʝʱʘʪʴ ʚ ʙʫʬʝʨʝ buf ʯʘʩʪʠ ʙʣʦʢʘ ʜʘʥʥʳʭ ʠ ʚʳʟʳʚʘʪʴ ʬʫʥʢʮʠʶ 

cr_hash_calc() ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʚʝʩʴ ʙʣʦʢ ʜʘʥʥʳʭ ʥʝ ʙʫʜʝʪ ʦʙʨʘʙʦʪʘʥ. ɺ ʧʘʨʘʤʝʪʨʝ buf_len ʜʦʣʞʥʘ 

ʧʝʨʝʜʘʚʘʪʴʩʷ ʨʝʘʣʴʥʘʷ ʜʣʠʥʘ ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʯʘʩʪʠ ʙʣʦʢʘ ʜʘʥʥʳʭ. ʕʪʫ ʦʩʦʙʝʥʥʦʩʪʴ ʩʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ 

ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʧʦʩʣʝʜʥʝʡ ʯʘʩʪʠ, ʝʩʣʠ ʨʘʟʤʝʨ ʙʣʦʢʘ ʜʘʥʥʳʭ ʥʝ ʢʨʘʪʝʥ ʨʘʟʤʝʨʫ ʚʳʜʝʣʝʥʥʦʛʦ ʙʫʬʝʨʘ buf. 

ʇʦʩʣʝ ʦʙʨʘʙʦʪʢʠ ʧʦʩʣʝʜʥʝʡ ʯʘʩʪʠ ʥʝʦʙʭʦʜʠʤʦ ʚʳʟʚʘʪʴ ʬʫʥʢʮʠʶ cr_hash_return(), ʢʦʪʦʨʘʷ ʟʘʚʝʨʰʠʪ 

ʧʦʜʩʯʝʪ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʚʩʝʛʦ ʙʣʦʢʘ ʜʘʥʥʳʭ ʠ ʚʝʨʥʝʪ ʦʢʦʥʯʘʪʝʣʴʥʦʝ ʟʥʘʯʝʥʠʝ. ɺ ʢʦʥʮʝ ʨʘʙʦʪʳ 

ʚʳʟʚʘʪʴ cr_hash_close ʜʣʷ ʜʝʠʥʠʮʠʘʣʠʟʘʮʠʠ. 

¶ ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 2. ʉʦʟʜʘʪʴ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_hash_open() ʜʝʩʢʨʠʧʪʦʨ H_HASH, ʚʳʟʚʘʪʴ 

ʬʫʥʢʮʠʶ cr_hash_calc()ʜʣʷ ʚʩʝʛʦ ʙʣʦʢʘ ʜʘʥʥʳʭ ʠ ʚʳʟʚʘʪʴ ʬʫʥʢʮʠʶ cr_hash_return(), ʢʦʪʦʨʘʷ ʟʘʚʝʨʰʠʪ 

ʧʦʜʩʯʝʪ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʠ ʚʝʨʥʝʪ ʦʢʦʥʯʘʪʝʣʴʥʦʝ ʟʥʘʯʝʥʠʝ. ɺ ʢʦʥʮʝ ʨʘʙʦʪʳ ʚʳʟʚʘʪʴ cr_hash_close 

ʜʣʷ ʜʝʠʥʠʮʠʘʣʠʟʘʮʠʠ. 

 

2.3. ɿʘʚʝʨʰʝʥʠʝ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʙʣʦʢʘ ʜʘʥʥʳʭ 

int DECL cr_hash_return( H_HASH hash_handle, 
void *hash_result, 
int *hash_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʚʝʨʰʘʝʪ ʧʦʜʩʯʝʪ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʚʩʝʛʦ ʙʣʦʢʘ ʜʘʥʥʳʭ ʠ ʚʦʟʚʨʘʱʘʝʪ ʦʢʦʥʯʘʪʝʣʴʥʦʝ 

ʟʥʘʯʝʥʠʝ. 

ʇʘʨʘʤʝʪʨʳ: 

hash_handle in ʜʝʩʢʨʠʧʪʦʨ H_HASH, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʟʥʘʯʝʥʠʷ 

ʭʝ-hʬʫʥʢʮʠʠ 

hash_result out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʨʝʟʫʣʴʪʘʪ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʷ 

ʭʝ-hʬʫʥʢʮʠʠ 

hash_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ hash_result, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ hash_result (32 ʙʘʡʪʘ) 
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ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʦʢʦʥʯʘʪʝʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ ʢʘʢ ʨʝʟʫʣʴʪʘʪ ʦʙʨʘʙʦʪʢʠ ʦʪʜʝʣʴʥʳʭ ʯʘʩʪʝʡ 

ʙʣʦʢʘ ʜʘʥʥʳʭ. ʈʝʟʫʣʴʪʘʪ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ hash_result. ɼʘʥʥʫʶ ʬʫʥʢʮʠʶ 
ʩʣʝʜʫʝʪ ʚʳʟʳʚʘʪʴ ʠ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʙʣʦʢ ʜʘʥʥʳʭ ʦʙʨʘʙʦʪʘʥ ʟʘ ʦʜʠʥ ʚʳʟʦʚ ʬʫʥʢʮʠʠ cr_hash_calc(). 
ʅʘ ʦʩʥʦʚʘʥʠʠ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʤʦʞʥʦ ʩʬʦʨʤʠʨʦʚʘʪʴ ʕʇ, ʠʩʧʦʣʴʟʫʷ ʬʫʥʢʮʠʶ cr_sign_hash(), ʠʣʠ 
ʧʨʦʚʝʨʠʪʴ ʕʇ, ʠʩʧʦʣʴʟʫʷ ʬʫʥʢʮʠʶ cr_check_hash(). 

¶ ʇʨʠʤʝʯʘʥʠʝ 1. ɽʩʣʠ ʧʘʨʘʤʝʪʨ hash_result ʧʨʠ ʚʳʟʦʚʝ ʬʫʥʢʮʠʠ ʠʤʝʣ ʟʥʘʯʝʥʠʝ NULL, ʪʦ ʬʫʥʢʮʠʷ ʥʝ 
ʚʦʟʚʨʘʱʘʝʪ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ, ʥʦ ʦʥʦ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʩʪʨʫʢʪʫʨʝ hash_handle ʜʦ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ 

cr_hash_close(). 

¶ ʇʨʠʤʝʯʘʥʠʝ 2. ʅʘ ʚʭʦʜʝ ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʜʣʠʥʫ ʥʘʯʘʣʴʥʦʛʦ ʙʫʬʝʨʘ hash_result, ʨʝʘʣʴʥʳʡ ʨʘʟʤʝʨ 
ʩʬʦʨʤʠʨʦʚʘʥʥʦʛʦ ʙʫʬʝʨʘ ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʧʘʨʘʤʝʪʨʝ hash_blen. ɽʩʣʠ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ 
ERR_MORE_DATA, ʪʦ ʯʝʨʝʟ ʧʘʨʘʤʝʪʨ hash_blen ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʝʦʙʭʦʜʠʤʘʷ ʜʣʠʥʘ ʙʫʬʝʨʘ. 

 

2.4. ʋʩʪʘʥʦʚʢʘ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ 

int DECL cr_hash_set(  H_HASH hHash, 
const char hash[32]); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʘ hHash. 

ʇʘʨʘʤʝʪʨʳ: 

hHash in/out ʜʝʩʢʨʠʧʪʦʨ H_HASH, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʟʥʘʯʝʥʠʷ 

ʭʝ-hʬʫʥʢʮʠʠ 

hash in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʟʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 
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ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʘ hHash. ʊʘʢʠʤ ʦʙʨʘʟʦʤ ʣʶʙʳʝ ʬʫʥʢʮʠʠ, 

ʨʘʙʦʪʘʶʱʠʝ ʩ ʜʝʩʢʨʠʧʪʦʨʦʤ ʭʝʰ-ʬʫʥʢʮʠʠ ʙʫʜʫʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʝ ʟʘʜʘʥʥʦʛʦ ʭʝʰʘ. 

2.5. ʉʦʟʜʘʥʠʝ ʢʦʧʠʠ ʜʝʩʢʨʠʧʪʦʨʘ ʭʝʰ-ʬʫʥʢʮʠʠ 

int DECL cr_hash_dup(    H_HASH hHashSrc, 

  H_HASH *hHashDst ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʢʦʧʠʨʫʝʪ ʜʝʩʢʨʠʧʪʦʨ ʭʝʰ-ʬʫʥʢʮʠʠ.  

ʇʘʨʘʤʝʪʨʳ:  

hHashSrc in ʢʦʧʠʨʫʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_HASH, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʨʦʤʝʞʫʪʦʯʥʳʝ 

ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ 

hHashDst out ʢʦʧʠʷ ʜʝʩʢʨʠʧʪʦʨʘ hHashSrc 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

 
 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʢʦʧʠʨʫʝʪ ʜʝʩʢʨʠʧʪʦʨ ʭʝʰ-ʬʫʥʢʮʠʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ ʤʦʞʥʦ ʟʘʢʨʳʪʴ ʠʩʭʦʜʥʳʡ ʜʝʩʢʨʠʧʪʦʨ ʠ ʧʦʣʫʯʠʪʴ 

ʟʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ, ʘ ʧʨʠ ʧʦʤʦʱʠ ʩʢʦʧʠʨʦʚʘʥʥʦʛʦ ʜʝʩʢʨʠʧʪʦʨʘ ʤʦʞʥʦ ʧʨʦʜʦʣʞʠʪʴ ʚʳʯʠʩʣʝʥʠʝ ʟʥʘʯʝʥʠʷ ʭʝʰ-

ʬʫʥʢʮʠʠ. 
 

2.6. ɿʘʢʨʳʪʠʝ ʜʝʩʢʨʠʧʪʦʨʘ ʭʝʰ-ʬʫʥʢʮʠʠ 

int DECL cr_hash_close (H_HASH Ahash_struct ); 
 

ʅʘʟʥʘʯʝʥʠʝ: 
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ɿʘʢʨʳʪʠʝ ʜʝʩʢʨʠʧʪʦʨʘ ʭʝʰ-ʬʫʥʢʮʠʠ.  

ʇʘʨʘʤʝʪʨʳ:  

Ahash_struct in ɼʝʩʢʨʠʧʪʦʨ ʭʝʰ-ʬʫʥʢʮʠʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʜʝʩʢʨʠʧʪʦʨ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʜʝʩʢʨʠʧʪʦʨ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɿʘʢʨʳʚʘʝʪ ʜʝʩʢʨʠʧʪʦʨ ʭʝʰ-ʬʫʥʢʮʠʠ ʧʦ ʦʢʦʥʯʘʥʠʠ ʨʘʙʦʪʳ.  
 
 

3 ˡ̗̔̎̋̉̉ ̠̏̑̍̉̑̏̃́̎̉̕ ̉ ̈́̄̑̔̈̋̉ ̟̘̋̌̆̊ ˪˜ 

3.1. ɻʝʥʝʨʘʮʠʷ ʤʘʩʪʝʨ-ʢʣʶʯʘ 

int DECL cr_gen_masterkey(H_INIT init_handle, 
void *masterkey, 
int *master_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʤʘʩʪʝʨ-ʢʣʶʯ  (ʤʘʩʢʫ) ʜʣʷ ʭʨʘʥʝʥʠʷ ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

masterkey out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʟʜʘʥʥʳʡ ʤʘʩʪʝʨ-ʢʣʶʯ; 

master_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ masterkey, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ masterkey (108 ʙʘʡʪ) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 
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ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʤʘʩʪʝʨ-ʢʣʶʯ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʭʨʘʥʝʥʠʠ ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʄʘʩʪʝʨ-ʢʣʶʯ 

ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ. ʆʥ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʧʠʩʘʥ ʥʘ ʚʥʝʰʥʠʡ ʥʦʩʠʪʝʣʴ ʠ ʩʦʭʨʘʥʝʥ ʚ ʥʘʜʝʞʥʦʤ ʤʝʩʪʝ. ɼʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʤʘʩʪʝʨ-ʢʣʶʯʘ, ʝʛʦ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʣʦʢʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ (ʟʘʰʠʬʨʦʚʘʪʴ ʥʘ ʛʣʘʚʥʦʤ 

ʢʣʶʯʝ) ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_install_masterkey(). 
ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cDSCH. 

ʄʘʩʪʝʨ ʢʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʝʜʠʥʳʤ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʠʩʪʝʤʳ. 

ʄʘʩʪʝʨ ʢʣʶʯ ʜʦʣʞʝʥ ʭʨʘʥʠʪʴʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʩʠʩʪʝʤʘ, ʚ ʚʠʜʝ ʬʘʡʣʘ 

ʠʣʠ ʚ ʚʠʜʝ ʟʘʧʠʩʠ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʣʶʯʘ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʥʝ 

ʩʠʩʪʝʤʳ. 
 

3.2. ʋʩʪʘʥʦʚʢʘ ʤʘʩʪʝʨ-ʢʣʶʯʘ 

int DECL cr_install_masterkey(H_INIT init_handle, 
void *masterkey, 
int master_blen, 
void *masterkey_gk, 
int *master_blen_gk); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪ (ʟʘʰʠʬʨʦʚʳʚʘʝʪ ʥʘ ʛʣʘʚʥʦʤ ʢʣʶʯʝ) ʟʘʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ ʤʘʩʪʝʨ-ʢʣʶʯ ʜʣʷ ʭʨʘʥʝʥʠʷ ʢʣʶʯʝʡ 

ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

masterkey in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ, ʩʦʟʜʘʥʥʳʡ ʬʫʥʢʮʠʝʡ 

cr_gen_masterkey() 

master_blen in ʩʦʜʝʨʞʠʪ ʜʣʠʥʫ ʙʫʬʝʨʘ masterkey 

masterkey_gk out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʤʘʩʪʝʨ-ʢʣʶʯ, ʟʘʰʠʬʨʦʚʘʥʥʳʡ 

ʥʘ ʛʣʘʚʥʦʤ ʢʣʶʯʝ; 

master_blen_gk in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ masterkey_gk, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ masterkey_gk 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 
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ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NOT_USED_TMD
RV 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKU
Z 

 ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʤʘʩʪʝʨ-ʢʣʶʯ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʭʨʘʥʝʥʠʠ ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʝʡ.  

ʄʘʩʪʝʨ-ʢʣʶʯ ʚʦʟʚʨʘʱʘʝʪʩʷ ʟʘʰʠʬʨʦʚʘʥʥʳʤ ʥʘ ʛʣʘʚʥʦʤ ʢʣʶʯʝ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥʳ ʬʣʘʛʠ cDSCH ʠ cGKUZ. 

ʄʘʩʪʝʨ ʢʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʝʜʠʥʳʤ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʠʩʪʝʤʳ. 

ʄʘʩʪʝʨ ʢʣʶʯ ʜʦʣʞʝʥ ʭʨʘʥʠʪʴʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʩʠʩʪʝʤʘ, ʚ ʚʠʜʝ ʬʘʡʣʘ 

ʠʣʠ ʚ ʚʠʜʝ ʟʘʧʠʩʠ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʣʶʯʘ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʥʝ 

ʩʠʩʪʝʤʳ. 

3.3. ʇʝʨʝʰʠʬʨʦʚʘʥʠʝ ʤʘʩʪʝʨ-ʢʣʶʯʘ ʥʘ ʥʦʚʦʤ ɻʣʘʚʥʦʤ ʢʣʶʯʝ 

int DECL cr_change_masterkey(H_INIT init_handle, 
const char *old_master_name, 
const char *new_master_name, 
const char *gk_name,  
const char *uz_name, 
const char *passw ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʝʨʝʰʠʬʨʦʚʳʚʘʝʪ ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʤʘʩʪʝʨ-ʢʣʶʯ ʥʘ ʥʦʚʦʤ ɻʣʘʚʥʦʤ ʢʣʶʯʝ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʣʘʥʦʚʦʡ 

ʟʘʤʝʥʳ ɻʣʘʚʥʦʛʦ ʢʣʶʯʘ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 

 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

old_master_name in ʠʤʷ ʬʘʡʣʘ ʜʣʷ ʯʪʝʥʠʷ ʤʘʩʪʝʨ-ʢʣʶʯʘ, ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʥʘ ʩʪʘʨʦʤ ɻʂ, 

ʢʦʪʦʨʳʡ ʙʳʣ ʧʦʣʫʯʝʥ ʧʨʠ ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_install_masterkey() 
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new_master_name in ʠʤʷ ʥʦʚʦʛʦ ʬʘʡʣʘ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʝʨʝʰʠʬʨʦʚʘʥ ʥʘ ʥʦʚʦʤ 

ɻʂ ʠ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚ ʜʘʣʴʥʝʡʰʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʬʫʥʢʮʠʠ 

cr_load_elgkey_mk() 

gk_name in ʠʤʷ ʬʘʡʣʘ ʩ ʥʦʚʳʤ ɻʣʘʚʥʳʤ ʢʣʶʯʦʤ (ʠʣʠ NULL, ʝʩʣʠ ʢʣʶʯ ʥʘ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ), ʩʪʘʨʳʡ ɻʣʘʚʥʳʡ ʢʣʶʯ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʛʨʫʞʝʥ ʚ ʩʠʩʪʝʤʝ 

uz_name in ʠʤʷ ʬʘʡʣʘ ʩ ʥʦʚʳʤʠ ʋʟʣʘʤʠ ʟʘʤʝʥʳ (ʠʣʠ NULL, ʝʩʣʠ ʦʥʠ ʥʘʭʦʜʷʪʩʷ ʥʘ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ) 

passw in ʧʘʨʦʣʴ ʥʦʚʦʛʦ ɻʣʘʚʥʦʛʦ ʢʣʶʯʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_BAD_PARAM  ʥʝ ʟʘʜʘʥ ʧʘʨʘʤʝʪʨ init_handle, old_master_name, 
new_master_name 

ERR_INIT  ʧʝʨʝʜ ʚʳʟʦʚʦʤ ʬʫʥʢʮʠʠ ʥʝ ʙʳʣʠ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʳ 

ʜʝʩʢʨʠʧʪʦʨʳ ʜʘʥʥʳʭ 

ERR_OPEN_FILE  ʬʘʡʣ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ ʥʝ ʦʙʥʘʨʫʞʝʥ 

ERR_WRITE_FILE  ʦʰʠʙʢʘ ʧʨʠ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_READ_FILE  ʦʰʠʙʢʘ ʧʨʠ ʯʪʝʥʠʠ ʬʘʡʣʘ 

ERR_NET_KEY  ʥʘʨʫʰʝʥ ʬʦʨʤʘʪ ʬʘʡʣʘ ʢʣʶʯʝʡ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʧʝʨʝʰʠʬʨʦʚʳʚʘʝʪ ʥʘ ʥʦʚʦʤ ɻʣʘʚʥʦʤ ʢʣʶʯʝ ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʨʘʥʝʝ ʧʨʠ ʧʦʤʦʱʠ cr_install_masterkey() 
ʤʘʩʪʝʨ-ʢʣʶʯ. ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʥʦʚʦʤ ɻʣʘʚʥʦʤ ʢʣʶʯʝ ʤʘʩʪʝʨ-ʢʣʶʯ ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʛʦ ʚ ʬʘʡʣ. 

 

3.4. ɻʝʥʝʨʘʮʠʷ ʢʣʶʯʝʡ ʕʇ ʩ "ʧʨʠʚʷʟʢʦʡ" ʢ ʊʄ 

int DECL cr_gen_elgkey( H_INIT init_handle, 
char *password, 
int *pass_blen, 
char *secrkey, 
int *secr_blen, 
H_PKEY *pkey_handle,  
const char *userid, 
void *tm_number, 
int *tmn_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʘʨʫ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʢʣʶʯʝʡ ʕʇ. ɿʘʢʨʳʪʳʡ ʢʣʶʯ ʙʫʜʝʪ ʟʘʧʠʩʳʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨ/VPN-KEY. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

password out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

pass_blen in/out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

secrkey out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  
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secr_blen in/out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʕʇ 

userid in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʢʘʥʯʠʚʘʶʱʠʡʩʷ 

ʥʫʣʝʤ, ʜʣʠʥʦʡ ʥʝ ʙʦʣʝʝ 32-ʭ ʙʘʡʪ 

tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number  

ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_NOT_SUPPORTED  ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ 
ʠʣʠ ʚ ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 
(ʥʘʧʨʠʤʝʨ, ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ 
ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYPTOCORE  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 
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ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-
2001, ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʘʨʫ ʢʣʶʯʝʡ ʕʇ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ).  

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cDSCH. 

 ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʠʩʘʥʘ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() 
ʬʣʘʛ cTMDRV ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ (ʧʘʨʘʤʝʪʨ secrkey ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ 

NULL), ʬʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʥʦʤʝʨ ʊʄ, ʩʦʟʜʘʝʪ ʩ ʫʯʝʪʦʤ ʥʦʤʝʨʘ ʊʄ ʢʣʶʯ ʠ ʧʨʦʠʟʚʦʜʠʪ ʧʦʧʳʪʢʫ ʟʘʧʠʩʘʪʴ  
ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʊʄ. ɽʩʣʠ ʚ ʤʦʤʝʥʪ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ ʊʄ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʛʦʪʦʚʦ (ʥʝ ʧʨʠʣʦʞʝʥʦ ʢ 

ʩʯʠʪʳʚʘʪʝʣʶ), ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʦʜ ʦʰʠʙʢʠ ʠ ʬʫʥʢʮʠʶ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ 

ʧʦʚʪʦʨʥʦ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ, ʪʦ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʥʦʤʝʨ 

ʫʩʪʨʦʡʩʪʚʘ. ʅʦʤʝʨ ʊʄ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

ʇʦʩʣʝ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʛʨʫʞʝʥ ʩ 

ʧʦʤʦʱʴʶ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_load_elgkey(). 
 

3.5. ɻʝʥʝʨʘʮʠʷ ʢʣʶʯʝʡ ʕʇ ʚ ʬʘʡʣ ʩ ʧʘʨʦʣʝʤ  

int DECL cr_gen_keypair( H_INIT init_handle, 
char *password, 
int *pass_blen, 
char *ConfidentFile, 
H_PKEY *pkey_handle,  
const char *userid); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʘʨʫ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʢʣʶʯʝʡ ʕʇ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

password out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʟʘʢʨʳʪʦʤʫ 

ʢʣʶʯʫ ʕʇ; 

pass_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ password, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ password  

ConfidentFilename out ʠʤʷ ʬʘʡʣʘ ʩ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʬʘʡʣ ʜʦʣʞʝʥ 

ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ (USB-ʬʣʝʰ ʜʠʩʢ ʠʣʠ ʜʠʩʢʝʪʘ); 

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ 
ʕʇ 
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userid in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʢʘʥʯʠʚʘʶʱʠʡʩʷ 

ʥʫʣʝʤ, ʜʣʠʥʦʡ ʥʝ ʙʦʣʝʝ 32-ʭ ʙʘʡʪ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ 
ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, 
ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYPTOCORE  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-
2001, ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 
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ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʘʨʫ ʢʣʶʯʝʡ ʕʇ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʠ ʟʘʧʠʩʳʚʘʝʪ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʬʘʡʣ ʥʘ 

ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʬʣʘʛ cDSCH ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ. 

ɺ ʢʘʯʝʩʪʚʝ ʤʝʨʳ ʟʘʱʠʪʳ ʦʪ ʢʦʧʠʨʦʚʘʥʠʷ ʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʩʦʟʜʘʝʪʩʷ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʇʘʨʦʣʴ ʩʣʫʯʘʡʥʦ ʚʳʙʠʨʘʝʪʩʷ ʠʟ ʤʥʦʞʝʩʪʚʘ ʩʠʤʚʦʣʦʚ 0-9, a-z, A-Z ʠ ʠʤʝʝʪ ʜʣʠʥʫ 6 ʩʠʤʚʦʣʦʚ, ʠʟ ʢʦʪʦʨʳʭ 5 

ʩʠʤʚʦʣʦʚ - ʩʦʙʩʪʚʝʥʥʦ ʧʘʨʦʣʴ ʠ ʦʜʠʥ ʩʠʤʚʦʣ - ʢʦʥʪʨʦʣʴʥʦʝ ʟʥʘʯʝʥʠʝ (CRC) ʜʣʷ ʚʝʨʠʬʠʢʘʮʠʠ ʚʚʦʜʘ ʧʘʨʦʣʷ. ʇʨʠ 

ʵʪʦʤ ʧʘʨʦʣʴ ʥʝ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʩʠʤʚʦʣʳ: '0', 'O', '1', 'l', 'I', 'B', '8', 'G', ʢʦʪʦʨʳʝ ʣʝʛʢʦ ʧʝʨʝʧʫʪʘʪʴ ʤʝʞʜʫ ʩʦʙʦʡ ʠʟ-ʟʘ 

ʩʭʦʜʥʦʛʦ ʥʘʯʝʨʪʘʥʠʷ. 

ɼʘʥʥʳʡ ʧʘʨʦʣʴ ʜʦʣʞʝʥ ʙʳʪʴ ʦʪʦʙʨʘʞʝʥ ʥʘ ʵʢʨʘʥʝ ʚ ʤʦʤʝʥʪ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ. 

ɽʩʣʠ ʚʣʘʜʝʣʝʮ ʢʣʶʯʝʡ ʩʯʠʪʘʝʪ ʧʘʨʦʣʴ ʩʣʠʰʢʦʤ ʩʣʦʞʥʳʤ ʜʣʷ ʟʘʧʦʤʠʥʘʥʠʷ, ʪʦ ʝʤʫ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʘ 

ʚʦʟʤʦʞʥʦʩʪʴ ʛʝʥʝʨʘʮʠʠ ʥʦʚʦʡ ʧʘʨʳ ʢʣʶʯʝʡ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʥ ʥʝ ʩʦʛʣʘʩʠʪʩʷ ʩ ʧʨʝʜʣʦʞʝʥʥʳʤ ʧʘʨʦʣʝʤ. 

ʇʦʩʣʝ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʛʨʫʞʝʥ ʩ 

ʧʦʤʦʱʴʶ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_read_skey(). 

3.6. ɻʝʥʝʨʘʮʠʷ ʢʣʶʯʝʡ ʕʇ ʩ ʤʘʩʢʦʡ - ʤʘʩʪʝʨ-ʢʣʶʯʦʤ 

int DECL cr_gen_elgkey_mk( H_INIT init_handle, 
const void *masterkey, 
int master_len, 
void *secrkey, 
int *secr_blen, 
H_PKEY *pkey_handle, 
const char *userid, 
void *tm_number, 
int *tmn_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʠʟʚʦʜʠʪ ʛʝʥʝʨʘʮʠʶ ʧʘʨʳ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʭʨʘʥʝʥʠʠ ʟʘʢʨʳʪʦʛʦ 

ʢʣʶʯʘ ʕʇ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʘʩʪʝʨ-ʢʣʶʯ (ʩʤ. cr_ install_masterkey()). ʀʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʨʠ ʨʘʙʦʪʝ ʩ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ/VPN-KEY. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

masterkey in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ "ʫʩʪʘʥʦʚʣʝʥʥʳʡ" ʤʘʩʪʝʨ-ʢʣʶʯ 

master_len in ʨʘʟʤʝʨ ʙʫʬʝʨʘ masterkey 

secrkey out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

secr_blen in/out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʕʇ 

userid in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʢʘʥʯʠʚʘʶʱʠʡʩʷ 

ʥʫʣʝʤ, ʜʣʠʥʦʡ ʥʝ ʙʦʣʝʝ 32-ʭ ʙʘʡʪ 

tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ.  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  
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ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_NOT_SUPPORTED  ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ 
ʠʣʠ ʚ ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ 
ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYPTOCORE  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ 
ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 
(ʥʘʧʨʠʤʝʨ, ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-
2001, ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 



39 
 

 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʘʨʫ ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʠ ʟʘʧʠʩʳʚʘʝʪ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ (ʧʘʨʘʤʝʪʨ secrkey ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ NULL). 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥʳ ʬʣʘʛʠ cDSCH ʠ cGKUZ. 

 ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʠʩʘʥʘ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() 
ʬʣʘʛ cTMDRV ʫʩʪʘʥʦʚʣʝʥ. 

ʇʨʠ ʭʨʘʥʝʥʠʠ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʘʩʪʝʨ-ʢʣʶʯ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦ ʚʳʟʦʚʘ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ 

ʩʦʟʜʘʥ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_masterkey() ʠ ʫʩʪʘʥʦʚʣʝʥ (ʟʘʰʠʬʨʦʚʘʥ ʥʘ ʛʣʘʚʥʦʤ ʢʣʶʯʝ) ʩ ʧʦʤʦʱʴʶ 
ʬʫʥʢʮʠʠ cr_install_masterkey(). 
ɼʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʜʥʦʛʦ ʤʘʩʪʝʨ-ʢʣʶʯʘ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʠʩʪʝʤʳ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ, ʬʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʢʣʶʯ ʠ ʧʨʦʠʟʚʦʜʠʪ 

ʧʦʧʳʪʢʫ ʟʘʧʠʩʘʪʴ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʊʄ. ɽʩʣʠ ʚ ʵʪʦʪ ʤʦʤʝʥʪ ʊʄ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʛʦʪʦʚʦ (ʥʝ ʧʨʠʣʦʞʝʥʦ ʢ 

ʩʯʠʪʳʚʘʪʝʣʶ), ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʦʜ ʦʰʠʙʢʠ ʠ ʬʫʥʢʮʠʶ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ 

ʧʦʚʪʦʨʥʦ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ, ʪʦ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʥʦʤʝʨ 

ʫʩʪʨʦʡʩʪʚʘ. ʅʦʤʝʨ ʊʄ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

ʇʦʩʣʝ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʷʚʥʦ ʟʘʛʨʫʞʝʥ ʚ 

ʥʝʛʦ ʩ ʧʦʤʦʱʴʶ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_load_elgkey_mk(). 
 

3.7. ɻʝʥʝʨʘʮʠʷ ʢʣʶʯʝʡ ʕʇ ʚ ʬʘʡʣ ʩ ʤʘʩʢʦʡ - ʤʘʩʪʝʨ-ʢʣʶʯʦʤ 

int DECL cr_gen_keypair_mk( H_INIT init_handle, 
const void *masterkey, 
int master_len, 
char *ConfidentFilename, 
H_PKEY *pkey_handle, 
const char *userid); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʠʟʚʦʜʠʪ ʛʝʥʝʨʘʮʠʶ ʧʘʨʳ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʭʨʘʥʝʥʠʠ ʟʘʢʨʳʪʦʛʦ 

ʢʣʶʯʘ ʕʇ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʘʩʪʝʨ-ʢʣʶʯ (ʩʤ. cr_ install_masterkey()). 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

masterkey in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ "ʫʩʪʘʥʦʚʣʝʥʥʳʡ" ʤʘʩʪʝʨ-ʢʣʶʯ 

master_len in ʨʘʟʤʝʨ ʙʫʬʝʨʘ masterkey 

ConfidentFilename out ʠʤʷ ʬʘʡʣʘ ʩ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʬʘʡʣ ʜʦʣʞʝʥ 

ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ (USB-ʬʣʝʰ ʜʠʩʢ ʠʣʠ ʜʠʩʢʝʪʘ); 

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ 
ʕʇ 

userid in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʢʘʥʯʠʚʘʶʱʠʡʩʷ 

ʥʫʣʝʤ, ʜʣʠʥʦʡ ʥʝ ʙʦʣʝʝ 32-ʭ ʙʘʡʪ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYPTOCORE  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ 
ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, 
ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-
2001, ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʘʨʫ ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʠ ʟʘʧʠʩʳʚʘʝʪ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ 

ʬʘʡʣ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ. 
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ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥʳ ʬʣʘʛʠ cDSCH ʠ cGKUZ. 

ʇʨʠ ʭʨʘʥʝʥʠʠ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʘʩʪʝʨ-ʢʣʶʯ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦ ʚʳʟʦʚʘ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ 

ʩʦʟʜʘʥ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_masterkey(), ʘ ʟʘʪʝʤ ʫʩʪʘʥʦʚʣʝʥ (ʟʘʰʠʬʨʦʚʘʥ ʥʘ ʛʣʘʚʥʦʤ ʢʣʶʯʝ) ʩ ʧʦʤʦʱʴʶ 
ʬʫʥʢʮʠʠ cr_install_masterkey(). 
ɼʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʜʥʦʛʦ ʤʘʩʪʝʨ-ʢʣʶʯʘ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʠʩʪʝʤʳ. 

ʇʦʩʣʝ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʷʚʥʦ ʟʘʛʨʫʞʝʥ ʚ 

ʥʝʛʦ ʩ ʧʦʤʦʱʴʶ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_read_skey_mk(). 
 

3.8. ɿʘʛʨʫʟʢʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʩ ʧʘʨʦʣʝʤ ʠʣʠ "ʧʨʠʚʷʟʢʦʡ" ʢ ʊʄ 

int DECL cr_load_elgkey( H_INIT init_handle, 
char *password, 
int passblen, 
char *secrkey, 
int secr_blen, 
void *tm_number, 
int *tmn_blen,  
char *userid, 
int *userid_blen, 
H_USER *user_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʩʦʟʜʘʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_elgkey(), ʚ 
ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ. ʀʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʨʠ ʨʘʙʦʪʝ ʩ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ/VPN-KEY. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

password in ʧʨʠ ʯʪʝʥʠʠ ʢʣʶʯʘ ʩ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

passblen in ʧʨʠ ʯʪʝʥʠʠ ʢʣʶʯʘ ʩ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ 0  

secrkey in ʧʨʠ ʯʪʝʥʠʠ ʢʣʶʯʘ ʩ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

secr_blen in ʧʨʠ ʯʪʝʥʠʠ ʢʣʶʯʘ ʩ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ 0 

tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʚʣʘʜʝʣʴʮʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘ 

ʚʳʭʦʜʝ ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ 

user_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_USER, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  
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ERR_NOT_SUPPORTED  ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ ʜʘʥʥʦʤ 
ʠʩʧʦʣʥʝʥʠʠ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ 
ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_READ_MK_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 
34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʩ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ (ʜʠʩʢʝʪʳ ʠʣʠ ʊʄ)  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʟʜʘʥʥʫʶ ʩ ʧʦʤʦʱʴʶ 

ʬʫʥʢʮʠʠ cr_gen_elgkey(), ʬʦʨʤʠʨʫʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ (ʩ ʫʯʝʪʦʤ ʧʘʨʦʣʷ ʠʣʠ ʥʦʤʝʨʘ ʊʄ) ʠ ʟʘʛʨʫʞʘʝʪ ʟʘʢʨʳʪʳʡ 
ʢʣʶʯ ʕʇ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ. ʉʩʳʣʢʘ ʥʘ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʚʦʟʚʨʘʱʘʝʪʩʷ ʯʝʨʝʟ ʧʘʨʘʤʝʪʨ 

user_handle, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʟʘʛʨʫʞʘʪʴ ʚ ʢʦʥʪʝʢʩʪ ʥʝʩʢʦʣʴʢʦ ʟʘʢʨʳʪʳʭ ʢʣʶʯʝʡ. ɺ ʩʣʫʯʘʝ ʦʰʠʙʢʠ ʚ ʧʨʦʮʝʩʩʝ 
ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ, ʧʘʨʘʤʝʪʨ user_handle ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ NULL.  

ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʩʯʠʪʘʥʘ ʠʟ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() 
ʬʣʘʛ cTMDRV ʫʩʪʘʥʦʚʣʝʥ. 

ɽʩʣʠ ʥʦʩʠʪʝʣʝʤ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʫʩʪʨʦʡʩʪʚʦ ʊʄ, ʪʦ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʥʦʤʝʨ ʫʩʪʨʦʡʩʪʚʘ. ʅʦʤʝʨ 

ʊʄ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

ɽʩʣʠ ʚ ʤʦʤʝʥʪ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʛʦʪʦʚʦ (ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʥʝ ʧʨʠʩʦʝʜʠʥʝʥ ʢ ʩʯʠʪʳʚʘʪʝʣʶ ʠʣʠ USB-

ʪʦʢʝʥ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʚ USB-ʧʦʨʪ), ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʦʜ ʦʰʠʙʢʠ ʠ ʬʫʥʢʮʠʶ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ 

ʧʦʚʪʦʨʥʦ. 
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3.9. ɿʘʛʨʫʟʢʘ ʠʟ ʬʘʡʣʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʩ ʧʘʨʦʣʝʤ  

int DECL cr_read_skey( H_INIT init_handle, 
char *password, 
int passblen, 
char *ConfidentFilename, 
char *userid, 
int *userid_blen, 
H_USER *user_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ, ʩʦʟʜʘʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_keypair(), ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

password in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʧʘʨʦʣʴ, ʟʘʱʠʱʘʶʱʠʡ ʜʦʩʪʫʧ 

ʢ ʟʘʢʨʳʪʦʤʫ ʢʣʶʯʫ ʕʇ;  

passblen in ʜʣʠʥʘ ʩʪʨʦʢʠ ʩ ʧʘʨʦʣʝʤ  

ConfidentFilename in ʠʤʷ ʬʘʡʣʘ ʩ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʬʘʡʣ ʜʦʣʞʝʥ 

ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ (USB-ʬʣʝʰ ʜʠʩʢ ʠʣʠ ʜʠʩʢʝʪʘ); 

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʣʘʜʝʣʴʮʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʥʘ ʚʳʭʦʜʝ ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ 

user_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_USER, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ 

ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 
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ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_READ_MK_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 
34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʩ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ (USB-ʬʣʝʰ ʜʠʩʢʘ ʠʣʠ ʜʠʩʢʝʪʳ)  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʟʜʘʥʥʫʶ ʩ 

ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_keypair(), ʬʦʨʤʠʨʫʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ (ʩ ʫʯʝʪʦʤ ʧʘʨʦʣʷ) ʠ ʟʘʛʨʫʞʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ 
ʕʇ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ. ʉʩʳʣʢʘ ʥʘ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʚʦʟʚʨʘʱʘʝʪʩʷ ʯʝʨʝʟ ʧʘʨʘʤʝʪʨ 

user_handle, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʟʘʛʨʫʞʘʪʴ ʚ ʢʦʥʪʝʢʩʪ ʥʝʩʢʦʣʴʢʦ ʟʘʢʨʳʪʳʭ ʢʣʶʯʝʡ. ɺ ʩʣʫʯʘʝ ʦʰʠʙʢʠ ʚ ʧʨʦʮʝʩʩʝ 
ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ, ʧʘʨʘʤʝʪʨ user_handle ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ 0.  

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ. 

 

3.10. ɿʘʛʨʫʟʢʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ 

int DECL cr_load_elgkey_mk(H_INIT init_handle, 
void *masterkey, 
int master_blen, 
char *secrkey, 
int secr_blen, 
void *tm_number, 
int *tmn_blen,  
char *userid, 
int *userid_blen, 
H_USER *user_handle); 

 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩʦʟʜʘʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_elgkey_mk(), ʚ 
ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ. ʀʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʨʠ ʨʘʙʦʪʝ ʩ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ/VPN-KEY. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

master_key in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ "ʫʩʪʘʥʦʚʣʝʥʥʳʡ" ʤʘʩʪʝʨ-ʢʣʶʯ;  

master_blen in ʨʘʟʤʝʨ ʙʫʬʝʨʘ master_key 

secrkey in ʧʨʠ ʯʪʝʥʠʠ ʢʣʶʯʘ ʩ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  
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secr_blen in ʧʨʠ ʯʪʝʥʠʠ ʢʣʶʯʘ ʩ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ 0 

tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʚʣʘʜʝʣʴʮʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘ 

ʚʳʭʦʜʝ ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ 

user_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_USER, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NOT_SUPPORTED  ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ ʜʘʥʥʦʤ 
ʠʩʧʦʣʥʝʥʠʠ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_READ_MK_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 
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ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 
34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ, ʩʦʟʜʘʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_elgkey_mk(), ʚ ʢʦʥʪʝʢʩʪ 
ʙʠʙʣʠʦʪʝʢʠ. ɹʫʬʝʨ master_key ʜʦʣʞʝʥ ʩʦʜʝʨʞʘʪʴ ʤʘʩʪʝʨ-ʢʣʶʯ "ʫʩʪʘʥʦʚʣʝʥʥʳʡ" (ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʛʣʘʚʥʦʤ 

ʢʣʶʯʝ) ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_install_masterkey(). ʉʩʳʣʢʘ ʥʘ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 
ʚʦʟʚʨʘʱʘʝʪʩʷ ʯʝʨʝʟ ʧʘʨʘʤʝʪʨ user_handle, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʟʘʛʨʫʞʘʪʴ ʚ ʢʦʥʪʝʢʩʪ ʥʝʩʢʦʣʴʢʦ ʟʘʢʨʳʪʳʭ ʢʣʶʯʝʡ. ɺ 
ʩʣʫʯʘʝ ʦʰʠʙʢʠ ʚ ʧʨʦʮʝʩʩʝ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ, ʧʘʨʘʤʝʪʨ user_handle ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ NULL. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ, ʦʜʥʘʢʦ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʥʝ ʫʩʪʘʥʦʚʣʝʥʳ ʬʣʘʛʠ cDSCH ʠʣʠ 

cGKUZ, ʩʯʠʪʳʚʘʥʠʝ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩ ʥʦʩʠʪʝʣʷ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ, ʥʦ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ (ʝʩʣʠ 
ʧʘʨʘʤʝʪʨ secrkey ʫʢʘʟʳʚʘʝʪ ʥʘ ʊʄ, ʢʘʢ ʥʘ ʥʦʩʠʪʝʣʴ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ). 

 ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʩʯʠʪʘʥʘ ʠʟ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() 
ʬʣʘʛ cTMDRV ʫʩʪʘʥʦʚʣʝʥ. 

ɽʩʣʠ ʥʦʩʠʪʝʣʝʤ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʫʩʪʨʦʡʩʪʚʦ ʊʄ, ʪʦ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʥʦʤʝʨ ʊʄ. ʅʦʤʝʨ ʊʄ 

ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

ɽʩʣʠ ʚ ʤʦʤʝʥʪ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʛʦʪʦʚʦ (ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʥʝ ʧʨʠʩʦʝʜʠʥʝʥ ʢ ʩʯʠʪʳʚʘʪʝʣʶ ʠʣʠ USB-

ʪʦʢʝʥ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʚ USB-ʧʦʨʪ), ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʦʜ ʦʰʠʙʢʠ ʠ ʬʫʥʢʮʠʶ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ 

ʧʦʚʪʦʨʥʦ. 

 

3.11. ɿʘʛʨʫʟʢʘ ʠʟ ʬʘʡʣʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ 

int DECL cr_read_skey_mk(H_INIT init_handle, 
void *masterkey, 
int master_blen, 
char *ConfidentFilename, 
char *userid, 
int *userid_blen, 
H_USER *user_handle); 

 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩʦʟʜʘʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_keypair_mk(), ʚ 
ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

master_key in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ "ʫʩʪʘʥʦʚʣʝʥʥʳʡ" ʤʘʩʪʝʨ-

ʢʣʶʯ;  

master_blen in ʨʘʟʤʝʨ ʙʫʬʝʨʘ master_key 

ConfidentFilename in ʠʤʷ ʬʘʡʣʘ ʩ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʬʘʡʣ ʜʦʣʞʝʥ 

ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʪʯʫʞʜʘʝʤʦʤ ʥʦʩʠʪʝʣʝ (USB-ʬʣʝʰ ʜʠʩʢ ʠʣʠ ʜʠʩʢʝʪʘ); 

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʣʘʜʝʣʴʮʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʥʘ ʚʳʭʦʜʝ ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ 
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user_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_USER, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʟʘʢʨʳʪʳʡ 

ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ 
ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_READ_MK_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 
34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ, ʩʦʟʜʘʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_keypair_mk(), ʚ ʢʦʥʪʝʢʩʪ 
ʙʠʙʣʠʦʪʝʢʠ. ɹʫʬʝʨ master_key ʜʦʣʞʝʥ ʩʦʜʝʨʞʘʪʴ ʤʘʩʪʝʨ-ʢʣʶʯ "ʫʩʪʘʥʦʚʣʝʥʥʳʡ" (ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʛʣʘʚʥʦʤ 

ʢʣʶʯʝ) ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_install_masterkey(). ʉʩʳʣʢʘ ʥʘ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 
ʚʦʟʚʨʘʱʘʝʪʩʷ ʯʝʨʝʟ ʧʘʨʘʤʝʪʨ user_handle, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʟʘʛʨʫʞʘʪʴ ʚ ʢʦʥʪʝʢʩʪ ʥʝʩʢʦʣʴʢʦ ʟʘʢʨʳʪʳʭ ʢʣʶʯʝʡ. ɺ 

ʩʣʫʯʘʝ ʦʰʠʙʢʠ ʚ ʧʨʦʮʝʩʩʝ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ, ʧʘʨʘʤʝʪʨ user_handle ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ NULL. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ. 
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3.12. ʇʦʣʫʯʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ 

int DECL cr_elgkey_getid(H_INIT init_handle, 
H_USER user_handle, 
char *userid, 
int *userid_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ, ʟʘʛʨʫʞʝʥʥʦʛʦ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ ʩ ʧʦʤʦʱʴʶ 

ʬʫʥʢʮʠʠ cr_load_elgkey() ʠʣʠ cr_load_elgkey_mk(). 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

user_handle in ʜʝʩʢʨʠʧʪʦʨ H_USER, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_load_elgkey() ʠʣʠ 
cr_load_elgkey_mk() ʠ ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ 
ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʩʪʨʦʢʫ, ʯʝʨʝʟ ʢʦʪʦʨʫʶ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʟʘʢʨʳʪʦʛʦ 

ʢʣʶʯʘ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʚʦʟʚʨʘʱʘʝʪʩʷ c ʟʘʢʣʶʯʠʪʝʣʴʥʳʤ ʥʫʣʝʤ) 

userid_blen in/out ʥʘ ʚʭʦʜʝ - ʤʘʢʩʠʤʘʣʴʥʦ ʜʦʩʪʫʧʥʳʡ ʨʘʟʤʝʨ ʩʪʨʦʢʠ; 

ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʳʡ ʨʘʟʤʝʨ ʚʦʟʚʨʘʱʝʥʥʦʡ ʩʪʨʦʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ 
ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʭʘʨʘʢʪʝʨʠʟʫʝʤʦʛʦ ʧʘʨʘʤʝʪʨʦʤ user_handle. 

 

3.13. ɺʳʛʨʫʟʢʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ 

 int DECL cr_elgkey_close(H_INIT init_handle, 
   H_USER user_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʳʛʨʫʞʘʝʪ (ʦʩʚʦʙʦʞʜʘʝʪ ʨʘʥʝʝ ʦʪʚʝʜʝʥʥʫʶ ʧʘʤʷʪʴ ʠ ʟʘʪʠʨʘʝʪ  ʠʥʬʦʨʤʘʮʠʶ ʚ ʧʘʤʷʪʠ) ʟʘʢʨʳʪʳʡ ʢʣʶʯ 

ʕʇ, ʟʘʛʨʫʞʝʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_load_elgkey(),  cr_load_elgkey_mk(), cr_read_skey() ʠʣʠ 
cr_read_skey_mk() ʠʟ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ. ɽʩʣʠ ʜʘʣʝʝ ʧʳʪʘʪʴʩʷ ʧʦʣʴʟʦʚʘʪʴʩʷ ʚʳʛʨʫʞʝʥʥʳʤ ʢʣʶʯʦʤ, ʚ 

ʬʫʥʢʮʠʷʭ ʧʦʜʧʠʩʠ ʧʨʦʠʩʭʦʜʠʪ ʦʰʠʙʢʘ ERR_BAD_HANDLE. 
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ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

user_handle in ʜʝʩʢʨʠʧʪʦʨ H_USER, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_load_elgkey() ʠʣʠ 
cr_load_elgkey_mk() ʠ ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ 
ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʳʛʨʫʞʘʝʪ ʠʟ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʭʘʨʘʢʪʝʨʠʟʫʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨʦʤ 

user_handle. 

 

3.14. ɻʝʥʝʨʘʮʠʷ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

int DECL cr_gen_pubkey( H_INIT init_handle, 
H_USER user_handle, 
H_PKEY *pkey_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʥʘ ʦʩʥʦʚʝ ʟʘʛʨʫʞʝʥʥʦʛʦ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ. 

 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 
user_handle in ʜʝʩʢʨʠʧʪʦʨ H_USER, ʩ ʟʘʛʨʫʞʝʥʥʳʤ ʟʘʢʨʳʪʳʤ ʢʣʶʯʦʤ. 
pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 
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ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_CRYPTOC
ORE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 
34.10-2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʘʢʨʳʪʦʤʫ ʢʣʶʯʫ ʠ ʚʦʟʚʨʘʱʘʝʪ ʝʛʦ ʜʝʩʢʨʠʧʪʦʨ. 

 

3.15. ɻʝʥʝʨʘʮʠʷ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

int DECL cr_gen_gk( H_INIT init_handle, 
char *password, 
void *gkbuf, 
int *gkblen 
void *tm_number, 
int *tmn_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʥʦʚʳʡ ɻʣʘʚʥʳʡ ʢʣʶʯ (GK). 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 
password in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ɻʣʘʚʥʦʤʫ ʢʣʶʯʫ;

 ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʟʘʜʘʣ ʧʘʨʦʣʴ, ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ 

"\0" ("ʧʫʩʪʘʷ" ʩʪʨʦʢʘ) 
gkbuf out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʧʘʨʦʣʝ ɻʣʘʚʥʳʡ 

ʢʣʶʯ  

ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʦʧʨʝʜʝʣʷʝʪ ʥʦʩʠʪʝʣʴ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ: 

¶ ʝʩʣʠ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʫʢʘʟʳʚʘʝʪ ʥʘ ʢʘʢʦʡ-ʣʠʙʦ ʙʫʬʝʨ (ʠʤʝʝʪ ʥʝʥʫʣʝʚʦʝ 

ʟʥʘʯʝʥʠʝ), ʪʦ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʬʘʡʣ (ʜʠʩʢʝʪʘ); 

¶ ʝʩʣʠ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ NULL, ʪʦ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ 
ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ; 

 

gkblen in/out ʝʩʣʠ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʬʘʡʣ (ʜʠʩʢʝʪʘ), ʧʘʨʘʤʝʪʨ ʥʘ ʚʭʦʜʝ 
ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ gkbuf, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʫʶ 

ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ gkbuf  

ʝʩʣʠ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʧʘʨʘʤʝʪʨ 

ʠʛʥʦʨʠʨʫʝʪʩ ̫
tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ.  

ʝʩʣʠ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʬʘʡʣ (ʜʠʩʢʝʪʘ), ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ 

ʠʛʥʦʨʠʨʫʝʪʩʷ 
tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number  

ʝʩʣʠ ʥʦʩʠʪʝʣʝʤ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʬʘʡʣ (ʜʠʩʢʝʪʘ), ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ 

ʠʛʥʦʨʠʨʫʝʪʩʷ 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TM
DRV 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GK
UZ 

 ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ ʥʘʞʘʪ 
ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_TMDRV_NOT_F
OUND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_NO_TM_ATTACH
ED 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʥʦʚʳʡ ɻʣʘʚʥʳʡ ʢʣʶʯ, ʰʠʬʨʫʝʪ ʝʛʦ ʥʘ ʧʘʨʦʣʝ, ʚʚʝʜʝʥʥʦʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 

ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ gkbuf ʟʘʧʠʩʳʚʘʝʪ ʝʛʦ ʣʠʙʦ ʚ ʬʘʡʣ (ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʭʨʘʥʝʥʠʷ ʥʘ ʢʣʶʯʝʚʦʡ ʜʠʩʢʝʪʝ), ʣʠʙʦ 
ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʬʣʘʛ cDSCH ʫʩʪʘʥʦʚʣʝʥ. 

ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʠʩʘʥʘ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʬʣʘʛ 
cTMDRV ʫʩʪʘʥʦʚʣʝʥ. 

ʇʘʨʦʣʴ, ʥʘ ʢʦʪʦʨʦʤ ʰʠʬʨʫʝʪʩʷ ɻʣʘʚʥʳʡ ʢʣʶʯ, ʜʦʣʞʝʥ ʙʳʪʴ ʚʚʝʜʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʜʦ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ (ʧʘʨʘʤʝʪʨ gkbuf ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ NULL), 

ʬʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʥʦʤʝʨ ʊʄ ʠ ʧʨʦʠʟʚʦʜʠʪ ʧʦʧʳʪʢʫ ʟʘʧʠʩʘʪʴ ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʊʄ. ɽʩʣʠ ʚ ʤʦʤʝʥʪ ʚʳʟʦʚʘ 

ʬʫʥʢʮʠʠ ʊʄ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʛʦʪʦʚʦ (ʥʝ ʧʨʠʣʦʞʝʥʦ ʢ ʩʯʠʪʳʚʘʪʝʣʶ), ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʦʜ ʦʰʠʙʢʠ ʠ 

ʬʫʥʢʮʠʶ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ ʧʦʚʪʦʨʥʦ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ, ʪʦ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʥʦʤʝʨ 

ʫʩʪʨʦʡʩʪʚʘ. ʅʦʤʝʨ ʊʄ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

ʇʦʩʣʝ ʛʝʥʝʨʘʮʠʠ ʥʦʚʳʡ ɻʣʘʚʥʳʡ ʢʣʶʯ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ, ʜʣʷ ʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʙʠʙʣʠʦʪʝʢʘ 

ʜʦʣʞʥʘ ʙʳʪʴ ʜʝʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_uninit() ʠ ʧʦʚʪʦʨʥʦ ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʩ ʧʦʤʦʱʴʶ 
ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init(), ʧʨʠ ʵʪʦʤ ʜʦʣʞʝʥ ʙʳʪʴ ʚʚʝʜʝʥ ʥʦʚʳʡ ɻʣʘʚʥʳʡ ʢʣʶʯ. 

3.16. ʂʦʧʠʨʦʚʘʥʠʝ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ ʚ ʊʄ 

int DECL cr_gk_copy_tm( H_INIT init_handle, 
void *gkbuf, 
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int *gkblen 
char *tm_number, 
int *tmn_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʢʦʧʠʨʫʝʪ ɻʣʘʚʥʳʡ ʢʣʶʯ ʠʟ ʙʫʬʝʨʘ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ.  

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 
 

gkbuf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ (ʚʦʟʤʦʞʥʦ, ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʧʘʨʦʣʝ) 

ʛʣʘʚʥʳʡ ʢʣʶʯ.  

 

gkblen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ gkbuf, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʫʶ 

ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ gkbuf 
 

tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ 

 

tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number 
 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ 
ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_TMDRV_NOT_FOU
ND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_NO_TM_ATTACHE
D 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʂʦʧʠʨʫʝʪ ɻʂ ʠʟ ʙʫʬʝʨʘ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ. ɺ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʪʘʢʞʝ ʟʘʧʠʩʳʚʘʶʪʩʷ ʋʟʣʳ ʟʘʤʝʥʳ. ʋʟʣʳ 

ʟʘʤʝʥʳ ʙʝʨʫʪʩʷ ʪʝ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʛʨʫʞʝʥʳ ʚ ʧʘʤʷʪʴ ʧʨʠ ʚʳʟʦʚʝ cr_init(). ɽʩʣʠ ɻʂ ʙʳʣ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʪʦ ɻʂ 
ʥʘ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ ʪʘʢʞʝ ʙʫʜʝʪ ʟʘʱʠʱʝʥ ʪʝʤ ʞʝ ʧʘʨʦʣʝʤ. 
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3.17. ʈʘʩʰʠʨʝʥʥʘʷ ʛʝʥʝʨʘʮʠʷ ʢʣʶʯʝʡ ʕʇ ʩ ʧʘʨʦʣʝʤ ʠʣʠ ñʧʨʠʚʷʟʢʦʡò ʢ ʊʄ 

int DECL cr_gen_elgkey_ext( H_INIT init_handle, 
const char *userid, 
char *password, 
int *pass_blen, 
void *secrkey, 
int *secr_blen, 
int mode, 
H_PKEY *pkey_handle,  
void *tm_number, 
int *tmn_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʦʩʥʦʚʥʫʶ ʠʣʠ ʨʝʟʝʨʚʥʫʶ ʧʘʨʫ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʢʣʶʯʝʡ ʕʇ. ʀʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʨʠ 

ʨʘʙʦʪʝ ʩ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ/VPN-KEY. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 
userid in ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʜʣʠʥʦʡ ʥʝ ʙʦʣʝʝ 32-ʭ ʙʘʡʪ 
password out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

pass_blen in/out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

secrkey out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  
secr_blen in/out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  
mode in ʧʘʨʘʤʝʪʨ ʦʧʨʝʜʝʣʷʝʪ, ʢʘʢʘʷ ʧʘʨʘ ʢʣʶʯʝʡ (ʦʩʥʦʚʥʘʷ ʠʣʠ ʨʝʟʝʨʚʥʘʷ) ʩʦʟʜʘʝʪʩʷ  

¶ ʝʩʣʠ ʧʘʨʘʤʝʪʨ secrkey ʧʨʠʥʠʤʘʝʪ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ (ʥʦʩʠʪʝʣʝʤ  ʢʣʶʯʝʚʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ) ʠ ʧʘʨʘʤʝʪʨ mode ʫʩʪʘʥʦʚʣʝʥ ʚ 

0, ʬʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʛʦ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʥʘ ʤʝʩʪʦ ʦʩʥʦʚʥʦʛʦ ʢʣʶʯʘ ʕʇ; 

¶ ʝʩʣʠ ʧʘʨʘʤʝʪʨ secrkey ʧʨʠʥʠʤʘʝʪ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ (ʥʦʩʠʪʝʣʝʤ  ʢʣʶʯʝʚʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ) ʠ ʧʘʨʘʤʝʪʨ mode ʫʩʪʘʥʦʚʣʝʥ ʚ 

1, ʬʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʛʦ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʥʘ ʤʝʩʪʦ ʨʝʟʝʨʚʥʦʛʦ ʢʣʶʯʘ ʕʇ; 

 

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʕʇ 
tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ.  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  
tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NOT_SUPPORTE
D 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ 
ʚ ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  
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ERR_NOT_USED_TMD
RV 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKU
Z 

 ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ 
ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, 
ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_TMDRV_NOT_FO
UND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYPTOCO
RE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_NO_TM_ATTACH
ED 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʘʨʫ ʢʣʶʯʝʡ ʕʇ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʠ ʟʘʧʠʩʳʚʘʝʪ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ 

ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʣʠʙʦ ʚ ʫʩʪʨʦʡʩʪʚʦ VPN-Key. ɺ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʣʠ VPN-Key ʢʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ mode ʟʘʧʠʩʳʚʘʝʪʩʷ ʥʘ ʤʝʩʪʦ ʦʩʥʦʚʥʦʛʦ ʠʣʠ ʨʝʟʝʨʚʥʦʛʦ ʢʣʶʯʘ ʕʇ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʬʣʘʛ cDSCH ʫʩʪʘʥʦʚʣʝʥ. 

 ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʠʩʘʥʘ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() 
ʬʣʘʛ cTMDRV ʫʩʪʘʥʦʚʣʝʥ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ/VPN-Key (ʧʘʨʘʤʝʪʨ secrkey ʠʤʝʝʪ 

ʟʥʘʯʝʥʠʝ NULL), ʬʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʥʦʤʝʨ ʊʄ/VPN-Key, ʩʦʟʜʘʝʪ ʩ ʫʯʝʪʦʤ ʥʦʤʝʨʘ ʢʣʶʯ ʠ ʧʨʦʠʟʚʦʜʠʪ ʧʦʧʳʪʢʫ 

ʟʘʧʠʩʘʪʴ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʊʄ/VPN-Key. ɽʩʣʠ ʚ ʤʦʤʝʥʪ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ ʊʄ/VPN-Key ʫʩʪʨʦʡʩʪʚʦ ʥʝ 

ʛʦʪʦʚʦ (ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʥʝ ʧʨʠʩʦʝʜʠʥʝʥ ʢ ʩʯʠʪʳʚʘʪʝʣʶ ʠʣʠ USB-ʪʦʢʝʥ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʚ USB-ʧʦʨʪ), 

ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʦʜ ʦʰʠʙʢʠ ʠ ʬʫʥʢʮʠʶ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ ʧʦʚʪʦʨʥʦ. ɽʩʣʠ 

ʧʘʨʘʤʝʪʨ mode ʫʩʪʘʥʦʚʣʝʥ ʚ 0, ʢʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʫʩʪʨʦʡʩʪʚʦ ʊʄ/VPN-Key ʥʘ ʤʝʩʪʦ ʦʩʥʦʚʥʦʛʦ 
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ʢʣʶʯʘ ʕʇ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ mode ʫʩʪʘʥʦʚʣʝʥ ʚ 1, ʢʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʫʩʪʨʦʡʩʪʚʦ ʥʘ ʤʝʩʪʦ 

ʨʝʟʝʨʚʥʦʛʦ ʢʣʶʯʘ ʕʇ. 

ɽʩʣʠ ʧʘʨʘʤʝʪʨ secrkey ʧʨʠʥʠʤʘʝʪ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʠ ʧʘʨʘʤʝʪʨ mode ʫʩʪʘʥʦʚʣʝʥ ʚ 0, ʜʝʡʩʪʚʠʝ ʬʫʥʢʮʠʠ 

cr_gen_elgkey_ext() ʘʥʘʣʦʛʠʯʥʦ ʜʝʡʩʪʚʠʶ ʬʫʥʢʮʠʠ cr_gen_elgkey(). 
ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ, ʪʦ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʥʦʤʝʨ 

ʫʩʪʨʦʡʩʪʚʘ. ʅʦʤʝʨ ʊʄ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

ʇʦʩʣʝ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʷʚʥʦ ʚ ʥʝʛʦ 

ʟʘʛʨʫʞʝʥ. ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩ ʜʠʩʢʝʪʳ, ʘ ʪʘʢʞʝ ʦʩʥʦʚʥʦʡ ʢʣʶʯ ʕʇ ʩ ʫʩʪʨʦʡʩʪʚʘ ʊʄ ʜʦʣʞʥʳ ʙʳʪʴ ʷʚʥʦ 

ʟʘʛʨʫʞʝʥʳ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ ʩ ʧʦʤʦʱʴʶ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ "ɿʘʛʨʫʟʢʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ". 

ʈʝʟʝʨʚʥʳʡ ʢʣʶʯ ʕʇ ʩ ʫʩʪʨʦʡʩʪʚʘ ʊʄ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʧʝʨʝʤʝʱʝʥ ʥʘ ʤʝʩʪʦ ʦʩʥʦʚʥʦʛʦ ʢʣʶʯʘ ʩ 

ʧʦʤʦʱʴʶ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ "ɿʘʤʝʥʠʪʴ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ", ʘ ʟʘʪʝʤ ʟʘʛʨʫʞʝʥ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ ʩ ʧʦʤʦʱʴʶ 

ʬʫʥʢʮʠʠ" ɿʘʛʨʫʟʢʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 

 

3.18. ʈʘʩʰʠʨʝʥʥʘʷ ʛʝʥʝʨʘʮʠʷ ʢʣʶʯʝʡ ʕʇ ʩ ʤʘʩʢʦʡ  - ʤʘʩʪʝʨ-ʢʣʶʯʦʤ 

int DECL cr_gen_elgkey_mk_ext(H_INIT init_handle, 
const char *userid, 
const void *masterkey, 
int master_len, 
void *secrkey, 
int *secr_blen, 
int mode, 
H_PKEY *pkey_handle, 
void *tm_number, 
int *tmn_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʠʟʚʦʜʠʪ ʛʝʥʝʨʘʮʠʶ ʦʩʥʦʚʥʦʡ ʠʣʠ ʨʝʟʝʨʚʥʦʡ ʧʘʨʳ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠ ʭʨʘʥʝʥʠʠ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʘʩʪʝʨ-ʢʣʶʯ. ʀʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʨʠ ʨʘʙʦʪʝ ʩ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ/VPN-KEY. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 
userid in ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʜʣʠʥʦʡ ʥʝ ʙʦʣʝʝ 32-ʭ ʙʘʡʪ 
masterkey in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʤʘʩʪʝʨ-ʢʣʶʯ 
master_len in ʨʘʟʤʝʨ ʙʫʬʝʨʘ masterkey 
secrkey out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

secr_blen in/out ʧʨʠ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʘ ʥʘ ʊʄ/VPN-Key ʫʩʪʘʥʦʚʠʪʝ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʚ NULL  

mode in ʧʘʨʘʤʝʪʨ ʦʧʨʝʜʝʣʷʝʪ, ʢʘʢʘʷ ʧʘʨʘ ʢʣʶʯʝʡ (ʦʩʥʦʚʥʘʷ ʠʣʠ ʨʝʟʝʨʚʥʘʷ) ʩʦʟʜʘʝʪʩʷ  

¶ ʝʩʣʠ ʧʘʨʘʤʝʪʨ secrkey ʧʨʠʥʠʤʘʝʪ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ (ʥʦʩʠʪʝʣʝʤ  ʢʣʶʯʝʚʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ) ʠ ʧʘʨʘʤʝʪʨ mode 

ʫʩʪʘʥʦʚʣʝʥ ʚ 0, ʬʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʛʦ ʚ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʥʘ ʤʝʩʪʦ ʦʩʥʦʚʥʦʛʦ ʢʣʶʯʘ ʕʇ; 

¶ ʝʩʣʠ ʧʘʨʘʤʝʪʨ secrkey ʧʨʠʥʠʤʘʝʪ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ (ʥʦʩʠʪʝʣʝʤ  

ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʷʚʣʷʝʪʩʷ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ) ʠ ʧʘʨʘʤʝʪʨ mode 

ʫʩʪʘʥʦʚʣʝʥ ʚ 1, ʬʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʛʦ ʚ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʥʘ ʤʝʩʪʦ ʨʝʟʝʨʚʥʦʛʦ ʢʣʶʯʘ ʕʇ; 

 

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʕʇ 
tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ.  

ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  
tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number  
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ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʥʫʞʝʥ, ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL  

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NOT_SUPPOR
TED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ 
ʚ ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_NOT_USED_T
MDRV 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_G
KUZ 

 ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_TMDRV_NOT_F
OUND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYPTO
CORE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_NOT_USED_DS
CH 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ 
ʨʘʥʝʝ 

ERR_LOAD_GRN_DL
L 

 ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, 
ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_NO_TM_ATTAC
HED 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTE
D_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 
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ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʧʘʨʫ ʢʣʶʯʝʡ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ) ʠ ʟʘʧʠʩʳʚʘʝʪ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ. ɺ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʥʘʯʝʥʠʷ 

ʧʘʨʘʤʝʪʨʘ mode ʟʘʧʠʩʳʚʘʝʪʩʷ ʥʘ ʤʝʩʪʦ ʦʩʥʦʚʥʦʛʦ ʠʣʠ ʨʝʟʝʨʚʥʦʛʦ ʢʣʶʯʘ ʕʇ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥʳ ʬʣʘʛʠ cDSCH ʠ cGKUZ. 

 ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʠʩʘʥʘ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() 
ʬʣʘʛ cTMDRV ʫʩʪʘʥʦʚʣʝʥ. 

ʇʨʠ ʭʨʘʥʝʥʠʠ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʘʩʪʝʨ-ʢʣʶʯ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʩʦʟʜʘʥ ʜʦ ʚʳʟʦʚʘ ʜʘʥʥʦʡ 

ʬʫʥʢʮʠʠ. 

ɼʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʜʥʦʛʦ ʤʘʩʪʝʨ-ʢʣʶʯʘ ʜʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʠʩʪʝʤʳ. 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ (ʧʘʨʘʤʝʪʨ secrkey ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ 

NULL), ʬʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʢʣʶʯ ʠ ʧʨʦʠʟʚʦʜʠʪ ʧʦʧʳʪʢʫ ʟʘʧʠʩʘʪʴ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʊʄ. ɽʩʣʠ ʚ ʵʪʦʪ ʤʦʤʝʥʪ 
ʊʄ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʛʦʪʦʚʦ (ʥʝ ʧʨʠʣʦʞʝʥʦ ʢ ʩʯʠʪʳʚʘʪʝʣʶ), ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʦʜ ʦʰʠʙʢʠ ʠ ʬʫʥʢʮʠʶ 

ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ ʧʦʚʪʦʨʥʦ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ mode ʫʩʪʘʥʦʚʣʝʥ ʚ 0, ʢʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʫʩʪʨʦʡʩʪʚʦ ʊʄ ʥʘ ʤʝʩʪʦ ʦʩʥʦʚʥʦʛʦ ʢʣʶʯʘ ʕʇ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ mode ʫʩʪʘʥʦʚʣʝʥ ʚ 1, ʢʣʶʯʝʚʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʫʩʪʨʦʡʩʪʚʦ ʊʄ ʥʘ ʤʝʩʪʦ ʨʝʟʝʨʚʥʦʛʦ ʢʣʶʯʘ ʕʇ. 

ɽʩʣʠ ʧʘʨʘʤʝʪʨ secrkey ʧʨʠʥʠʤʘʝʪ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʠ ʧʘʨʘʤʝʪʨ mode ʫʩʪʘʥʦʚʣʝʥ ʚ 0, ʜʝʡʩʪʚʠʝ ʬʫʥʢʮʠʠ 

cr_gen_elgkey_mk_ext() ʘʥʘʣʦʛʠʯʥʦ ʜʝʡʩʪʚʠʶ ʬʫʥʢʮʠʠ cr_gen_elgkey_mk(). 
ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʩʠʪʝʣʷ  ʢʣʶʯʝʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʳʙʨʘʥʦ ʫʩʪʨʦʡʩʪʚʦ ʊʄ, ʪʦ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʥʦʤʝʨ 

ʫʩʪʨʦʡʩʪʚʘ. ʅʦʤʝʨ ʊʄ ʫʩʪʨʦʡʩʪʚʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

ʇʦʩʣʝ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʷʚʥʦ ʚ ʥʝʛʦ 

ʟʘʛʨʫʞʝʥ. ʂʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩ ʜʠʩʢʝʪʳ, ʘ ʪʘʢʞʝ ʦʩʥʦʚʥʦʡ ʢʣʶʯ ʕʇ ʩ ʫʩʪʨʦʡʩʪʚʘ ʊʄ ʜʦʣʞʥʳ ʙʳʪʴ ʷʚʥʦ 

ʟʘʛʨʫʞʝʥʳ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ ʩ ʧʦʤʦʱʴʶ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ "ɿʘʛʨʫʟʢʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ". 

ʈʝʟʝʨʚʥʳʡ ʢʣʶʯ ʕʇ ʩ ʫʩʪʨʦʡʩʪʚʘ ʊʄ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʧʝʨʝʤʝʱʝʥ ʥʘ ʤʝʩʪʦ ʦʩʥʦʚʥʦʛʦ ʢʣʶʯʘ ʩ 

ʧʦʤʦʱʴʶ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ "ɿʘʤʝʥʠʪʴ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ", ʘ ʟʘʪʝʤ ʟʘʛʨʫʞʝʥ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ ʩ ʧʦʤʦʱʴʶ 

ʬʫʥʢʮʠʠ" ɿʘʛʨʫʟʢʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ ". 

 

3.19. ɿʘʤʝʥʘ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ ʩ ʧʘʨʦʣʝʤ ʠʣʠ ñʧʨʠʚʷʟʢʦʡò ʢ ʊʄ 

int DECL cr_change_elgkey(H_INIT init_handle, 
void *tm_number, 
int *tmn_blen,  
char *userid, 
int *userid_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʚʦʜʠʪ ʚ ʜʝʡʩʪʚʠʝ ʭʨʘʥʷʱʠʡʩʷ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʊʄ ʨʝʟʝʨʚʥʳʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ, 

ʩʦʟʜʘʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_elgkey_ext(), ʠʣʠ ʨʝʟʝʨʚʥʳʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ ʇʦʣʴʟʦʚʘʪʝʣʷ, ʩʦʟʜʘʥʥʳʡ 

ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_gen_elgkey_mk_ext(). 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 
tm_number out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʦʤʝʨ ʊʄ 
tmn_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number, ʥʘ ʚʳʭʦʜʝ - 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ tm_number 
userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ï 

ʚʣʘʜʝʣʴʮʘ ʨʝʟʝʨʚʥʦʛʦ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʕʇ 
userid_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘ 

ʚʳʭʦʜʝ ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ 
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ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ 
ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʩ ʫʩʪʨʦʡʩʪʚʘ ʊʄ ʨʝʟʝʨʚʥʫʶ  ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʟʜʘʥʥʫʶ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ 

cr_gen_elgkey_ext() ʠʣʠ ʬʫʥʢʮʠʠ cr_gen_elgkey_mk_ext(), ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʝ ʚ ʵʪʦ ʞʝ ʫʩʪʨʦʡʩʪʚʦ ʊʄ ʥʘ ʤʝʩʪʦ, 
ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʭʨʘʥʝʥʠʷ ʦʩʥʦʚʥʦʛʦ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ.  

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʬʣʘʛ cTMDRV ʠʣʠ cVPNKEY ʫʩʪʘʥʦʚʣʝʥ. 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʚʣʘʜʝʣʴʮʘ ʨʝʟʝʨʚʥʦʛʦ ʢʣʶʯʘ ʠ ʥʦʤʝʨ ʊʄ ʫʩʪʨʦʡʩʪʚʘ. ʅʦʤʝʨ ʊʄ ʫʩʪʨʦʡʩʪʚʘ 

ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʶʯʝʚʦʛʦ ʥʦʩʠʪʝʣʷ. 

 

 

3.20. ʉʦʟʜʘʥʠʝ ʚʨʝʤʝʥʥʦʛʦ ʟʘʢʨʳʪʦʛʦ ʠ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʕʇ  

int DECL cr_gen_onetime_keypair (H_INIT init_handle, 
H_USER *user_handle, 
H_PKEY *pkey_handle, 
char *userid); 

 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʚʨʝʤʝʥʥʳʡ ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯʠ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʟʘʛʨʫʞʘʝʪ ʠʭ ʚ ʢʦʥʪʝʢʩʪ 

ʙʠʙʣʠʦʪʝʢʠ. ʇʫʙʣʠʯʥʳʡ ʢʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʵʢʩʧʦʨʪʠʨʦʚʘʥ ʧʨʠ ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_pkey_getinfo(), ʩʝʢʨʝʪʥʳʡ 
ʢʣʶʯ ʥʝ ʵʢʩʧʦʨʪʠʨʫʝʪʩʷ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʫʜʘʣʝʥ ʚ ʢʦʥʮʝ ʩʝʘʥʩʘ ʨʘʙʦʪʳ. 

 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 
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user_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_USER, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ 

ʧʦʣʴʟʦʚʘʪʝʣʷ 

userid in ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʥʝ ʙʦʣʝʝ 32ʭ ʩʠʤʚʦʣʦʚ) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ 
ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_CRYPTOCORE  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ ʥʘʞʘʪ 
ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALG
ORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 
34.10-2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_READ_MK_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 
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ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʚʨʝʤʝʥʥʳʡ ʟʘʢʨʳʪʳʡ ʠ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯʠ ʕʇ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʟʘʛʨʫʞʘʝʪ ʠʭ ʚ ʢʦʥʪʝʢʩʪ 

ʙʠʙʣʠʦʪʝʢʠ. ʇʦʩʣʝ ʦʢʦʥʯʘʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʣʝʜʫʝʪ ʟʘʢʨʳʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʝʩʢʨʠʧʪʦʨʳ ʩ ʧʦʤʦʱʴʶ 

cr_elgkey_close ʠ cr_pkey_close. 

4 ˡ̗̔̎̋̉̉ ̜̑́̂̏̓ ̒̏ ̘̒̐̑́̃̏̎̉̋̏̍ ̘̜̖̐̔̂̌̉̎ ̟̘̋̌̆̊ ˪˜ 
 

ʂʦʤʤʝʥʪʘʨʠʡ ʢ ʧʫʙʣʠʯʥʦʤʫ ʢʣʶʯʫ - ʵʪʦ ʥʝʢʦʪʦʨʘʷ ʩʪʨʫʢʪʫʨʘ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʜʣʷ 

ʢʘʞʜʦʛʦ ʢʣʶʯʘ ʠ ʢʦʪʦʨʘʷ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʙʘʟʝ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʥʘʨʷʜʫ ʩ ʙʠʥʘʨʥʦʡ ʟʘʧʠʩʴʶ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʠ 

ʝʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ. ʈʘʟʤʝʨ ʢʦʤʤʝʥʪʘʨʠʷ ʟʘʜʘʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ʙʘʟʳ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ 

ʠʟʤʝʥʝʥ ʚ ʧʦʩʣʝʜʫʶʱʝʤ. 

4.1. ʆʪʢʨʳʪʠʝ ʩʧʨʘʚʦʯʥʠʢʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

int DECL cr_pkbase_open( const char *pk_file, 
int com_blen, 
int flag_modify, 
H_PKBASE *pkbase_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʦʪʢʨʳʚʘʝʪ ʬʘʡʣ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʠ ʚʦʟʚʨʘʱʘʝʪ ʜʝʩʢʨʠʧʪʦʨ 

H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʜʘʥʥʳʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. 

ʇʘʨʘʤʝʪʨʳ:  

pk_file in ʠʤʷ ʬʘʡʣʘ ʩʧʨʘʚʦʯʥʠʢʘ 

com_blen in ʨʘʟʤʝʨ ʧʦʣʷ, ʚ ʢʦʪʦʨʦʤ ʭʨʘʥʠʪʩʷ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʧʫʙʣʠʯʥʦʤʫ ʢʣʶʯʫ 

flag_modify in ʨʘʚʝʥ 1, ʝʩʣʠ ʙʘʟʘ ʢʣʶʯʝʡ ʙʫʜʝʪ ʚ ʧʦʩʣʝʜʫʶʱʝʤ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴʩʷ 

pkbase_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ 

ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_PUB  ʌʘʡʣʘ ɹʆʂ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʦʪʢʨʳʪ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 
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ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʧʫʩʢʘʝʪʩʷ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʨʘʙʦʪʳ ʩ ʜʘʥʥʳʤ ʩʧʨʘʚʦʯʥʠʢʦʤ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ 

ʚʩʝʛʜʘ. 

ʏʝʨʝʟ ʧʘʨʘʤʝʪʨ pkbase_handle ʚʦʟʚʨʘʱʘʝʪʩʷ ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ 
ʢʣʶʯʝʡ, ʢʦʪʦʨʳʡ ʜʘʣʝʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʬʫʥʢʮʠʷʭ ʨʘʙʦʪʳ ʩʦ ʩʧʨʘʚʦʯʥʠʢʦʤ. 

ɺ ʦʜʥʦʤ ʧʨʠʣʦʞʝʥʠʠ ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʪʢʨʳʪʦ ʥʝʩʢʦʣʴʢʦ ʨʘʟʥʳʭ 

ʩʧʨʘʚʦʯʥʠʢʦʚ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. ʊʘʢʞʝ ʥʝʩʢʦʣʴʢʦ ʨʘʟʣʠʯʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʦʜʥʦʚʨʝʤʝʥʥʦ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʥʝʩʢʦʣʴʢʦ ʩʧʨʘʚʦʯʥʠʢʦʚ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. 

ʂʦʤʤʝʥʪʘʨʠʠ ʵʪʦ ʥʝʢʦʪʦʨʘʷ ʩʪʨʫʢʪʫʨʘ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʜʣʷ ʢʘʞʜʦʛʦ ʢʣʶʯʘ ʠ 

ʢʦʪʦʨʘʷ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʙʘʟʝ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʥʘʨʷʜʫ ʩ ʙʠʥʘʨʥʦʡ ʟʘʧʠʩʴʶ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʠ ʝʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ. ʈʘʟʤʝʨ ʢʦʤʤʝʥʪʘʨʠʷ ʟʘʜʘʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ʙʘʟʳ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ 

ʚ ʧʦʩʣʝʜʫʶʱʝʤ. 

ɽʩʣʠ ʙʘʟʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʙʫʜʝʪ ʚ ʧʦʩʣʝʜʫʶʱʝʤ ʤʦʜʠʬʠʮʠʨʦʚʘʥʘ ʧʦʩʨʝʜʩʪʚʦʤ ʬʫʥʢʮʠʡ cr_pkbase_add() 
cr_pkbase_remove() ʠ ʜʨ. ʪʦʛʜʘ ʩʣʝʜʫʝʪ ʟʘʜʘʪʴ ʧʘʨʘʤʝʪʨ flag_modify ʨʘʚʥʳʤ 1. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʠʩʭʦʜʥʘʷ ʙʘʟʘ ʙʫʜʝʪ 

ʦʪʢʦʧʠʨʦʚʘʥʘ ʚʦ ʚʨʝʤʝʥʥʫʶ ʜʠʨʝʢʪʦʨʠʶ, ʠ ʧʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚ ʥʝʡ ʙʫʜʫʪ ʩʜʝʣʘʥʳ ʠʟʤʝʥʝʥʠʷ, ʙʘʟʘ ʩ ʧʦʤʦʱʴʶ 

ʬʫʥʢʮʠʠ cr_pkbase_save() ʙʫʜʝʪ ʦʪʢʦʧʠʨʦʚʘʥʘ ʠʟ ʚʨʝʤʝʥʥʦʡ ʜʠʨʝʢʪʦʨʠʠ ʠ ʩʦʭʨʘʥʝʥʘ ʧʦʜ ʠʤʝʥʝʤ pk_file. 
 

4.2.  ʈʘʩʰʠʨʝʥʥʦʝ ʦʪʢʨʳʪʠʝ ʩʧʨʘʚʦʯʥʠʢʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

int DECL cr_pkbase_load(H_INIT init_handle, 
const char *pk_file, 
int com_blen, 
int flag_modify, 
H_PKBASE *pkbase_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʦʪʢʨʳʚʘʝʪ ʬʘʡʣ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʠ ʚʦʟʚʨʘʱʘʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ 

ʜʝʩʢʨʠʧʪʦʨ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʜʘʥʥʳʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. ʗʚʣʷʝʪʩʷ ʨʘʩʰʠʨʝʥʥʦʡ ʚʝʨʩʠʝʡ ʬʫʥʢʮʠʠ 
cr_pkbase_open(). 

ʇʘʨʘʤʝʪʨʳ:  

pk_file in ʠʤʷ ʬʘʡʣʘ ʩʧʨʘʚʦʯʥʠʢʘ 

com_blen in ʨʘʟʤʝʨ ʧʦʣʷ, ʚ ʢʦʪʦʨʦʤ ʟʘʧʠʩʘʥ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʧʫʙʣʠʯʥʦʤʫ ʢʣʶʯʫ 

flag_modify in ʨʘʚʝʥ 1, ʝʩʣʠ ʙʘʟʘ ʢʣʶʯʝʡ ʙʫʜʝʪ ʚ ʧʦʩʣʝʜʫʶʱʝʤ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴʩʷ 

pkbase_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ 

ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_PUB  ʌʘʡʣʘ ɹʆʂ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʦʪʢʨʳʪ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 



62 
 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʧʫʩʢʘʝʪʩʷ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʨʘʙʦʪʳ ʩ ʜʘʥʥʳʤ ʩʧʨʘʚʦʯʥʠʢʦʤ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ 

ʚʩʝʛʜʘ. 

ʏʝʨʝʟ ʧʘʨʘʤʝʪʨ pkbase_handle ʚʦʟʚʨʘʱʘʝʪʩʷ ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ 
ʢʣʶʯʝʡ, ʢʦʪʦʨʳʡ ʜʘʣʝʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʬʫʥʢʮʠʷʭ ʨʘʙʦʪʳ ʩʦ ʩʧʨʘʚʦʯʥʠʢʦʤ. 

ɺ ʦʜʥʦʤ ʧʨʠʣʦʞʝʥʠʠ ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʪʢʨʳʪʦ ʥʝʩʢʦʣʴʢʦ ʨʘʟʥʳʭ 

ʩʧʨʘʚʦʯʥʠʢʦʚ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. ʊʘʢʞʝ ʥʝʩʢʦʣʴʢʦ ʨʘʟʣʠʯʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʦʜʥʦʚʨʝʤʝʥʥʦ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʥʝʩʢʦʣʴʢʦ ʩʧʨʘʚʦʯʥʠʢʦʚ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. 

ʂʦʤʤʝʥʪʘʨʠʠ - ʵʪʦ ʥʝʢʦʪʦʨʘʷ ʩʪʨʫʢʪʫʨʘ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʜʣʷ ʢʘʞʜʦʛʦ ʢʣʶʯʘ ʠ 

ʢʦʪʦʨʘʷ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʙʘʟʝ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʥʘʨʷʜʫ ʩ ʙʠʥʘʨʥʦʡ ʟʘʧʠʩʴʶ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʠ ʝʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ. ʈʘʟʤʝʨ ʢʦʤʤʝʥʪʘʨʠʷ ʟʘʜʘʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ʙʘʟʳ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ 

ʚ ʧʦʩʣʝʜʫʶʱʝʤ. 

ɽʩʣʠ ʙʘʟʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʙʫʜʝʪ ʚ ʧʦʩʣʝʜʫʶʱʝʤ ʤʦʜʠʬʠʮʠʨʦʚʘʥʘ ʧʦʩʨʝʜʩʪʚʦʤ ʬʫʥʢʮʠʡ cr_pkbase_add() 
cr_pkbase_remove() ʠ ʜʨ. ʪʦʛʜʘ ʩʣʝʜʫʝʪ ʟʘʜʘʪʴ ʧʘʨʘʤʝʪʨ flag_modify ʨʘʚʥʳʤ 1. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʠʩʭʦʜʥʘʷ ʙʘʟʘ 

ʙʫʜʝʪ ʦʪʢʦʧʠʨʦʚʘʥʘ ʚʦ ʚʨʝʤʝʥʥʫʶ ʜʠʨʝʢʪʦʨʠʶ, ʠ ʧʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚ ʥʝʡ ʙʫʜʫʪ ʩʜʝʣʘʥʳ ʠʟʤʝʥʝʥʠʷ, ʙʘʟʘ ʩ ʧʦʤʦʱʴʶ 

ʬʫʥʢʮʠʠ cr_pkbase_save() ʙʫʜʝʪ ʦʪʢʦʧʠʨʦʚʘʥʘ ʠʟ ʚʨʝʤʝʥʥʦʡ ʜʠʨʝʢʪʦʨʠʠ ʠ ʩʦʭʨʘʥʝʥʘ ʧʦʜ ʪʝʤ ʞʝ ʠʤʝʥʝʤ 
pk_file. 
 

4.3. ʆʪʢʨʳʪʠʝ ʩʧʨʘʚʦʯʥʠʢʘ ʠʟ ʧʘʤʷʪʠ 

int DECL cr_pkbase_open_membuf( void *membuf, 
int mem_blen, 
int com_blen, 
H_PKBASE *pkbase_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

 

ʇʘʨʘʤʝʪʨʳ:  

membuf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʧʘʤʷʪʠ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʩʧʨʘʚʦʯʥʠʢ 

mem_blen in ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʧʘʤʷʪʠ membuf 

com_blen in ʨʘʟʤʝʨ ʢʦʤʤʝʥʪʘʨʠʷ ʜʣʷ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

pkbase_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ 

ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɿʘʛʨʫʞʘʝʪ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʠʟ ʧʘʤʷʪʠ, ʚ ʦʩʪʘʣʴʥʦʤ ʬʫʥʢʮʠʷ ʘʥʘʣʦʛʠʯʥʘ cr_open_pkbase(), 

ʢʘʢ ʝʩʣʠ ʙʳ ʦʥʘ ʙʳʣʘ ʙʳ ʚʳʟʚʘʥʘ ʩ ʧʘʨʘʤʝʪʨʦʤ flag_modify = 0, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʙʫʬʝʨ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʥʝʣʴʟʷ. 
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4.4. ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʕʇ ʚ ʩʧʨʘʚʦʯʥʠʢʝ 

int DECL cr_pkbase_find( H_PKBASE pkbase_handle,  
const char *userid, 
void *comment, 
int *com_blen, 
H_PKEY *pkey_handle,); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʥʘʣʠʯʠʝ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʚ ʩʧʨʘʚʦʯʥʠʢʝ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ.  

ʇʘʨʘʤʝʪʨʳ:  

pkbase_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

userid in ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʣʘʜʝʣʴʮʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

comment out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʧʫʙʣʠʯʥʦʤʫ 

ʢʣʶʯʫ 

com_blen in/out ʥʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʢʦʤʤʝʥʪʘʨʠʷ, ʥʘ ʚʳʭʦʜʝ ï ʨʝʘʣʴʥʳʡ 

ʚʦʟʚʨʘʱʝʥʥʳʡ ʨʘʟʤʝʨ ʢʦʤʤʝʥʪʘʨʠʷ comment 

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʩ 
ʜʘʥʥʳʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ, ʝʩʣʠ ʦʥ ʙʫʜʝʪ ʥʘʡʜʝʥ ʚ ʩʧʨʘʚʦʯʥʠʢʝ; ʝʩʣʠ ʟʘʜʘʪʴ 

ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʨʘʚʥʳʤ NULL, ʢʣʶʯ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ ʚʦʟʚʨʘʱʝʥ ʥʝ ʙʫʜʝʪ, ʙʫʜʝʪ 
ʚʦʟʚʨʘʱʝʥ ʪʦʣʴʢʦ ʢʦʜ ʦʰʠʙʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_SIGN_NO_REG  ʕʇ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʚ ʬʘʡʣʝ ɹʆʂ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʥʘʣʠʯʠʝ ʚ ʩʧʨʘʚʦʯʥʠʢʝ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ userid ʠ, 

ʝʩʣʠ ʦʥ ʥʘʡʜʝʥ, ʩʦʟʜʘʝʪ ʠ ʚʦʟʚʨʘʱʘʝʪ ʝʛʦ ʜʝʩʢʨʠʧʪʦʨ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʦʩʚʦʙʦʞʜʝʥ ʬʫʥʢʮʠʝʡ 

cr_pkey_close(). 

ɽʩʣʠ ʧʘʨʘʤʝʪʨ pkey_handle ʟʘʜʘʪʴ ʨʘʚʥʳʤ NULL, ʜʝʩʢʨʠʧʪʦʨ ʥʝ ʙʫʜʝʪ ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʠ ʚʦʟʚʨʘʱʝʥ, ʜʘʞʝ ʝʩʣʠ 
ʢʣʶʯ ʥʘʡʜʝʥ ʚ ʩʧʨʘʚʦʯʥʠʢʝ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʪʦʣʴʢʦ ʧʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʚ 

ʩʧʨʘʚʦʯʥʠʢʝ ʠ ʚʦʟʚʨʘʪ ʢʦʜʘ ʦʰʠʙʢʠ. 



64 
 

 

4.5. ɼʦʙʘʚʣʝʥʠʝ/ʟʘʤʝʥʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʕʇ ʚ ʩʧʨʘʚʦʯʥʠʢ(ʝ) 

int DECL cr_pkbase_add( H_PKBASE pkbase_handle, 
H_PKEY cr_pkey_handle 
void *comment, 
int com_blen ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʜʦʙʘʚʣʷʝʪ ʚ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɽʩʣʠ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʞʝ 

ʩʫʱʝʩʪʚʫʝʪ ʚ ʩʧʨʘʚʦʯʥʠʢʝ, ʪʦ ʦʥ ʟʘʤʝʥʷʝʪʩʷ. 

ʇʘʨʘʤʝʪʨʳ: 

cr_pkbase in ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

cr_pkey_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ 

comment in ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʧʫʙʣʠʯʥʦʤʫ ʢʣʶʯʫ 

com_blen in ʨʘʟʤʝʨ ʢʦʤʤʝʥʪʘʨʠʷ ʜʣʷ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_SIGN_NO_REG  ʕʇ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʚ ʬʘʡʣʝ ɹʆʂ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʙʘʚʣʷʝʪ ʚ ʩʧʨʘʚʦʯʥʠʢ, ʭʘʨʘʢʪʝʨʠʟʫʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨʦʤ H_PKBASE, ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ, 
ʦʧʨʝʜʝʣʷʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨʦʤ H_PKEY. ɽʩʣʠ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʞʝ ʠʤʝʝʪʩʷ ʚ ʩʧʨʘʚʦʯʥʠʢʝ, ʪʦ ʦʥ ʟʘʤʝʥʷʝʪʩʷ. 

ʏʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, ʠʤʝʝʪʩʷ ʣʠ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʧʨʘʚʦʯʥʠʢʝ, ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʬʫʥʢʮʠʝʡ 

cr_pkbase_find(). 

4.6. ʋʜʘʣʝʥʠʝ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʕʇ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ 

int DECL cr_pkbase_remove( H_PKBASE pkbase_handle, 
const char *userid); 

ʅʘʟʥʘʯʝʥʠʝ: 
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ʌʫʥʢʮʠʷ ʫʜʘʣʷʝʪ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ. 

ʇʘʨʘʤʝʪʨʳ:  

pkbase_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

userid in ʫʢʘʟʘʪʝʣʴ ʥʘ ʩʪʨʦʢʫ, ʩʦʜʝʨʞʘʱʫʶ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʣʘʜʝʣʴʮʘ 

ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʫʜʘʣʝʥ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_SIGN_NO_REG  ʕʇ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʚ ʬʘʡʣʝ ɹʆʂ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʦʧʨʝʜʝʣʷʝʪ ʥʘʣʠʯʠʝ ʚ ʩʧʨʘʚʦʯʥʠʢʝ, ʭʘʨʘʢʪʝʨʠʟʫʝʤʦʤ ʧʘʨʘʤʝʪʨʦʤ pkbase_handle, ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʩ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ userid ʠ ʚ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʫʜʘʣʷʝʪ ʝʛʦ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ. 

4.7. ʉʦʭʨʘʥʝʥʠʝ ʩʧʨʘʚʦʯʥʠʢʘ 

int DECL cr_pkbase_save( H_PKBASE pkbase_handle 
const char *pk_file ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʭʨʘʥʷʝʪ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʚ ʬʘʡʣʝ. 

ʇʘʨʘʤʝʪʨʳ:  

pkbase_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

pk_file in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʳʡ ʟʘʧʠʩʳʚʘʝʪʩʷ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 
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ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_PUB  ʌʘʡʣʘ ɹʆʂ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʦʪʢʨʳʪ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʚʳʟʚʘʥʘ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʙʘʟʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʙʳʣʘ ʦʪʢʨʳʪʘ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʘʨʘʤʝʪʨʘ flag_modify ʨʘʚʥʳʤ 1. ʀʥʘʯʝ ʚʳʜʘʝʪʩʷ ʦʰʠʙʢʘ ERR_BAD_PARAM. 

ʌʫʥʢʮʠʷ ʩʦʭʨʘʥʷʝʪ ʚ ʬʘʡʣʝ, ʦʧʨʝʜʝʣʷʝʤʦʤ ʧʘʨʘʤʝʪʨʦʤ pk_file, ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. 

ʇʦʩʣʝ ʩʦʭʨʘʥʝʥʠʷ ʩʧʨʘʚʦʯʥʠʢʘ ʚ ʬʘʡʣʝ ʜʦʣʞʝʥ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥ ʢʦʥʪʨʦʣʴ ʝʛʦ ʮʝʣʦʩʪʥʦʩʪʠ. 

ɼʣʷ ʩʧʨʘʚʦʯʥʠʢʘ ʩ ʧʫʙʣʠʯʥʳʤʠ ʢʣʶʯʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢʦʥʪʨʦʣʴ ʝʛʦ ʮʝʣʦʩʪʥʦʩʪʠ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʧʫʪʝʤ 

ʬʦʨʤʠʨʦʚʘʥʠʷ ʕʇ c ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʣʶʯʝʡ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʣʷ ʩʧʨʘʚʦʯʥʠʢʘ ʩ ʧʫʙʣʠʯʥʳʤʠ ʢʣʶʯʘʤʠ ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʪʨʦʣʴ ʝʛʦ ʮʝʣʦʩʪʥʦʩʪʠ 

ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʚʥʝʰʥʝʡ ʩʠʩʪʝʤʦʡ ʟʘʱʠʪʳ ʦʪ ʅʉɼ (ʥʘʧʨʠʤʝʨ, ʫʪʠʣʠʪʦʡ CheckHash.exe). 

4.8. ɺʳʙʦʨ ʧʝʨʚʦʛʦ ʢʣʶʯʘ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

int DECL cr_pkbase_findfirst (H_PKBASE pkbase_handle, 
H_PKEY *pkey_handle, 
void *comment, 
int *com_blen ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʧʝʨʚʳʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ. 

ʇʘʨʘʤʝʪʨʳ:  

pkbase_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_pkbase_open(). 

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ 

comment out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʧʫʙʣʠʯʥʦʤʫ 

ʢʣʶʯʫ 

com_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ comment, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ comment 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ 
ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 
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ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ 
ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ 
ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_SIGN_NO_REG  ʕʇ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʚ ʬʘʡʣʝ 
ɹʆʂ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ 
ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALGORITHM  ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 
ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 34.10-
2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʧʝʨʚʳʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʠ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʥʝʤʫ. ɼʣʷ 

ʚʳʙʦʨʢʠ ʧʦʩʣʝʜʫʶʱʠʭ ʢʣʶʯʝʡ ʠʩʧʦʣʴʟʫʡʪʝ ʬʫʥʢʮʠʶ cr_pkbase_findnext(). ɺʦ ʚʨʝʤʷ ʚʳʙʦʨʢʠ, ʝʩʣʠ ʚʳ ʝʱʝ ʥʝ 
ʟʘʢʦʥʯʠʣʠ ʚʳʙʦʨʢʫ ʚʩʝʭ ʢʣʶʯʝʡ, ʥʝ ʧʦʣʴʟʫʡʪʝʩʴ ʬʫʥʢʮʠʝʡ cr_pkbase_find(), ʪʘʢ ʢʘʢ cr_pkbase_find() ʠ 
cr_pkbase_findnext() ʨʘʙʦʪʘʶʪ ʩ ʦʜʥʠʤʠ ʠ ʪʝʤʠ ʞʝ ʚʥʫʪʨʝʥʥʠʤʠ ʧʝʨʝʤʝʥʥʳʤʠ ʜʝʩʢʨʠʧʪʦʨʘ ʩʧʨʘʚʦʯʥʠʢʘ 
ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. 

 

4.9. ɺʳʙʦʨ ʩʣʝʜʫʶʱʝʛʦ ʢʣʶʯʘ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

int DECL cr_pkbase_findnext(H_PKBASE pkbase_handle, 
H_PKEY *pkey_handle, 
void *comment, 
int *com_blen ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʦʯʝʨʝʜʥʦʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ. 

ʇʘʨʘʤʝʪʨʳ:  

pkbase_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_pkbase_open(). 

pkey_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ 

comment out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʧʫʙʣʠʯʥʦʤʫ 

ʢʣʶʯʫ 

com_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ comment, ʥʘ ʚʳʭʦʜʝ ï 

ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ comment 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 
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ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ 
ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ 
ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ 
ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_SIGN_NO_REG  ʕʇ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʚ ʬʘʡʣʝ 
ɹʆʂ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ 
ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_ALGORITHM  ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 
ɻʆʉʊ ʈ 34.10-2001, ɻʆʉʊ ʈ 34.10-
2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʦʯʝʨʝʜʥʦʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʠ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʥʝʤʫ. ɼʣʷ 

ʚʳʙʦʨʢʠ ʧʝʨʚʦʛʦ ʢʣʶʯʘ ʠʩʧʦʣʴʟʫʡʪʝ ʬʫʥʢʮʠʶ cr_pkbase_findfirst(). ɺʦ ʚʨʝʤʷ ʚʳʙʦʨʢʠ, ʝʩʣʠ ʚʳ ʝʱʝ ʥʝ ʟʘʢʦʥʯʠʣʠ 
ʚʳʙʦʨʢʫ ʚʩʝʭ ʢʣʶʯʝʡ, ʥʝ ʧʦʣʴʟʫʡʪʝʩʴ ʬʫʥʢʮʠʝʡ cr_pkbase_find(), ʪʘʢ ʢʘʢ cr_pkbase_find() ʠ 
cr_pkbase_findfirst() ʨʘʙʦʪʘʶʪ ʩ ʦʜʥʠʤʠ ʠ ʪʝʤʠ ʞʝ ʚʥʫʪʨʝʥʥʠʤʠ ʧʝʨʝʤʝʥʥʳʤʠ ʜʝʩʢʨʠʧʪʦʨʘ ʩʧʨʘʚʦʯʥʠʢʘ 
ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. 

4.10. ɿʘʢʨʳʪʠʝ ʩʧʨʘʚʦʯʥʠʢʘ 

int DECL cr_pkbase_close(H_PKBASE pkbase_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʦʩʚʦʙʦʞʜʘʝʪ ʜʝʩʢʨʠʧʪʦʨ ʠ ʟʘʢʨʳʚʘʝʪ ʬʘʡʣ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ. 

ʇʘʨʘʤʝʪʨʳ:  

pkbase_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 
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ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʢʨʳʚʘʝʪ ʜʝʩʢʨʠʧʪʦʨ pkbase_handle, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʧʨʘʚʦʯʥʠʢ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ, ʠ ʦʩʚʦʙʦʞʜʘʝʪ 
ʚʳʜʝʣʝʥʥʫʶ ʧʦʜ ʥʝʛʦ ʧʘʤʷʪʴ ʠ ʟʘʢʨʳʚʘʝʪ ʬʘʡʣ ʩʦ ʩʧʨʘʚʦʯʥʠʢʦʤ. ɽʩʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʧʦʧʳʪʘʪʴʩʷ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʵʪʠʤ ʜʝʩʢʨʠʧʪʦʨʦʤ, ʪʦ ʙʫʜʝʪ ʚʳʜʘʚʘʪʴʩʷ ʦʰʠʙʢʘ ERR_BAD_HANDLE. 

4.11. ɿʘʧʠʩʴ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ 32-ʙʘʡʪʥʦʛʦ ʟʥʘʯʝʥʠʷ 

int DECL cr_write_tm (void *buf, 
int buf_len); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʧʠʩʳʚʘʝʪ ʚ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨ 32 ʙʘʡʪʘ ʜʘʥʥʳʭ. 

ʇʘʨʘʤʝʪʨʳ:  

buf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʟʘʧʠʩʳʚʘʝʤʦʝ ʟʥʘʯʝʥʠʝ 

buf_len in ʜʣʠʥʘ ʜʘʥʥʳʭ ʚ ʙʫʬʝʨʝ buf (ʚʩʝʛʜʘ ʜʦʣʞʥʦ ʙʳʪʴ 32 ʙʘʡʪʘ) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ 
ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ 
ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

 
 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʬʘʡʣʦʚ (ʥʘʧʨʠʤʝʨ, ʩʧʨʘʚʦʯʥʠʢʘ ʩ ʧʫʙʣʠʯʥʳʤʠ 

ʢʣʶʯʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ). ɿʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʬʘʡʣʘ ʩʣʝʜʫʝʪ ʚʳʯʠʩʣʠʪʴ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ 

cr_hash_calc() ʠ ʟʘʪʝʤ ʟʘʧʠʩʘʪʴ ʝʛʦ ʚ ʊʄ ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ. 

ɿʘʧʠʩʴ ʜʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʠʟʚʝʜʝʥʘ ʪʦʣʴʢʦ ʚ ʊʄ ʪʠʧʘ Dallas1993 (ʪʠʧ ʊʄ ʥʦʤʝʨ 

06), ʩ ʨʘʟʤʝʨʦʤ ʚʥʫʪʨʝʥʥʝʡ ʧʘʤʷʪʠ ʙʦʣʝʝ 256 ʙʘʡʪ, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʚʦʟʚʨʘʱʝʥ ʢʦʜ ʦʰʠʙʢʠ 

ERR_READ_TM. 

ʊʠʧ ʊʄ, ʧʨʝʜʲʷʚʣʝʥʥʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʤʦʞʝʪ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_get_tm_number(). 
typedef struct { 
    unsigned char FamilyCode; /* ʢʦʜ ʪʠʧʘ TM */ 
    unsigned char SerNum[6];  /* ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ TM */ 
    unsigned char CRC;        /* ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ */ 
} TmIdRec; 
ɿʘʤʝʯʘʥʠʝ 1. ɿʥʘʯʝʥʠʝ, ʚʳʯʠʩʣʝʥʥʦʝ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_hash_calc(), ʠʤʝʝʪ ʨʘʟʤʝʨ 32 ʙʘʡʪʘ. ʀʟ ʥʠʭ ʚ ʊʄ 
ʙʫʜʫʪ ʟʘʧʠʩʘʥʳ ʪʦʣʴʢʦ ʧʝʨʚʳʝ 30 ʙʘʡʪ, ʟʘʪʝʤ ʜʚʘ ʙʘʡʪʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ (CRC) ʚʳʯʠʩʣʝʥʥʦʡ ʧʦ ʵʪʠʤ 30 ʙʘʡʪʘʤ. 

ɺʩʝʛʦ ʙʫʜʝʪ ʟʘʧʠʩʘʥʦ 32 ʙʘʡʪʘ ʧʦ ʩʤʝʱʝʥʠʶ 256 ʚ ʧʘʤʷʪʠ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ. 

ɼʣʷ ʯʪʝʥʠʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʠʟ ʊʄ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʶ cr_read_tm(). 
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4.12. ʏʪʝʥʠʝ ʠʟ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 32-ʙʘʡʪʥʦʛʦ ʟʥʘʯʝʥʠʷ 

int DECL cr_read_tm ( void *buf, 
int *buf_len); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʠʟ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 32-ʙʘʡʪʥʦʝ ʟʥʘʯʝʥʠʝ ʜʘʥʥʳʭ. 

ʇʘʨʘʤʝʪʨʳ:  

buf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʟʥʘʯʝʥʠʝ 

buf_len in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ buf, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʘʷ 

ʜʣʠʥʘ ʜʘʥʥʳʭ, ʟʘʧʠʩʘʥʥʳʭ ʚ ʙʫʬʝʨ buf (ʚʩʝʛʜʘ ʜʦʣʞʥʦ ʙʳʪʴ 32 ʙʘʡʪʘ) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ 
ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, 
ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NO_TM_ATTACHED  TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ 
ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

 
 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʬʘʡʣʦʚ (ʥʘʧʨʠʤʝʨ, ʩʧʨʘʚʦʯʥʠʢʘ ʩ ʧʫʙʣʠʯʥʳʤʠ 

ʢʣʶʯʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ). ʊʝʢʫʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʬʘʡʣʘ ʩʣʝʜʫʝʪ ʚʳʯʠʩʣʠʪʴ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʡ cr_hash_calc() 
ʠ ʟʘʪʝʤ ʩʨʘʚʥʠʪʴ ʝʛʦ ʩ ʵʪʘʣʦʥʥʳʤ ʟʥʘʯʝʥʠʝʤ, ʧʨʦʯʠʪʘʥʥʳʤ ʠʟ ʊʄ ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ. 

ʏʪʝʥʠʝ ʜʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʠʟʚʝʜʝʥʦ ʪʦʣʴʢʦ ʠʟ ʊʄ ʪʠʧʘ Dallas1993 (ʪʠʧ ʊʄ ʥʦʤʝʨ 

06), ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʚʦʟʚʨʘʱʝʥ ʢʦʜ ʦʰʠʙʢʠ ERR_READ_TM. 
ʊʠʧ ʊʄ, ʧʨʝʜʲʷʚʣʝʥʥʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʤʦʞʝʪ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ cr_get_tm_number(). 
ɿʘʤʝʯʘʥʠʝ 1. ɿʥʘʯʝʥʠʝ, ʚʳʯʠʩʣʝʥʥʦʝ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʡ cr_hash_calc(), ʠʤʝʝʪ ʨʘʟʤʝʨ 32 ʙʘʡʪʘ. ɼʣʷ ʩʨʘʚʥʝʥʠʷ 
ʩʦ ʟʥʘʯʝʥʠʝʤ, ʧʨʦʯʠʪʘʥʥʳʤ ʠʟ ʊʄ, ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʧʝʨʚʳʝ 30, ʪ.ʢ. ʚ ʜʚʫʭ ʧʦʩʣʝʜʥʠʭ ʙʘʡʪʘʭ 

ʩʦʜʝʨʞʠʪʩʷ CRC. 

ɼʣʷ ʟʘʧʠʩʠ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ ʚ ʊʄ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʶ cr_write_tm(). 
 

4.13. ʏʪʝʥʠʝ ʪʨʝʭ ʩʪʨʘʥʠʮ ʠʟ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

int DECL cr_read_three_tm_page ( H_INIT init_handle, 
void *pagebufer); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʯʠʪʳʚʘʝʪ ʠʟ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʟʥʘʯʝʥʠʝ ʪʨʝʭ ʩʪʨʘʥʠʮ ʧʘʤʷʪʠ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʝʟʝʨʚʥʦʛʦ 

ʩʦʭʨʘʥʝʥʠʷ (backup) ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʊʄ-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ. 
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ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

pagebufer out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʩʦʜʝʨʞʠʤʦʝ ʊʄ, ʨʘʟʤʝʨ 96 ʙʘʡʪ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ ʙʳʣ 
ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_TMDRV_NOT_FOUND  ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʟʘʧʠʩʘʥʥʦʡ ʥʘ ʊʄ-ʥʦʩʠʪʝʣʝ. 

 

4.14. ʋʩʪʘʥʦʚʢʘ ʚ ʢʦʥʪʝʢʩʪ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

int DECL cr_pkey_put ( void *pubkey, 
char *namkey, 
H_PKEY *struct_pkey); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʠʤʧʦʨʪʠʨʫʝʪ ʠʟ ʙʫʬʝʨʘ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʠ ʩʦʟʜʘʝʪ ʜʝʩʢʨʠʧʪʦʨ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ. 

ʇʘʨʘʤʝʪʨʳ:  

pubkey in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʚ ʬʦʨʤʘʪʝ 

ɹʠʢʨʠʧʪ (256 ʙʘʡʪ) 

namkey in ʫʢʘʟʘʪʝʣʴ ʥʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ (ʥʝ ʙʦʣʝʝ 32-ʭ ʙʘʡʪ, 

ʟʘʢʘʥʯʠʚʘʶʱʠʭʩʷ ʥʫʣʝʤ) 

struct_pkey out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ, 
ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʜʨʫʛʠʭ ʬʫʥʢʮʠʷʭ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 
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ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_AL
GORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʤʧʦʨʪʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʠʟ ʙʫʬʝʨʘ ʠ ʜʣʷ ʩʦʟʜʘʥʠʷ ʜʝʩʢʨʠʧʪʦʨʘ H_PKEY, 

ʭʘʨʘʢʪʝʨʠʟʫʶʱʝʛʦ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʜʨʫʛʠʭ ʬʫʥʢʮʠʷʭ. 

4.15. ɿʘʛʨʫʟʢʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʠʟ ʦʙʣʘʩʪʠ ʧʘʤʷʪʠ 

int DECL cr_pkey_load (H_INIT Ainit_structX, 
 void *Apubkey, 
 int pubkeyLength, 
 char *namkey, 
 char Aparam, 
 H_PKEY *Apkey_struct ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʠʤʧʦʨʪʠʨʫʝʪ ʠʟ ʙʫʬʝʨʘ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ñʚ ʩʳʨʦʤ ʚʠʜʝò ʠ ʩʦʟʜʘʝʪ ʜʝʩʢʨʠʧʪʦʨ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ 

ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ. 

ʇʘʨʘʤʝʪʨʳ:  

Ainit_structX in ɼʝʩʢʨʠʧʪʦʨ ʙʠʙʣʠʦʪʝʢʠ 

Apubkey in ɹʫʬʝʨ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

pubkeyLength in ɼʣʠʥʘ ʙʫʬʝʨʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

namkey in ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢʣʶʯʘ 

Aparam in ʇʘʨʘʤʝʪʨ ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ ʢʣʶʯʘ (ʩʤ. ʧʨʠʣʦʞʝʥʠʝ ˉ4) 

Apkey_struct  out ɼʝʩʢʨʠʧʪʦʨ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_UNSUPPORTED_AL
GORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 
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ʌʫʥʢʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʤʧʦʨʪʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʠʟ ʙʫʬʝʨʘ ʠ ʜʣʷ ʩʦʟʜʘʥʠʷ ʜʝʩʢʨʠʧʪʦʨʘ H_PKEY, 

ʭʘʨʘʢʪʝʨʠʟʫʶʱʝʛʦ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʜʨʫʛʠʭ ʬʫʥʢʮʠʷʭ. 
 

4.16. ʇʦʣʫʯʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

int DECL cr_pkey_getid (H_PKEY pkey_handle, 
char *userid, 
int *userid_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʵʢʩʧʦʨʪʠʨʫʝʪ ʚ ʙʫʬʝʨ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ. 

ʇʘʨʘʤʝʪʨʳ:  

pkey_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ 

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʫʙʣʠʯʥʦʛʦ 

ʢʣʶʯʘ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ userid, ʥʘ ʚʳʭʦʜʝ ï ʨʝʘʣʴʥʫʶ 

ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ userid 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ, ʭʘʨʘʢʪʝʨʠʟʫʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨʦʤ H_PKEY. 
 

4.17. ʕʢʩʧʦʨʪʠʨʦʚʘʥʠʝ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

int DECL cr_pkey_getinfo ( H_PKEY pkey_handle, 
char *userid, 
int *userid_blen, 
void *pkbuf, 
int *pkbuf_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʵʢʩʧʦʨʪʠʨʫʝʪ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ (ʥʘʧʨʠʤʝʨ, ʜʣʷ ʨʘʩʧʝʯʘʪʢʠ ʥʘ ʙʫʤʘʛʝ). 
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ʇʘʨʘʤʝʪʨʳ:  

pkey_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ 

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʥʝ ʙʦʣʝʝ 32-ʭ 

ʙʘʡʪ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ userid, ʥʘ ʚʳʭʦʜʝ ï ʨʝʘʣʴʥʫʶ 

ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ userid 

pkbuf out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ, ʨʘʟʤʝʨ 256 

ʙʘʡʪ 

pkbuf_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ pkbuf, ʥʘ ʚʳʭʦʜʝ ï ʨʝʘʣʴʥʫʶ 

ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ pkbuf 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʚ ʙʫʬʝʨ. ʇʨʠʯʝʤ ʚʦʟʚʨʘʱʘʝʪʩʷ 

ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʨʘʟʤʝʨʦʤ 256 ʙʘʡʪ. ɿʥʘʯʠʤʳʤʠ ʷʚʣʷʶʪʩʷ ʪʦʣʴʢʦ ʧʝʨʚʳʝ 32 ʙʘʡʪʘ ʢʣʶʯʘ ʠ ʝʱʝ 32 ʙʘʡʪʘ, 

ʥʘʯʠʥʘʶʱʠʝʩʷ ʩʦ ʩʤʝʱʝʥʠʷ (offset) 64.  
 

4.18. ɼʝʠʥʠʮʠʘʣʠʟʘʮʠʷ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ 

int DECL cr_pkey_close(H_PKEY pkey_handle ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʢʨʳʚʘʝʪ ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ. 

ʇʘʨʘʤʝʪʨʳ:  

pkey_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 
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ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 
 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʢʨʳʚʘʝʪ ʜʝʩʢʨʠʧʪʦʨ H_PKEY. ɼʘʣʴʥʝʡʰʘʷ ʨʘʙʦʪʘ ʩ ʜʝʩʢʨʠʧʪʦʨʦʤ ʥʝʚʦʟʤʦʞʥʘ ʠ ʚʝʜʝʪ ʢ ʚʦʟʚʨʘʪʫ 
ʦʰʠʙʢʠ ERR_BAD_HANDLE. 
 

 

4.19. ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʨʝʜʩʪʚʘʭ ʕʇ ʩʝʨʪʠʬʠʢʘʪʘ X.509 

int DECL cr_get_cert_usage_info (H_INIT init_handle, 
char *certificateBuffer, 
int certificateLength, 

  char *certificateStr111, 

  int *certificateLength111, 

  char *certificateStr112, 

  int *certificateLength112, 

  char *certificateStr113, 

  int *certificateLength113); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʨʝʜʩʪʚʘʭ ʕʇ ʠ ʨʘʟʨʝʰʝʥʥʳʭ ʧʨʠʤʝʥʝʥʠʷʭ ʢʣʶʯʘ, ʫʢʘʟʘʥʥʳʭ ʚ ʩʝʨʪʠʬʠʢʘʪʝ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

certificateBuffer in ʙʫʬʝʨ ʩ ʟʘʛʨʫʞʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ ʬʦʨʤʘʪʝ DER 

certificateLength  ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʟʘʛʨʫʞʝʥʥʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ ʬʦʨʤʘʪʝ DER 

certificateStr111 out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ  

oid = 1.2.643.100.111 

ñʆʧʠʩʘʥʠʝ ʩʨʝʜʩʪʚʘ ʕʇ ʚʣʘʜʝʣʴʮʘ ʩʝʨʪʠʬʠʢʘʪʘò 

ɺ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ, ʟʘʢʘʥʯʠʚʘʶʱʠʭʩʷ ʥʫʣʝʤ. 

ʂʦʥʝʮ ʠʥʬʦʨʤʘʮʠʠ ï ʚʩʝʛʜʘ ʜʚʦʡʥʦʡ ʥʫʣʴ. 

certificateLength111 in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ certificateStr111, ʥʘ 
ʚʳʭʦʜʝ ï ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ certificateStr111 

certificateStr112 out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ  

oid = 1.2.643.100.112 

ñʆʧʠʩʘʥʠʝ ʩʨʝʜʩʪʚʘ ʕʇ ʠʟʜʘʪʝʣʷ ʩʝʨʪʠʬʠʢʘʪʘò 

ɺ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ, ʟʘʢʘʥʯʠʚʘʶʱʠʭʩʷ ʥʫʣʝʤ. 

ʂʦʥʝʮ ʠʥʬʦʨʤʘʮʠʠ ï ʚʩʝʛʜʘ ʜʚʦʡʥʦʡ ʥʫʣʴ. 

certificateLength112 in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ certificateStr112, ʥʘ 
ʚʳʭʦʜʝ ï ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ certificateStr112 
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certificateStr113 out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ  

oid = 2.5.29.32 

ñʇʦʣʠʪʠʢʠ ʩʝʨʪʠʬʠʢʘʪʘò 

ɺ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ, ʟʘʢʘʥʯʠʚʘʶʱʠʭʩʷ ʥʫʣʝʤ. 

ʂʦʥʝʮ ʠʥʬʦʨʤʘʮʠʠ ï ʚʩʝʛʜʘ ʜʚʦʡʥʦʡ ʥʫʣʴ. 

certificateLength113 in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ certificateStr113, ʥʘ 
ʚʳʭʦʜʝ ï ʨʝʘʣʴʥʫʶ ʚʦʟʚʨʘʱʝʥʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ certificateStr113 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʨʘʟʤʝʨ 
ʙʦʣʝʝ 4 ʙʘʡʪ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʨʝʜʩʪʚʘʭ ʕʇ ʜʣʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʚ ʬʦʨʤʘʪʝ DER ʩʪʘʥʜʘʨʪʘ 

X.509. 
 

 

5 ˡ̗̔̎̋̉̉ ̠̏̑̍̉̑̏̃́̎̉̕ ̉ ̐̑̏̃̆̑̋̉ ˪˜ 

5.1. ʌʦʨʤʠʨʦʚʘʥʠʝ ʕʇ ʜʣʷ ʙʣʦʢʘ ʧʘʤʷʪʠ 

int DECL cr_sign_buf( H_INIT init_handle,  
H_USER user_handle, 
void *buf, 
int buf_len, 
void *sign, 
int *sign_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʳʯʠʩʣʷʝʪ ʕʇ ʜʣʷ ʙʣʦʢʘ ʠʥʬʦʨʤʘʮʠʠ, ʨʘʟʤʝʱʝʥʥʦʡ ʚ ʙʫʬʝʨʝ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

user_handle in ʜʝʩʢʨʠʧʪʦʨ H_USER, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_load_elgkey(), 
cr_load_elgkey_mk() 

Buf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʜʦʣʞʥʘ ʙʳʪʴ ʩʬʦʨʤʠʨʦʚʘʥʘ ʵʣʝʢʪʨʦʥʥʘʷ 

ʮʠʬʨʦʚʘʷ ʧʦʜʧʠʩʴ 
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buf_len in ʜʣʠʥʘ ʙʫʬʝʨʘ buf 

Sign out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʕʇ ʜʣʷ ʙʫʬʝʨʘ buf 

sign_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ sign, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʘʷ 

ʜʣʠʥʘ ʩʬʦʨʤʠʨʦʚʘʥʥʦʡ ʩʪʨʫʢʪʫʨʳ ʕʇ, ʚʦʟʚʨʘʱʘʝʤʦʡ ʯʝʨʝʟ ʙʫʬʝʨ sign (64 

ʙʘʡʪʘ) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_BAD_CRYPTOCO
RE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʬʦʨʤʠʨʫʝʪ ʕʇ ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʙʫʬʝʨʘ buf ʜʣʠʥʳ buf_len, ʧʦʤʝʱʘʝʪ ʕʇ ʚ ʙʫʬʝʨ sign. 

ɹʫʬʝʨ buf ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʢʘʢ ʪʝʢʩʪʦʚʫʶ, ʪʘʢ ʠ ʙʠʥʘʨʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cDSCH. 

ɽʩʣʠ ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign ʥʝʜʦʩʪʘʪʦʯʝʥ, ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ ERR_MORE_DATA, ʯʝʨʝʟ ʧʘʨʘʤʝʪʨ 
sign_blen ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʝʦʙʭʦʜʠʤʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ. 

5.2. ʇʨʦʚʝʨʢʘ ʕʇ ʜʣʷ ʙʣʦʢʘ ʧʘʤʷʪʠ 

int DECL cr_check_buf(H_INIT init_handle, 
H_PKEY pkey_handle, 
void *buf, 
int buf_blen, 
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void *sign, 
int sign_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʧʨʘʚʠʣʴʥʦʩʪʴ ʕʇ ʜʣʷ ʙʣʦʢʘ ʧʘʤʷʪʠ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

pkey_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_pkbase_find() ʠʣʠ  
cr_pkey_put() ʠ ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ 

ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʦʚʝʨʝʥʘ ʕʇ 

buf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʦʚʝʨʝʥʘ ʧʨʘʚʠʣʴʥʦʩʪʴ ʕʇ 

buf_len in ʜʣʠʥʘ ʙʫʬʝʨʘ buf 

sign in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʕʇ 

sign_blen in ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign (64 ʙʘʡʪʘ) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_BAD_CRYPTOCO
RE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʕʇ ʜʣʷ ʙʫʬʝʨʘ ʜʘʥʥʳʭ buf ʜʣʠʥʳ buf_blen, ʠʩʧʦʣʴʟʫʷ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ pkey_handle. 

ɹʫʬʝʨ buf ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʢʘʢ ʪʝʢʩʪʦʚʫʶ, ʪʘʢ ʠ ʙʠʥʘʨʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ɽʩʣʠ ʧʨʦʚʝʨʢʘ ʧʨʘʚʠʣʴʥʦʩʪʠ ʕʇ ʩ ʟʘʜʘʥʥʳʤ ʧʫʙʣʠʯʥʳʤ ʢʣʶʯʦʤ ʜʘʣʘ ʦʪʨʠʮʘʪʝʣʴʥʳʡ ʨʝʟʫʣʴʪʘʪ, ʬʫʥʢʮʠʷ 

ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ ERR_BAD_SIGN. 

ɹʫʬʝʨ ʧʦʜʧʠʩʠ buf ʤʦʞʝʪ ʙʳʪʴ ʠʟʚʣʝʯʝʥ ʠʟ ʧʦʜʧʠʩʘʥʥʦʛʦ ʙʫʬʝʨʘ ʬʫʥʢʮʠʝʡ cr_buf_get_sign_struct(). 
ɼʝʩʢʨʠʧʪʦʨ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ pkey_handle ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥ ʧʨʠ ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_pkbase_find(). 
ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ. 

5.3. ʌʦʨʤʠʨʦʚʘʥʠʝ ʕʇ ʜʣʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ 

int DECL cr_sign_hash(H_INIT init_handle, 
H_USER user_handle, 
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void *hash, 
int hash_len, 
void *sign, 
int *sign_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʳʯʠʩʣʷʝʪ ʕʇ ʜʣʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

user_handle in ʜʝʩʢʨʠʧʪʦʨ H_USER, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_load_elgkey(), 
cr_load_elgkey_mk(),   cr_read_skey(),   cr_read_skey_mk() 

hash in ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʟʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ 

hash_len in ʜʣʠʥʘ ʙʫʬʝʨʘ hash 

sign out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʕʇ ʜʣʷ ʟʥʘʯʝʥʠʷ hash 

sign_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ sign, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʘʷ 

ʜʣʠʥʘ ʩʬʦʨʤʠʨʦʚʘʥʥʦʡ ʩʪʨʫʢʪʫʨʳ ʕʇ, ʚʦʟʚʨʘʱʘʝʤʦʡ ʯʝʨʝʟ ʙʫʬʝʨ sign 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 
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ERR_BAD_CRYPTOCO
RE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʬʦʨʤʠʨʫʝʪ ʕʇ ʜʣʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ hash ʜʣʠʥʳ hash_blen, ʧʦʤʝʱʘʝʪ ʕʇ ʚ ʙʫʬʝʨ sign. 

ɹʫʬʝʨ hash ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʢʘʢ ʪʝʢʩʪʦʚʫʶ, ʪʘʢ ʠ ʙʠʥʘʨʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cDSCH. 

ɽʩʣʠ ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign ʥʝʜʦʩʪʘʪʦʯʝʥ, ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ ERR_MORE_DATA, ʯʝʨʝʟ ʧʘʨʘʤʝʪʨ 
sign_blen ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʝʦʙʭʦʜʠʤʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ. 

ʇʨʠʤʝʯʘʥʠʝ:  

ʇʨʠ ʚʳʟʦʚʝ ʵʪʦʡ ʬʫʥʢʮʠʠ ʠʟ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʜʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʪʝʤʘʪʠʯʝʩʢʠʭ ʠʩʩʣʝʜʦʚʘʥʠʡ. 

5.4. ʇʨʦʚʝʨʢʘ ʕʇ ʜʣʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ 

int DECL cr_check_hash( H_INIT init_handle, 
H_PKEY pkey_handle, 
void *hash, 
int hash_len, 
void *sign, 
int sign_len); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʧʨʘʚʠʣʴʥʦʩʪʴ ʕʇ ʜʣʷ ʟʥʘʯʝʥʠʷ ʭʝʰ-ʬʫʥʢʮʠʠ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle  in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

pkey_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_pkbase_find() ʠ 
ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʜʦʣʞʥʘ ʙʳʪʴ 

ʧʨʦʚʝʨʝʥʘ ʕʇ 

hash in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʟʥʘʯʝʥʠʝ ʭʝʰ-ʬʫʥʢʮʠʠ, ʜʣʷ 

ʢʦʪʦʨʦʛʦ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʦʚʝʨʝʥʘ ʧʨʘʚʠʣʴʥʦʩʪʴ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ 

hash_len in ʜʣʠʥʘ ʙʫʬʝʨʘ hash 

sign in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʩʪʨʫʢʪʫʨʘ ʕʇ 

sign_len in ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 
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ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_BAD_CRYPTOCO
RE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʕʇ ʜʣʷ ʙʫʬʝʨʘ ʜʘʥʥʳʭ hash ʜʣʠʥʳ hash_len, ʠʩʧʦʣʴʟʫʷ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ pkey_handle. 

ɹʫʬʝʨ hash ʜʦʣʞʝʥ ʠʤʝʪʴ ʨʘʟʤʝʨ 32 ʙʘʡʪʘ ʠ ʩʦʜʝʨʞʘʪʴ ʙʠʥʘʨʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ɽʩʣʠ ʧʨʦʚʝʨʢʘ ʧʨʘʚʠʣʴʥʦʩʪʠ ʕʇ ʩ ʟʘʜʘʥʥʳʤ ʧʫʙʣʠʯʥʳʤ ʢʣʶʯʦʤ ʜʘʣʘ ʦʪʨʠʮʘʪʝʣʴʥʳʡ ʨʝʟʫʣʴʪʘʪ, ʬʫʥʢʮʠʷ 

ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ ERR_BAD_SIGN. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ. 

ʇʨʠʤʝʯʘʥʠʝ:  

ʇʨʠ ʚʳʟʦʚʝ ʵʪʦʡ ʬʫʥʢʮʠʠ ʠʟ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʜʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʪʝʤʘʪʠʯʝʩʢʠʭ ʠʩʩʣʝʜʦʚʘʥʠʡ. 

5.5. ʌʦʨʤʠʨʦʚʘʥʠʝ ʕʇ ʜʣʷ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ 

int DECL cr_sign_file( H_INIT init_handle, 
H_USER user_handle, 
const char *file_name); 

#ifdef UNICODE 

int DECL cr_sign_fileW( H_INIT init_handle, 
H_USER user_handle, 
wchar_t *file_name); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʳʯʠʩʣʷʝʪ ʕʇ ʜʣʷ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ ʠ ʟʘʧʠʩʳʚʘʝʪ ʧʦʣʫʯʝʥʥʫʶ ʕʇ ʚ ʢʦʥʝʮ ʵʪʦʛʦ ʬʘʡʣʘ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

user_handle in ʜʝʩʢʨʠʧʪʦʨ H_USER, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_load_elgkey(), 
cr_load_elgkey_mk() 

file_name in ʧʦʣʥʳʡ ʧʫʪʴ ʠ ʠʤʷ ʧʦʜʧʠʩʳʚʘʝʤʦʛʦ ʬʘʡʣʘ 

 
ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 
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ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_BAD_CRYPTOCO
RE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʬʦʨʤʠʨʫʝʪ ʕʇ ʜʣʷ ʟʥʘʯʝʥʠʷ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ file_name ʠ ʟʘʧʠʩʳʚʘʝʪ ʢʦʥʪʨʦʣʴʥʫʶ ʩʫʤʤʫ (2 ʙʘʡʪʘ), 

ʕʇ (64 ʙʘʡʪʘ), ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ - ʚʣʘʜʝʣʴʮʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʕʇ (ʦʪ 1 ʜʦ 32 ʙʘʡʪʘ) ʠ ʜʣʠʥʫ ʵʪʦʛʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ (1 ʙʘʡʪ) ʚ ʢʦʥʝʮ ʵʪʦʛʦ ʬʘʡʣʘ. ɼʘʣʝʝ ʟʘʧʠʩʳʚʘʶʪʩʷ 4 ʩʠʤʚʦʣʘ "BICS". 

ʌʘʡʣ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʢʘʢ ʪʝʢʩʪʦʚʫʶ, ʪʘʢ ʠ ʙʠʥʘʨʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʇʦʜʧʠʩʴ ʚ ʧʦʩʣʝʜʫʶʱʝʤ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʨʝʥʘ ʠ ʫʜʘʣʝʥʘ ʬʫʥʢʮʠʝʡ cr_check_file(). 

ʌʫʥʢʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʚʳʟʚʘʥʘ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʜʣʷ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʬʘʡʣʘ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʬʘʡʣ ʤʦʞʝʪ ʙʳʪʴ ʧʦʜʧʠʩʘʥ 

ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʨʘʟʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. ʇʨʠ ʧʦʜʧʠʩʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʮʝʧʣʝʥʠʝ ʧʦʜʧʠʩʝʡ, ʪʦ ʝʩʪʴ ʢʘʞʜʘʷ 

ʧʦʩʣʝʜʫʶʱʘʷ ʧʦʜʧʠʩʴ ʧʦʜʧʠʩʳʚʘʝʪ ʢʘʢ ʩʘʤ ʬʘʡʣ, ʪʘʢ ʠ ʚʩʝ ʧʨʝʜʳʜʫʱʠʝ ʧʦʜʧʠʩʠ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cDSCH. 

ʌʫʥʢʮʠʷ cr_sign_fileW ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʥʘ ʆʉ ʩʝʤʝʡʩʪʚʘ Windows ʧʨʠ ʘʢʪʠʚʠʨʦʚʘʥʥʦʤ ʬʣʘʞʢʝ UNICODE ʠ 
ʧʦʟʚʦʣʷʝʪ ʨʘʙʦʪʘʪʴ ʩ ʬʘʡʣʘʤʠ ʚ ʠʤʝʥʠ ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʜʠʨʦʚʢʘ Unicode. 

 

5.6. ʌʦʨʤʠʨʦʚʘʥʠʝ ʕʇ ʜʣʷ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ, ʦʪʢʨʳʪʦʛʦ ʧʨʠʣʦʞʝʥʠʝʤ 

int DECL cr_sign_hfile( H_INIT init_handle, 
H_USER user_handle, 
HANDLE hFile); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʳʯʠʩʣʷʝʪ ʕʇ ʜʣʷ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ ʠ ʟʘʧʠʩʳʚʘʝʪ ʧʦʣʫʯʝʥʥʫʶ ʕʇ ʚ ʢʦʥʝʮ ʵʪʦʛʦ ʬʘʡʣʘ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

user_handle in ʜʝʩʢʨʠʧʪʦʨ H_USER, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_load_elgkey(), 
cr_load_elgkey_mk() 
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hFile in ʜʝʩʢʨʠʧʪʦʨ ʧʦʜʧʠʩʳʚʘʝʤʦʛʦ ʬʘʡʣʘ, ʨʝʟʫʣʴʪʘʪ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ Windows API 

CreateFile() ʩ ʧʘʨʘʤʝʪʨʘʤʠ GENERIC_READ | GENERIC_WRITE (ʜʦʩʪʫʧ 
ʥʘ ʯʪʝʥʠʝ ʠ ʥʘ ʟʘʧʠʩʴ) 

 
ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_BAD_CRYPTOCO
RE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʬʦʨʤʠʨʫʝʪ ʕʇ ʜʣʷ ʟʥʘʯʝʥʠʷ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ hFile, ʦʪʢʨʳʪʦʛʦ ʧʨʠʣʦʞʝʥʠʝʤ. ʌʘʡʣ ʜʦʣʞʝʥ ʙʳʪʴ 
ʦʪʢʨʳʪ ʩ ʜʦʩʪʫʧʦʤ ʥʘ ʟʘʧʠʩʴ. ʌʫʥʢʮʠʷ ʟʘʧʠʩʳʚʘʝʪ ʢʦʥʪʨʦʣʴʥʫʶ ʩʫʤʤʫ (2 ʙʘʡʪʘ), ʕʇ (64 ʙʘʡʪʘ), ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʧʦʣʴʟʦʚʘʪʝʣʷ - ʚʣʘʜʝʣʴʮʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʕʇ (ʦʪ 1 ʜʦ 32 ʙʘʡʪʘ) ʠ ʜʣʠʥʫ ʵʪʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ (1 ʙʘʡʪ) ʚ ʢʦʥʝʮ 

ʵʪʦʛʦ ʬʘʡʣʘ. ɼʘʣʝʝ ʟʘʧʠʩʳʚʘʶʪʩʷ 4 ʩʠʤʚʦʣʘ "BICS". 

ʌʘʡʣ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʢʘʢ ʪʝʢʩʪʦʚʫʶ, ʪʘʢ ʠ ʙʠʥʘʨʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʇʦʜʧʠʩʴ ʚ ʧʦʩʣʝʜʫʶʱʝʤ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʨʝʥʘ ʠ ʫʜʘʣʝʥʘ ʬʫʥʢʮʠʝʡ cr_check_file(). 

ʌʫʥʢʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʚʳʟʚʘʥʘ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʜʣʷ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʬʘʡʣʘ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʬʘʡʣ ʤʦʞʝʪ ʙʳʪʴ ʧʦʜʧʠʩʘʥ 

ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʨʘʟʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. ʇʨʠ ʧʦʜʧʠʩʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʮʝʧʣʝʥʠʝ ʧʦʜʧʠʩʝʡ, ʪʦ ʝʩʪʴ ʢʘʞʜʘʷ 

ʧʦʩʣʝʜʫʶʱʘʷ ʧʦʜʧʠʩʴ ʧʦʜʧʠʩʳʚʘʝʪ ʢʘʢ ʩʘʤ ʬʘʡʣ, ʪʘʢ ʠ ʚʩʝ ʧʨʝʜʳʜʫʱʠʝ ʧʦʜʧʠʩʠ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cDSCH. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʩʨʝʜʝ ʆʉ ʩʝʤʝʡʩʪʚʘ Windows. 
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5.7. ʇʨʦʚʝʨʢʘ ʕʇ ʜʣʷ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ 

int DECL cr_check_file(H_INIT init_handle, 
H_PKBASE pkbase_handle, 
const char *file_name, 
int N, 
int flag_del, 
char *userid, 
int *userid_blen); 

#ifdef UNICODE 

int DECL cr_check_fileW(H_INIT init_handle, 
H_PKBASE pkbase_handle, 
wchar_t *file_name, 
int N, 
int flag_del, 
char *userid, 
int *userid_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʧʨʘʚʠʣʴʥʦʩʪʴ ʧʦʜʧʠʩʠ ʥʦʤʝʨ N ʜʣʷ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ ʠ, ʝʩʣʠ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ flag_del, 
ʫʜʘʣʷʝʪ ʝʝ ʠʟ ʬʘʡʣʘ.  

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

pkbase_handle in ʜʝʩʢʨʠʧʪʦʨ H_PKBASE, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_pkbase_open() ʠ 
ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʙʘʟʫ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʡ ʜʦʣʞʥʘ ʙʳʪʴ 

ʧʨʦʚʝʨʝʥʘ ʕʇ 

file_name in ʠʤʷ ʬʘʡʣʘ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʦʚʝʨʝʥʘ ʧʨʘʚʠʣʴʥʦʩʪʴ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʜʧʠʩʠ 

N in ʥʦʤʝʨ ʧʦʜʧʠʩʠ, ʢʦʪʦʨʘʷ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʦʚʝʨʝʥʘ: 1 - ʧʦʩʣʝʜʥʷʷ, 2 - 

ʧʨʝʜʧʦʩʣʝʜʥʷʷ ʠ ʪ.ʜ. 

flag_del in ʝʩʣʠ ʨʘʚʝʥ 1, ʪʦ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʧʦʜʧʠʩʴ ʝʩʪʴ (ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ ʩʦʚʧʘʣʘ), ʦʥʘ 

ʙʫʜʝʪ ʫʜʘʣʝʥʘ ʠʟ ʬʘʡʣʘ 

ʝʩʣʠ ʨʘʚʝʥ 0, ʧʦʜʧʠʩʴ ʥʝ ʫʜʘʣʷʝʪʩʷ  

ʧʨʠ N ʨʘʚʥʳʤ 2 ʠ ʙʦʣʝʝ ʙʫʜʫʪ ʫʜʘʣʝʥʳ ʚʩʝ ʧʦʜʧʠʩʠ ʦʪ 1 ʜʦ N. ʇʦʩʣʝ ʫʜʘʣʝʥʠʷ 

ʧʦʜʧʠʩʠ ʠ ʧʦʩʣʝʜʫʶʱʠʭ ʚʳʟʦʚʘʭ ʬʫʥʢʮʠʠ ʜʣʷ ʧʨʦʚʝʨʢʠ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ 

ʬʘʡʣʘ N ʥʝʦʙʭʦʜʠʤʦ ʩʥʦʚʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʨʘʚʥʳʤ 1. 

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʚʣʘʜʝʣʴʮʘ ʧʦʜʧʠʩʠ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ userid, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʳʡ 

ʚʦʟʚʨʘʱʝʥʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ userid 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  
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ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_NO_SIGN  ʕʇ ʥʝ ʥʘʡʜʝʥʘ ʠʣʠ ʬʘʡʣ ʥʝ ʧʦʜʧʠʩʘʥ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_SIGN_NO_REG  ʕʇ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʚ ʬʘʡʣʝ ɹʆʂ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED_
ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_BAD_CRYPTOCO
RE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʧʦʜʧʠʩʠ (ʜʣʷ ʵʪʦʛʦ ʜʦʣʞʥʘ ʩʦʚʧʘʩʪʴ ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ) ʧʦʜ ʥʦʤʝʨʦʤ N ʜʣʷ 

ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ. ɽʩʣʠ ʧʦʜʧʠʩʠ ʥʝʪ, ʚʦʟʚʨʘʱʘʝʪʩʷ ʦʰʠʙʢʘ ERR_NO_SIGN. 

ɽʩʣʠ ʧʦʜʧʠʩʴ ʝʩʪʴ (ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʵʪʦ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʕʇ, ʛʣʘʚʥʦʝ, ʯʪʦʙʳ ʥʘ ʙʣʦʢ ʩʦʚʧʘʣʘ ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ) ʠ 

ʝʩʣʠ ʧʘʨʘʤʝʪʨ flag_del=1, ʧʦʜʧʠʩʴ ʙʫʜʝʪ ʧʨʦʚʝʨʝʥʘ ʠ ʫʜʘʣʝʥʘ ʠʟ ʬʘʡʣʘ (ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʧʨʘʚʠʣʴʥʘʷ).  

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʕʇ, ʠʩʧʦʣʴʟʫʷ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʦʪʦʨʦʛʦ ʠʟʚʣʝʢʘʝʪʩʷ ʠʟ ʧʨʦʚʝʨʷʝʤʦʛʦ ʬʘʡʣʘ 

file_name, ʟʘʪʝʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʠʩʢ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʩ ʵʪʠʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʚ ʩʧʨʘʚʦʯʥʠʢʝ 

pkbase_handle. ɽʩʣʠ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʥʝ ʥʘʡʜʝʥ, ʚʦʟʚʨʘʱʘʝʪʩʷ ʦʰʠʙʢʘ ERR_SIGN_NO_REG. 

ɽʩʣʠ ʢʣʶʯ ʥʘʡʜʝʥ, ʥʦ ʧʦʜʧʠʩʴ ʥʝ ʚʝʨʥʘ, ʚʦʟʚʨʘʱʘʝʪʩʷ ʦʰʠʙʢʘ ERR_BAD_SIGN. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚʝʨʥʘ ʧʦʜʧʠʩʴ ʠʣʠ ʥʝʚʝʨʥʘ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ. 

ʌʫʥʢʮʠʷ cr_check_fileW ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʥʘ ʆʉ ʩʝʤʝʡʩʪʚʘ Windows ʧʨʠ ʘʢʪʠʚʠʨʦʚʘʥʥʦʤ ʬʣʘʞʢʝ UNICODE ʠ 
ʧʦʟʚʦʣʷʝʪ ʨʘʙʦʪʘʪʴ ʩ ʬʘʡʣʘʤʠ ʚ ʠʤʝʥʠ ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʜʠʨʦʚʢʘ Unicode. 

 

5.8. ʇʦʤʝʱʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʜʘʥʥʳʭ ʧʦʜʧʠʩʠ ʚ ʢʦʥʝʮ ʙʫʬʝʨʘ 

int DECL cr_buf_put_sign_struct ( H_INIT init_handle, 
void *buf, 
int inbuf_len, 
int *outbuf_len, 
void *sign, 
int sign_blen, 
char *userid, 
int userid_blen); 
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ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʢʦʥʪʨʦʣʴʥʫʶ ʩʫʤʤʫ ʥʘ ʙʣʦʢ ʧʦʜʧʠʩʠ ʠ ʧʦʤʝʱʘʝʪ ʩʪʨʫʢʪʫʨʫ ʙʣʦʢʘ ʧʦʜʧʠʩʠ ʚ ʢʦʥʝʮ ʙʫʬʝʨʘ.  

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

buf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʟʘʧʦʣʥʝʥʥʦʛʦ ʜʘʥʥʳʤʠ, ʚ ʢʦʥʮʝ ʢʦʪʦʨʦʛʦ, ʧʦʩʣʝ ʚʳʟʦʚʘ 

ʬʫʥʢʮʠʠ, ʜʦʣʞʥʘ ʙʳʪʴ ʧʦʤʝʱʝʥʘ ʩʪʨʫʢʪʫʨʘ ʧʦʜʧʠʩʠ 

inbuf_len in ʨʘʟʤʝʨ ʵʪʦʛʦ ʙʫʬʝʨʘ, ʟʘʧʦʣʥʝʥʥʦʛʦ ʜʘʥʥʳʤʠ, ʚ ʢʦʥʮʝ ʢʦʪʦʨʦʛʦ, ʧʦʩʣʝ ʚʳʟʦʚʘ 

ʬʫʥʢʮʠʠ, ʜʦʣʞʥʘ ʙʳʪʴ ʧʦʤʝʱʝʥʘ ʩʪʨʫʢʪʫʨʘ ʧʦʜʧʠʩʠ 

outbuf_len in/out ʥʘ ʚʭʦʜʝ ï ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ, ʥʘ ʚʳʭʦʜʝ ï ʨʝʘʣʴʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ 

ʧʦʩʣʝ ʟʘʧʠʩʠ ʚ ʥʝʛʦ ʩʪʨʫʢʪʫʨʳ ʧʦʜʧʠʩʠ 

sign in ʫʢʘʟʘʪʝʣʴ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʧʦʜʧʠʩʴ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʧʦʤʝʱʝʥʘ ʚ 

ʩʪʨʫʢʪʫʨʫ ʧʦʜʧʠʩʠ 

sign_blen in ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign 

userid in ʫʢʘʟʘʪʝʣʴ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʚʣʘʜʝʣʴʮʘ ʧʦʜʧʠʩʠ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʦʤʝʱʝʥ ʚ ʩʪʨʫʢʪʫʨʫ ʧʦʜʧʠʩʠ 

userid_blen in ʨʘʟʤʝʨ ʙʫʬʝʨʘ userid 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ 
ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ 
ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʢʦʥʪʨʦʣʴʥʫʶ ʩʫʤʤʫ ʥʘ ʙʣʦʢ ʧʦʜʧʠʩʠ ʠ ʧʦʤʝʱʘʝʪ ʩʪʨʫʢʪʫʨʫ ʙʣʦʢʘ ʧʦʜʧʠʩʠ ʚ ʙʫʬʝʨ ʧʦ ʘʜʨʝʩʫ 

inbuf_len. 
ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʜʣʠʥʘ ʙʫʬʝʨʘ (outbuf_len ï inbuf_len) ʜʦʣʞʥʘ ʙʳʪʴ ʥʝ ʤʝʥʴʰʝ ʯʝʤ 2 (ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ) + 
<ʨʘʟʤʝʨ ʧʦʜʧʠʩʠ> + <ʨʘʟʤʝʨ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ> + 1 (ʜʣʠʥʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ) + 4 (ʩʪʨʦʢʘ "BICS"). ʀʥʘʯʝ ʚʳʜʘʝʪʩʷ 

ʦʰʠʙʢʘ ERR_MORE_DATA ʠ ʚ ʧʝʨʝʤʝʥʥʫʶ outbuf_len ʟʘʥʦʩʠʪʩʷ ʥʝʦʙʭʦʜʠʤʳʡ ʨʘʟʤʝʨ. 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ. 
 

 

5.9. ʇʦʤʝʱʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʜʘʥʥʳʭ ʧʦʜʧʠʩʠ ʚ ʢʦʥʝʮ ʬʘʡʣʘ 

int DECL cr_file_put_sign_struct( H_INIT init_handle, 
const char *file_name, 
void *sign, 
int sign_blen, 



87 
 

 

char *userid, 
int userid_blen); 

#ifdef UNICODE 

int DECL cr_file_put_sign_structW( H_INIT init_handle, 
wchar_t *file_name, 
void *sign, 
int sign_blen, 
char *userid, 
int userid_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʢʦʥʪʨʦʣʴʥʫʶ ʩʫʤʤʫ ʥʘ ʙʣʦʢ ʧʦʜʧʠʩʠ ʠ ʧʦʤʝʱʘʝʪ ʩʪʨʫʢʪʫʨʫ ʙʣʦʢʘ ʧʦʜʧʠʩʠ ʚ ʢʦʥʝʮ ʬʘʡʣʘ ʩ 

ʠʤʝʥʝʤ file_name.  

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

file_name in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʳʡ ʜʦʣʞʥʘ ʙʳʪʴ ʧʦʤʝʱʝʥʘ ʩʪʨʫʢʪʫʨʘ ʧʦʜʧʠʩʠ 

sign in ʫʢʘʟʘʪʝʣʴ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʧʦʜʧʠʩʴ, ʢʦʪʦʨʘʷ ʜʦʣʞʥʘ ʙʳʪʴ 

ʧʦʤʝʱʝʥʘ ʚ ʬʘʡʣ 

sign_blen in ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign 

userid in ʫʢʘʟʘʪʝʣʴ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʚʣʘʜʝʣʴʮʘ ʧʦʜʧʠʩʠ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʧʦʤʝʱʝʥ ʚ ʬʘʡʣ 

userid_blen in ʨʘʟʤʝʨ ʙʫʬʝʨʘ userid 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʩʪʨʫʢʪʫʨʫ ʙʣʦʢʘ ʧʦʜʧʠʩʠ (ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ (2 ʙʘʡʪʘ), ʕʇ (64 ʙʘʡʪʘ), ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʧʦʣʴʟʦʚʘʪʝʣʷ - ʚʣʘʜʝʣʴʮʘ ʧʫʙʣʠʯʥʦʛʦ ʢʣʶʯʘ ʕʇ (ʦʪ 1 ʜʦ 32 ʙʘʡʪʘ) ʠ ʜʣʠʥʘ ʵʪʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ (1 ʙʘʡʪ)) ʠ 

ʧʦʤʝʱʘʝʪ ʝʝ ʚ ʢʦʥʝʮ ʬʘʡʣʘ ʩ ʠʤʝʥʝʤ file_name. ɼʘʣʝʝ ʟʘʧʠʩʳʚʘʶʪʩʷ 4 ʩʠʤʚʦʣʘ "BICS". ʌʘʡʣ ʜʦʣʞʝʥ ʙʳʪʴ 

ʜʦʩʪʫʧʝʥ ʥʘ ʟʘʧʠʩʴ.  

ʌʫʥʢʮʠʷ cr_file_put_sign_structW ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʥʘ ʆʉ ʩʝʤʝʡʩʪʚʘ Windows ʧʨʠ ʘʢʪʠʚʠʨʦʚʘʥʥʦʤ ʬʣʘʞʢʝ 

UNICODE ʠ ʧʦʟʚʦʣʷʝʪ ʨʘʙʦʪʘʪʴ ʩ ʬʘʡʣʘʤʠ ʚ ʠʤʝʥʠ ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʜʠʨʦʚʢʘ Unicode. 
 

5.10. ʇʦʣʫʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʜʘʥʥʳʭ ʧʦʜʧʠʩʠ ʠʟ ʙʫʬʝʨʘ 

int DECL cr_buf_get_sign_struct ( H_INIT init_handle, 
void *buf, 
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int buf_len, 
int search_from, 
void *sign, 
int *sign_blen, 
char *userid, 
int *userid_blen, 
int *struct_blen); 

 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ, ʠʩʧʦʣʴʟʫʷ ʧʦʜʩʯʝʪ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ (CRC), ʝʩʪʴ ʣʠ ʩʪʨʫʢʪʫʨʘ ʧʦʜʧʠʩʠ ʚ ʢʦʥʮʝ ʙʫʬʝʨʘ ʠ 

ʝʩʣʠ ʝʩʪʴ, ʚʦʟʚʨʘʱʘʝʪ ʵʪʫ ʩʪʨʫʢʪʫʨʫ. ʇʦʜʧʠʩʴ ʠʟ ʙʫʬʝʨʘ ʥʝ ʫʜʘʣʷʝʪʩʷ.  

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

buf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʘʪʩʷ ʜʘʥʥʳʝ ʠ ʩʪʨʫʢʪʫʨʘ ʧʦʜʧʠʩʠ 

buf_len in ʨʘʟʤʝʨ ʵʪʦʛʦ ʙʫʬʝʨʘ 

search_from in ʝʩʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʜʧʠʩʝʡ, ʪʦ ʵʪʦ ʨʘʩʩʪʦʷʥʠʝ ʦʪ ʢʦʥʮʘ ʙʫʬʝʨʘ ʜʦ ʧʦʜʧʠʩʠ 

ʢʦʪʦʨʫʶ ʥʫʞʥʦ ʚʝʨʥʫʪʴ (ʨʘʩʩʪʦʷʥʠʝ ʚ ʙʘʡʪʘʭ) 

ʜʣʷ ʧʝʨʚʦʡ (ʧʦʩʣʝʜʥʝʡ ʩ ʢʦʥʮʘ) ʧʦʜʧʠʩʠ ʜʦʣʞʥʦ ʙʳʪʴ ʨʘʚʥʦ ʥʫʣʶ 

sign out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʧʦʜʧʠʩʴ 

sign_blen in/out ʥʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʳʡ 

ʚʦʟʚʨʘʱʝʥʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign 

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʚʣʘʜʝʣʴʮʘ ʧʦʜʧʠʩʠ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ userid, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʳʡ 

ʚʦʟʚʨʘʱʝʥʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ userid 

struct_blen out ʨʝʘʣʴʥʳʡ ʨʘʟʤʝʨ ʩʪʨʫʢʪʫʨʳ ʧʦʜʧʠʩʠ ʚʥʫʪʨʠ ʬʘʡʣʘ, ʩʣʝʜʫʶʱʘʷ ʧʦʜʧʠʩʴ (ʝʩʣʠ 

ʦʥʘ ʝʩʪʴ) ʙʫʜʝʪ ʨʘʟʤʝʱʘʪʴʩʷ ʥʘ ʨʘʩʩʪʦʷʥʠʠ search_from + struct_blen ʦʪ 

ʢʦʥʮʘ ʬʘʡʣʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ 
ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_NO_SIGN  ʕʇ ʥʝ ʥʘʡʜʝʥʘ ʠʣʠ ʬʘʡʣ ʥʝ ʧʦʜʧʠʩʘʥ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ 
ʤʝʥʴʰʝ, ʯʝʤ ʪʨʝʙʫʝʪʩʷ ʜʣʷ 
ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʧʦʜʧʠʩʠ (ʜʣʷ ʵʪʦʛʦ ʜʦʣʞʥʘ ʩʦʚʧʘʩʪʴ ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ) ʥʘ ʨʘʩʩʪʦʷʥʠʠ 

search_from ʦʪ ʢʦʥʮʘ ʙʫʬʝʨʘ. ɽʩʣʠ ʧʦʜʧʠʩʠ ʥʝʪ, ʚʦʟʚʨʘʱʘʝʪʩʷ ʦʰʠʙʢʘ ERR_NO_SIGN. 
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ɽʩʣʠ ʧʦʜʧʠʩʴ ʝʩʪʴ (ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ, ʯʪʦ ʵʪʦ ʙʫʜʝʪ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʕʇ, ʚʦʟʤʦʞʥʦ, ʯʪʦ ʥʘ ʙʣʦʢ ʩʦʚʧʘʣʘ ʢʦʥʪʨʦʣʴʥʘʷ 

ʩʫʤʤʘ ʠ 4 ʩʠʤʚʦʣʘ "BICS" ʚ ʢʦʥʮʝ), ʪʦ ʩʘʤʘ ʧʦʜʧʠʩʴ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʣʘʜʝʣʴʮʘ ʧʦʜʧʠʩʠ 

ʚʦʟʚʨʘʱʘʶʪʩʷ ʚ ʙʫʬʝʨʘʭ sign ʠ userid.  
ʇʦʣʥʘʷ ʜʣʠʥʘ ʩʪʨʫʢʪʫʨʳ ʧʦʜʧʠʩʠ ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʧʝʨʝʤʝʥʥʦʡ struct_blen. ɼʣʷ ʫʜʘʣʝʥʠʷ ʧʦʜʧʠʩʠ ʩʣʝʜʫʝʪ 
ʫʤʝʥʴʰʠʪʴ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʥʘ search_from + struct_blen ʙʘʡʪ. 
ʇʦʜʧʠʩʴ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚʝʨʥʘ ʧʦʜʧʠʩʴ ʠʣʠ ʥʝʚʝʨʥʘ, ʛʣʘʚʥʦʝ 

ʯʪʦʙʳ ʩʦʚʧʘʣʘ ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ ʥʘ ʙʣʦʢ ʧʦʜʧʠʩʠ ʚʥʫʪʨʠ ʙʫʬʝʨʘ. 

ɼʣʷ ʥʝʩʢʦʣʴʢʠʭ ʧʦʜʧʠʩʝʡ ʤʦʞʥʦ ʦʨʛʘʥʠʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʡ ʮʠʢʣ: 

¶ 1-ʘʷ ʧʦʜʧʠʩʴ: 

        ʫʩʪʘʥʘʚʣʠʚʘʝʤ 
   search_from = 0; 

        ʠ ʚʳʟʳʚʘʝʤ 

   cr_buf_get_sign_struct(); 

¶ 2-ʘʷ ʧʦʜʧʠʩʴ (ʠ ʧʦʩʣʝʜʫʶʱʠʝ, ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ ʚʦʟʥʠʢʥʝʪ ERR_NO_SIGN): 

        ʫʚʝʣʠʯʠʚʘʝʤ 
   search_from = search_from + struct_blen; 
        ʛʜʝ ʟʥʘʯʝʥʠʝ struct_blen - ʚʝʨʥʫʣ ʧʨʝʜʳʜʫʱʠʡ ʚʳʟʦʚ cr_buf_get_sign_struct() 
        ʠ ʚʳʟʳʚʘʝʤ 

   cr_buf_get_sign_struct(); 
ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ. 
 

5.11. ʇʦʣʫʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʜʘʥʥʳʭ ʧʦʜʧʠʩʠ ʠʟ ʬʘʡʣʘ 

int DECL cr_file_get_sign_struct(H_INIT init_handle, 
const char *file_name, 
int search_from, 
void *sign, 
int *sign_blen, 
char *userid, 
int *userid_blen, 
int *struct_blen); 

#ifdef UNICODE 

int DECL cr_file_get_sign_structW(H_INIT init_handle, 
wchar_t *file_name, 
int search_from, 
void *sign, 
int *sign_blen, 
char *userid, 
int *userid_blen, 
int *struct_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʝʩʪʴ ʣʠ ʩʪʨʫʢʪʫʨʘ ʧʦʜʧʠʩʠ ʚ ʢʦʥʮʝ ʬʘʡʣʘ ʩ ʠʤʝʥʝʤ file_name ʠ, ʝʩʣʠ ʝʩʪʴ, ʚʦʟʚʨʘʱʘʝʪ ʵʪʫ 

ʩʪʨʫʢʪʫʨʫ. ʇʦʜʧʠʩʴ ʠʟ ʬʘʡʣʘ ʥʝ ʫʜʘʣʷʝʪʩʷ.  

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

file_name in ʠʤʷ ʬʘʡʣʘ, ʠʟ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʦʯʠʪʘʥʘ ʩʪʨʫʢʪʫʨʘ ʧʦʜʧʠʩʠ 

search_from in ʝʩʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʜʧʠʩʝʡ, ʪʦ ʵʪʦ ʨʘʩʩʪʦʷʥʠʝ ʦʪ ʢʦʥʮʘ ʬʘʡʣʘ ʜʦ ʧʦʜʧʠʩʠ 

ʢʦʪʦʨʫʶ ʥʫʞʥʦ ʚʝʨʥʫʪʴ (ʨʘʩʩʪʦʷʥʠʝ ʚ ʙʘʡʪʘʭ) 

ʜʣʷ ʧʝʨʚʦʡ (ʧʦʩʣʝʜʥʝʡ ʩ ʢʦʥʮʘ) ʧʦʜʧʠʩʠ ʜʦʣʞʥʦ ʙʳʪʴ ʨʘʚʥʦ ʥʫʣʶ 

sign out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʧʦʜʧʠʩʴ 
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sign_blen in/out ʥʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʳʡ 

ʚʦʟʚʨʘʱʝʥʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ sign 

userid out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʚʣʘʜʝʣʴʮʘ ʧʦʜʧʠʩʠ 

userid_blen in/out ʥʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ userid, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʳʡ 

ʚʦʟʚʨʘʱʝʥʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ userid 

struct_blen out ʨʝʘʣʴʥʳʡ ʨʘʟʤʝʨ ʩʪʨʫʢʪʫʨʳ ʧʦʜʧʠʩʠ ʚʥʫʪʨʠ ʬʘʡʣʘ, ʩʣʝʜʫʶʱʘʷ ʧʦʜʧʠʩʴ (ʝʩʣʠ 

ʦʥʘ ʝʩʪʴ) ʙʫʜʝʪ ʨʘʟʤʝʱʘʪʴʩʷ ʥʘ ʨʘʩʩʪʦʷʥʠʠ search_from + struct_blen ʦʪ 

ʢʦʥʮʘ ʬʘʡʣʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_NO_SIGN  ʕʇ ʥʝ ʥʘʡʜʝʥʘ ʠʣʠ ʬʘʡʣ ʥʝ ʧʦʜʧʠʩʘʥ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʧʦʜʧʠʩʠ (ʜʣʷ ʵʪʦʛʦ ʜʦʣʞʥʘ ʩʦʚʧʘʩʪʴ ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ) ʥʘ ʨʘʩʩʪʦʷʥʠʠ 

search_from ʦʪ ʢʦʥʮʘ ʬʘʡʣʘ. ɽʩʣʠ ʧʦʜʧʠʩʠ ʥʝʪ, ʚʦʟʚʨʘʱʘʝʪʩʷ ʦʰʠʙʢʘ ERR_NO_SIGN. 

ɽʩʣʠ ʧʦʜʧʠʩʴ ʝʩʪʴ (ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ, ʯʪʦ ʵʪʦ ʙʫʜʝʪ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʕʇ, ʚʦʟʤʦʞʥʦ, ʯʪʦ ʥʘ ʙʣʦʢ ʩʦʚʧʘʣʘ ʢʦʥʪʨʦʣʴʥʘʷ 

ʩʫʤʤʘ ʠ 4 ʩʠʤʚʦʣʘ "BICS" ʚ ʢʦʥʮʝ), ʪʦ ʩʘʤʘ ʧʦʜʧʠʩʴ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ - ʚʣʘʜʝʣʴʮʘ ʧʦʜʧʠʩʠ 

ʚʦʟʚʨʘʱʘʶʪʩʷ ʚ ʙʫʬʝʨʘʭ sign ʠ userid.  
ʇʦʣʥʘʷ ʜʣʠʥʘ ʩʪʨʫʢʪʫʨʳ ʧʦʜʧʠʩʠ ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʧʝʨʝʤʝʥʥʦʡ struct_blen. ɼʣʷ ʫʜʘʣʝʥʠʷ ʧʦʜʧʠʩʠ ʩʣʝʜʫʝʪ 
ʫʤʝʥʴʰʠʪʴ ʨʘʟʤʝʨ ʬʘʡʣʘ ʥʘ search_from + struct_blen ʙʘʡʪ. 
ʇʦʜʧʠʩʴ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʦʟʚʨʘʱʘʝʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚʝʨʥʘ ʧʦʜʧʠʩʴ ʠʣʠ ʥʝʚʝʨʥʘ, ʛʣʘʚʥʦʝ 

ʯʪʦʙʳ ʩʦʚʧʘʣʘ ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ ʥʘ ʙʣʦʢ ʧʦʜʧʠʩʠ ʚʥʫʪʨʠ ʬʘʡʣʘ. 

ɼʣʷ ʥʝʩʢʦʣʴʢʠʭ ʧʦʜʧʠʩʝʡ ʤʦʞʥʦ ʦʨʛʘʥʠʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʡ ʮʠʢʣ: 

¶ 1-ʘʷ ʧʦʜʧʠʩʴ: 

        ʫʩʪʘʥʘʚʣʠʚʘʝʤ 
   search_from = 0; 
        ʠ ʚʳʟʳʚʘʝʤ 
   cr_file_get_sign_struct(); 

¶ 2-ʘʷ ʧʦʜʧʠʩʴ (ʠ ʧʦʩʣʝʜʫʶʱʠʝ, ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ ʚʦʟʥʠʢʥʝʪ ERR_NO_SIGN): 

        ʫʚʝʣʠʯʠʚʘʝʤ 
   search_from = search_from + struct_blen; 
        ʛʜʝ ʟʥʘʯʝʥʠʝ struct_blen - ʚʝʨʥʫʣ ʧʨʝʜʳʜʫʱʠʡ ʚʳʟʦʚ cr_ file_get_sign_struct() 
        ʠ ʚʳʟʳʚʘʝʤ 
   cr_ file_get_sign_struct(); 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʚʩʝʛʜʘ. 

ʌʫʥʢʮʠʷ cr_file_get_sign_structW ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʥʘ ʆʉ ʩʝʤʝʡʩʪʚʘ Windows ʧʨʠ ʘʢʪʠʚʠʨʦʚʘʥʥʦʤ ʬʣʘʞʢʝ 

UNICODE ʠ ʧʦʟʚʦʣʷʝʪ ʨʘʙʦʪʘʪʴ ʩ ʬʘʡʣʘʤʠ ʚ ʠʤʝʥʠ ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʜʠʨʦʚʢʘ Unicode. 
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6 ˡ̗̔̎̋̉̉ ̙̠̉̑̏̃́̎̉̕ ̉ ̙̠̑́̒̉̑̏̃́̎̉̕ 

6.1. ɻʝʥʝʨʘʮʠʷ ʪʘʙʣʠʮʳ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

int DECL cr_gen_netkey_table ( H_INIT init_handle, 
int net_number,  
int nodes, 
char *ktabl_file 
char *nsys_file); 

ʅʘʟʥʘʯʝʥʠʝ: 

ɻʝʥʝʨʠʨʫʝʪ ʪʘʙʣʠʮʫ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʰʠʬʨʦʚʘʥʠʷ. ʂʣʶʯʠ ʭʨʘʥʷʪʩʷ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ ʪʠʧʘ "ɿʚʝʟʜʘ".  

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 

 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

net_number in ʥʦʤʝʨ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ (ʣʶʙʦʝ ʯʠʩʣʦ ʦʪ 1 ʜʦ 4,294,967,295) 

nodes in ʢʦʣʠʯʝʩʪʚʦ ʢʣʶʯʝʡ ʚ ʪʘʙʣʠʮʝ (ʣʶʙʦʝ ʯʠʩʣʦ ʦʪ 2 ʜʦ 59,652,300) 

ktabl_file in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʳʡ ʟʘʧʠʩʳʚʘʝʪʩʷ ʩʝʪʝʚʘʷ ʪʘʙʣʠʮʘ 

nsys_file in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʳʡ ʟʘʧʠʩʳʚʘʝʪʩʷ ʢʣʶʯ ʭʨʘʥʝʥʠʷ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 
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ɼʣʷ ʨʘʙʦʪʳ ʚ ʢʣʶʯʝʚʦʡ ʩʠʩʪʝʤʝ ʪʠʧʘ "ɿʚʝʟʜʘ" ʥʝʦʙʭʦʜʠʤʦ ʟʘʨʘʥʝʝ ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʢʣʶʯʠ ʰʠʬʨʦʚʘʥʠʷ ʜʣʷ 

ʚʩʝʭ ʘʙʦʥʝʥʪʦʚ, ʚ ʜʘʣʴʥʝʡʰʝʤ ʵʪʠ ʢʣʶʯʠ ʤʦʞʥʦ ʠʟʚʣʝʢʘʪʴ ʧʨʠ ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_gen_enckey() ʠ ʧʝʨʝʜʘʚʘʪʴ 
ʘʙʦʥʝʥʪʫ ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʬʦʨʤʘʪʝ (ʟʘʰʠʬʨʦʚʘʥʥʳʤʠ ʥʘ ʪʨʘʥʩʧʦʨʪʥʦʤ ʢʣʶʯʝ). 

 

6.2. ʋʚʝʣʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʘʙʦʥʝʥʪʦʚ ʚ ʢʨʠʧʪʦʩʝʪʠ 

int DECL cr_extend_netkey_table ( H_INIT init_handle, 
char *ktabl_file,  
char *nsys_file, 
 int new_nodes, 
int *current_nodes,); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʋʚʝʣʠʯʠʚʘʝʪ ʯʠʩʣʦ ʘʙʦʥʝʥʪʦʚ ʚ ʪʘʙʣʠʮʝ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʰʠʬʨʦʚʘʥʠʷ ʧʫʪʝʤ ʛʝʥʝʨʠʨʦʚʘʥʠʷ ʥʝʜʦʩʪʘʶʱʠʭ ʢʣʶʯʝʡ, 

ʩʪʘʨʳʝ ʢʣʶʯʠ ʩʦʭʨʘʥʷʶʪʩʷ. ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʘʙʦʥʝʥʪʦʚ 59,652,300.  

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 

 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

ktabl_file in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʩʝʪʝʚʘʷ ʪʘʙʣʠʮʘ 

nsys_file in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʢʣʶʯ ʭʨʘʥʝʥʠʷ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ 

new_nodes in ʢʦʣʠʯʝʩʪʚʦ ʘʙʦʥʝʥʪʦʚ, ʥʘ ʢʦʪʦʨʦʝ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʨʘʟʤʝʨ ʪʘʙʣʠʮʳ 

current_nodes out ʯʠʩʣʦ ʘʙʦʥʝʥʪʦʚ ʚ ʪʘʙʣʠʮʝ ʧʦʩʣʝ ʫʚʝʣʠʯʝʥʠʷ ʨʘʟʤʝʨʘ, ʝʩʣʠ ʟʘʜʘʪʴ 

new_nodes=0 ʪʦʛʜʘ ʬʫʥʢʮʠʷ ʚʝʨʥʝʪ ʪʝʢʫʱʠʡ ʨʘʟʤʝʨ ʪʘʙʣʠʮʳ (ʯʠʩʣʦ 

ʘʙʦʥʝʥʪʦʚ ʚ ʪʘʙʣʠʮʝ) ʥʝ ʠʟʤʝʥʷʷ ʪʘʙʣʠʮʫ ʠ ʥʝ ʜʦʙʘʚʣʷʷ ʥʦʚʳʭ ʘʙʦʥʝʥʪʦʚ ʚ 

ʪʘʙʣʠʮʫ. 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 
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ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɺ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ ʚ ʢʣʶʯʝʚʦʡ ʩʠʩʪʝʤʝ ʪʠʧʘ "ɿʚʝʟʜʘ" ʯʘʩʪʦ ʪʨʝʙʫʝʪʩʷ ʫʚʝʣʠʯʠʪʴ ʨʘʟʤʝʨ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ. 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʧʦʟʚʦʣʷʝʪ ʵʪʦ ʩʜʝʣʘʪʴ, ʜʦʙʘʚʣʷʷ ʥʦʚʳʝ ʢʣʶʯʠ ʠ ʩʦʭʨʘʥʷʷ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʝ ʚ ʪʘʙʣʠʮʝ ʢʣʶʯʠ. 

ʀʟʚʣʝʯʴ ʧʦʣʫʯʝʥʥʳʝ ʢʣʶʯʠ ʤʦʞʥʦ ʧʨʠ ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_gen_enckey(). 

6.3. ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʝʪʝʚʦʛʦ ʢʣʶʯʘ ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʬʦʨʤʘʪʝ 

int DECL cr_gen_enckey( H_INIT init_handle, 
int net_number,  
int node_number, 
char *ktabl_buf, 
int ktabl_len, 
char *nbuf_sys 
int nsys_len 
char *key_dir); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʀʟʚʣʝʢʘʝʪ ʩʝʪʝʚʦʡ ʢʣʶʯ ʠʟ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ ʠ ʟʘʧʠʩʳʚʘʝʪ ʝʛʦ ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʬʦʨʤʘʪʝ.  

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 

 

ʌʦʨʤʘʪ ʪʨʘʥʩʧʦʨʪʥʳʭ ʬʘʡʣʦʚ: 

ʌʦʨʤʘʪ ʬʘʡʣʘ *.KEY  

1 ʙʘʡʪ ʂʦʥʩʪʘʥʪʘ 14 

1 ʙʘʡʪʘ ʂʦʥʩʪʘʥʪʘ 1 

32 ʙʘʡʪʘ ʊʨʘʥʩʧʦʨʪʥʳʡ ʢʣʶʯ 

4 ʙʘʡʪʘ ʀʤʠʪʦʚʩʪʘʚʢʘ ʜʣʷ ʪʨʘʥʩʧʦʨʪʥʦʛʦ 

ʢʣʶʯʘ ʥʘ ʥʫʣʝʚʦʤ ʢʣʶʯʝ 

 

ʌʦʨʤʘʪ ʬʘʡʣʘ *.NKL  

2 ʙʘʡʪʘ ʅʦʤʝʨ ʩʝʪʠ 

2 ʙʘʡʪʘ ʉʦʙʩʪʚʝʥʥʳʡ ʢʨʠʧʪʦʥʦʤʝʨ 

2 ʙʘʡʪʘ ʏʠʩʣʦ ʢʣʶʯʝʡ ʚ ʬʘʡʣʝ 
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(ʜʣʷ ʎʝʥʪʨʘ ʟʚʝʟʜʳ - ʨʘʚʥʦ ʯʠʩʣʫ 

ʘʙʦʥʝʥʪʦʚ, ʜʣʷ ʦʩʪʘʣʴʥʳʭ ʨʘʚʥʦ 1 - 

ʪʦʣʴʢʦ ʢʣʶʯ ʎʝʥʪʨʘ) 

32 ʙʘʡʪʘ ʉʝʪʝʚʦʡ ʢʣʶʯ 

4 ʙʘʡʪʘ ʀʤʠʪʦʚʩʪʘʚʢʘ ʜʣʷ ʩʝʪʝʚʦʛʦ ʢʣʶʯʘ 

ʥʘ ʪʨʘʥʩʧʦʨʪʥʦʤ ʢʣʶʯʝ 

 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

net_number in ʥʦʤʝʨ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ, ʪʘʢʦʝ ʞʝ ʪʦʯʥʦ ʯʠʩʣʦ ʢʘʢ ʠ ʚ cr_gen_netkey_table() 

node_number in ʥʦʤʝʨ ʘʙʦʥʝʥʪʘ ʚ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʝ 

ktabl_buf in ʟʘʛʨʫʞʝʥʥʳʡ ʚ ʧʘʤʷʪʴ ʬʘʡʣ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ 

ktabl_len in ʜʣʠʥʘ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ 

nbuf_sys in ʟʘʛʨʫʞʝʥʥʳʡ ʚ ʧʘʤʷʪʴ ʬʘʡʣ ʩ ʢʣʶʯʦʤ ʭʨʘʥʝʥʠʷ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ 

nsys_len in ʜʣʠʥʘ ʬʘʡʣʘ ʩ ʢʣʶʯʦʤ ʭʨʘʥʝʥʠʷ ʩʝʪʝʚʦʡ ʪʘʙʣʠʮʳ 

key_dir in ʜʠʨʝʢʪʦʨʠʷ, ʚ ʢʦʪʦʨʫʶ ʟʘʧʠʩʳʚʘʝʪʩʷ ʩʝʪʝʚʦʡ ʢʣʶʯ ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʬʦʨʤʘʪʝ  

(ʬʘʡʣʳ *.KEY ʠ *.NKL) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 
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ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɼʣʷ ʨʘʙʦʪʳ ʚ ʢʣʶʯʝʚʦʡ ʩʠʩʪʝʤʝ ʪʠʧʘ "ɿʚʝʟʜʘ" ʥʝʦʙʭʦʜʠʤʦ ʠʟʚʣʝʯʴ ʢʣʶʯ ʘʙʦʥʝʥʪʘ ʧʦ ʝʛʦ ʥʦʤʝʨʫ ʠ 

ʧʝʨʝʜʘʪʴ ʢʣʶʯ ʘʙʦʥʝʥʪʫ ʚ ʪʨʘʥʩʧʦʨʪʥʦʤ ʬʦʨʤʘʪʝ. ʇʦʩʣʝ ʵʪʦʛʦ ʘʙʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʫʯʝʥʥʳʝ ʢʣʶʯʠ ʧʨʠ 

ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_install_netkey() 
 

 

6.4. ʋʩʪʘʥʦʚʢʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

int DECL cr_install_netkey( H_INIT init_handle, 
const char *input_key,  
const char *input_nkl, 
const char *output_nkl ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʢʣʶʯʠ, ʩʦʟʜʘʥʥʳʝ ʎʝʥʪʨʦʤ ɺʳʨʘʙʦʪʢʠ ʂʣʶʯʝʡ, ʜʣʷ ʠʭ ʜʘʣʴʥʝʡʰʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ 

ʬʫʥʢʮʠʷʭ ʰʠʬʨʦʚʘʥʠʷ cr_netfile_load(), cr_netbuf_load(). 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

input_key in ʠʤʷ ʬʘʡʣʘ ʩ ʢʣʶʯʦʤ ʭʨʘʥʝʥʠʷ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ (ʨʘʩʰʠʨʝʥʠʝ *.KEY), 

ʧʦʣʫʯʝʥʥʳʡ ʠʟ ʎʝʥʪʨʘ ɺʳʨʘʙʦʪʢʠ ʢʣʶʯʝʡ 

input_nkl in ʠʤʷ ʯʠʪʘʝʤʦʛʦ ʬʘʡʣʘ ʩ ʪʘʙʣʠʮʝʡ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ (ʨʘʩʰʠʨʝʥʠʝ *.NKL), 

ʧʦʣʫʯʝʥʥʳʡ ʠʟ ʎʝʥʪʨʘ ɺʳʨʘʙʦʪʢʠ ʢʣʶʯʝʡ 

output_nkl in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʪʘʙʣʠʮʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ (ʨʘʩʰʠʨʝʥʠʝ 

*.NKL), ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʬʫʥʢʮʠʠ cr_netfile_load() 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 
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ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cGKUZ. 
ɺ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʝʨʝʰʠʬʨʦʚʘʥʠʝ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʥʘ ɻʣʘʚʥʦʤ ʂʣʶʯʝ. ʌʫʥʢʮʠʷ ʚʳʟʳʚʘʝʪʩʷ 

ʦʜʠʥ ʨʘʟ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʠʟ ʎʝʥʪʨʘ ɺʳʨʘʙʦʪʢʠ ʂʣʶʯʝʡ ʥʦʩʠʪʝʣʷ ʩ ʩʝʪʝʚʳʤʠ ʠ ʪʨʘʥʩʧʦʨʪʥʳʤʠ ʢʣʶʯʘʤʠ. ʌʫʥʢʮʠʷ 

ʯʠʪʘʝʪ ʬʘʡʣʳ ʩ ʠʤʝʥʘʤʠ input_key, input_nkl, ʧʝʨʝʰʠʬʨʦʚʳʚʘʝʪ ʢʣʶʯʠ ʥʘ ɻʣʘʚʥʦʤ ʂʣʶʯʝ ʠ ʟʘʧʠʩʳʚʘʝʪ ʚ ʬʘʡʣ 

ʧʦʜ ʠʤʝʥʝʤ output_nkl, ʢʦʪʦʨʳʡ ʚ ʜʘʣʴʥʝʡʰʝʤ ʜʦʣʞʝʥ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʚ ʬʫʥʢʮʠʷʭ cr_netfile_load() ʠ 
cr_netbuf_load(). 

6.5. ʇʝʨʝʰʠʬʨʦʚʘʥʠʝ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʥʘ ʥʦʚʦʤ ɻʣʘʚʥʦʤ ʢʣʶʯʝ 

int DECL cr_change_netkey( H_INIT init_handle, 
const char *old_key_name,  
const char *new_key_name, 
const char *gk_name,  
const char *uz_name, 
const char *passw ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʝʨʝʰʠʬʨʦʚʳʚʘʝʪ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʩʝʪʝʚʳʝ ʢʣʶʯʠ ʥʘ ʥʦʚʦʤ ɻʣʘʚʥʦʤ ʢʣʶʯʝ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʣʘʥʦʚʦʡ 

ʟʘʤʝʥʳ ɻʣʘʚʥʦʛʦ ʢʣʶʯʘ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

old_key_name in ʠʤʷ ʯʠʪʘʝʤʦʛʦ ʬʘʡʣʘ ʩ ʪʘʙʣʠʮʝʡ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ (ʨʘʩʰʠʨʝʥʠʝ *.NKL), 

ʧʦʣʫʯʝʥʥʳʡ ʧʨʠ ʧʦʤʦʱʠ ʬʫʥʢʮʠʠ cr_install_netkey() 

new_key_name in ʠʤʷ ʟʘʧʠʩʳʚʘʝʤʦʛʦ ʬʘʡʣʘ ʩ ʪʘʙʣʠʮʝʡ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ (ʨʘʩʰʠʨʝʥʠʝ *.NKL), 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʬʫʥʢʮʠʠ cr_netfile_load() 

gk_name in ʠʤʷ ʬʘʡʣʘ ʩ ʥʦʚʳʤ ɻʣʘʚʥʳʤ ʢʣʶʯʦʤ (ʠʣʠ NULL, ʝʩʣʠ ʢʣʶʯ ʥʘ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ), ʩʪʘʨʳʡ ɻʣʘʚʥʳʡ ʢʣʶʯ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʛʨʫʞʝʥ ʚ ʩʠʩʪʝʤʝ 

uz_name in ʠʤʷ ʬʘʡʣʘ ʩ ʥʦʚʳʤʠ ʋʟʣʘʤʠ ʟʘʤʝʥʳ (ʠʣʠ NULL, ʝʩʣʠ ʦʥʠ ʥʘʭʦʜʷʪʩʷ ʥʘ ʊʄ-

ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ) 

passw in ʧʘʨʦʣʴ ʥʦʚʦʛʦ ɻʣʘʚʥʦʛʦ ʢʣʶʯʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 
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ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_TMDRV_NOT_FOU
ND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_NO_TM_ATTACHE
D 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_UZ_READ  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʫʟʣʦʚ ʟʘʤʝʥʳ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cGKUZ. 
ɺ ʧʨʦʮʝʩʩʝ ʚʳʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʠ ʧʨʦʠʩʭʦʜʠʪ ʧʝʨʝʰʠʬʨʦʚʘʥʠʝ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʥʘ ʥʦʚʦʤ ɻʣʘʚʥʦʤ ʂʣʶʯʝ. ʌʫʥʢʮʠʷ 

ʚʳʟʳʚʘʝʪʩʷ ʦʜʠʥ ʨʘʟ ʜʣʷ ʟʘʤʝʥʳ ɻʣʘʚʥʦʛʦ ʢʣʶʯʘ ʥʘ ʥʦʚʳʡ. ʌʫʥʢʮʠʷ ʯʠʪʘʝʪ ʬʘʡʣʳ ʩ ʠʤʝʥʘʤʠ old_key_name, 

ʧʝʨʝʰʠʬʨʦʚʳʚʘʝʪ ʢʣʶʯʠ ʥʘ ɻʣʘʚʥʦʤ ʂʣʶʯʝ ʠ ʟʘʧʠʩʳʚʘʝʪ ʚ ʬʘʡʣ ʧʦʜ ʠʤʝʥʝʤ new_key_name, ʢʦʪʦʨʳʡ ʚ 
ʜʘʣʴʥʝʡʰʝʤ ʜʦʣʞʝʥ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʚ ʬʫʥʢʮʠʷʭ cr_netfile_load() ʠ cr_netbuf_load(). 

 

6.6. ɿʘʛʨʫʟʢʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʠʟ ʬʘʡʣʘ 

int DECL cr_netfile_load(H_INIT init_handle, 
const char *net_file, 
int flag_compr, 
H_NET *net_handle ); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʠʟ ʬʘʡʣʘ ʪʘʙʣʠʮʫ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʩʝʪʠ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

net_file in ʠʤʷ ʬʘʡʣʘ ʩ ʪʘʙʣʠʮʝʡ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

flag_compr in ʨʘʚʝʥ 1, ʝʩʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʜʘʥʥʳʝ ʙʫʜʫʪ ʢʦʤʧʨʝʩʩʠʨʦʚʘʪʴʩʷ (ʩʞʠʤʘʪʴʩʷ, 

ʘʨʭʠʚʠʨʦʚʘʪʴʩʷ) ʧʝʨʝʜ ʰʠʬʨʦʚʘʥʠʝʤ, ʧʨʠ ʨʘʩʰʠʬʨʦʚʘʥʠʠ ʜʘʥʥʳʝ 

ʨʘʟʞʠʤʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʜʘʥʥʳʝ ʦ ʥʘʣʠʯʠʠ ʩʞʘʪʠʷ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚ 

ʢʨʠʧʪʦʟʘʛʦʣʦʚʦʢ 

ʨʘʚʝʥ 0, ʝʩʣʠ ʜʘʥʥʳʝ ʩʞʠʤʘʪʴ ʥʝ ʙʫʜʫʪ 

net_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_NET, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʝʪʝʚʦʡ ʢʣʶʯ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_READ_NET_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

 
ɺ ʩʣʫʯʘʝ ʦʰʠʙʢʠ ʧʘʨʘʤʝʪʨ net_handle ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ NULL. 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʳʟʳʚʘʝʪʩʷ ʚ ʧʨʦʮʝʩʩʝ ʩʝʩʩʠʠ ʨʘʙʦʪʳ ʩ ʧʦʜʩʠʩʪʝʤʦʡ ʰʠʬʨʦʚʘʥʠʷ, ʥʦ ʧʦʩʣʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ 

ʠʥʠʮʠʘʣʠʟʘʮʠʠ cr_init(). 
ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cGKUZ. 

ɺ ʧʨʦʮʝʩʩʝ ʟʘʛʨʫʟʢʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʨʘʩʰʠʬʨʦʚʘʥʠʝ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ. ʌʫʥʢʮʠʷ ʤʦʞʝʪ ʚʳʟʳʚʘʪʴʩʷ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʜʣʷ 

ʟʘʛʨʫʟʢʠ ʨʘʟʥʳʭ ʪʘʙʣʠʮ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ. ɼʣʷ ʚʳʛʨʫʟʢʠ ʢʣʶʯʝʡ ʩʣʝʜʫʝʪ ʧʨʠʤʝʥʷʪʴ ʬʫʥʢʮʠʶ cr_netkey_close(). 

6.7. ɿʘʛʨʫʟʢʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʠʟ ʙʫʬʝʨʘ 

int DECL cr_netbuf_load( H_INIT init_handle, 
void *net_buf, 
int buf_len, 
int flag_compr, 
H_NET *net_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʛʨʫʞʘʝʪ ʠʟ ʙʫʬʝʨʘ ʪʘʙʣʠʮʫ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʩʝʪʠ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ: 

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init() 

net_buf in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʩ ʩʝʪʝʚʳʤʠ ʢʣʶʯʘʤʠ 

buf_len in ʜʣʠʥʘ ʙʫʬʝʨʘ net_buf 
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flag_compr in ʨʘʚʝʥ 1, ʝʩʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʜʘʥʥʳʝ ʙʫʜʫʪ ʢʦʤʧʨʝʩʩʠʨʦʚʘʪʴ (ʩʞʠʤʘʪʴ) ʧʝʨʝʜ 

ʰʠʬʨʦʚʘʥʠʝʤ, ʧʨʠ ʨʘʩʰʠʬʨʦʚʘʥʠʠ ʜʘʥʥʳʝ ʨʘʟʞʠʤʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, 

ʜʘʥʥʳʝ ʦ ʩʞʘʪʠʠ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚ ʢʨʠʧʪʦʟʘʛʦʣʦʚʦʢ 

ʨʘʚʝʥ 0, ʝʩʣʠ ʜʘʥʥʳʝ ʩʞʠʤʘʪʴʩʷ ʥʝ ʙʫʜʫʪ 

net_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_NET, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʝʪʝʚʦʡ ʢʣʶʯ 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ. 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

   

   

 
ɺ ʩʣʫʯʘʝ ʦʰʠʙʢʠ ʧʘʨʘʤʝʪʨ net_handle ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ NULL. 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʳʟʳʚʘʝʪʩʷ ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ ʩ ʧʦʜʩʠʩʪʝʤʦʡ ʰʠʬʨʦʚʘʥʠʷ, ʥʦ ʧʦʩʣʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ 

cr_init(). 
ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cGKUZ. 

ɺ ʧʨʦʮʝʩʩʝ ʟʘʛʨʫʟʢʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʨʘʩʰʠʬʨʦʚʘʥʠʝ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ. ʌʫʥʢʮʠʷ ʤʦʞʝʪ ʚʳʟʳʚʘʪʴʩʷ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʜʣʷ 

ʟʘʛʨʫʟʢʠ ʨʘʟʥʳʭ ʪʘʙʣʠʮ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ. ɹʫʬʝʨ ʩ ʩʝʪʝʚʳʤʠ ʢʣʶʯʘʤʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʜʚʦʠʯʥʳʡ ʦʙʨʘʟ ʬʘʡʣʘ ʩ 

ʪʘʙʣʠʮʝʡ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ. ɼʣʷ ʚʳʛʨʫʟʢʠ ʢʣʶʯʝʡ ʩʣʝʜʫʝʪ ʧʨʠʤʝʥʷʪʴ ʬʫʥʢʮʠʶ cr_netkey_close(). 

 

6.8. ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʝʪʝʚʦʛʦ ʢʣʶʯʘ ʥʘ ʦʩʥʦʚʝ ʘʩʠʤʤʝʪʨʠʯʥʳʭ ʢʣʶʯʝʡ ʧʘʨʳ 
ʘʙʦʥʝʥʪʦʚ 

int DECL cr_load_pcrypt_key( H_INIT init_handle, 
H_USER user_key, 
H_PKEY pkey, 
int flag_compr, 
H_NET *net_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 
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ʇʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʥʘ ʧʫʙʣʠʯʥʳʭ (ʘʩʠʤʤʝʪʨʠʯʥʳʭ) ʢʣʶʯʘʭ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ: 

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

user_key in ʜʝʩʢʨʠʧʪʦʨ H_USER, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʘʙʦʥʝʥʪʘ-

ʦʪʧʨʘʚʠʪʝʣʷ 

pkey in ʜʝʩʢʨʠʧʪʦʨ H_PKEY, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʧʫʙʣʠʯʥʳʡ ʢʣʶʯ ʘʙʦʥʝʥʪʘ-

ʧʦʣʫʯʘʪʝʣʷ 

flag_compr in ʨʘʚʝʥ 1, ʝʩʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʜʘʥʥʳʝ ʙʫʜʫʪ ʢʦʤʧʨʝʩʩʠʨʦʚʘʪʴʩʷ (ʩʞʠʤʘʪʴʩʷ) 

ʧʝʨʝʜ ʰʠʬʨʦʚʘʥʠʝʤ, ʧʨʠ ʨʘʩʰʠʬʨʦʚʘʥʠʠ ʜʘʥʥʳʝ ʨʘʟʞʠʤʘʶʪʩʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʜʘʥʥʳʝ ʦ ʥʘʣʠʯʠʠ ʩʞʘʪʠʷ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚ ʢʨʠʧʪʦʟʘʛʦʣʦʚʦʢ 

ʨʘʚʝʥ 0, ʝʩʣʠ ʜʘʥʥʳʝ ʩʞʠʤʘʪʴ ʥʝ ʙʫʜʫʪ 

net_handle out ʚʦʟʚʨʘʱʘʝʤʳʡ ʜʝʩʢʨʠʧʪʦʨ H_NET, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʩʝʪʝʚʦʡ ʢʣʶʯ 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ. 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_TMDR
V 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_BAD_CRYPTOCOR
E 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED_A
LGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 
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ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʰʠʬʨʦʚʘʥʠʷ ʥʘ ʦʩʥʦʚʝ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ ʧʦ ʘʣʛʦʨʠʪʤʫ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ (Diffie-

Hellman). ɼʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʚʟʷʪʴ ʧʘʨʫ ʢʣʶʯʝʡ, ʧʝʨʚʳʡ ï ʵʪʦ ʩʦʙʩʪʚʝʥʥʳʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ, ʚʪʦʨʦʡ ï ɻ ʪʦ ʧʫʙʣʠʯʥʳʡ 

ʢʣʶʯ ʘʙʦʥʝʥʪʘ-ʧʦʣʫʯʘʪʝʣʷ, ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ ʧʫʙʣʠʯʥʳʭ ʢʣʶʯʝʡ.  

 

ɼʘʣʝʝ ʥʘ ʦʩʥʦʚʝ ʵʪʠʭ ʢʣʶʯʝʡ ʩʦʟʜʘʝʪʩʷ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʡ ʤʦʛʫʪ ʩʦʟʜʘʪʴ ʵʪʠ ʠ ʪʦʣʴʢʦ ʵʪʠ ʜʚʘ ʘʙʦʥʝʥʪʘ. 

ʇʦʣʫʯʝʥʥʳʡ ʢʣʶʯ ʜʘʣʝʝ ʚʦʟʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʚʦ ʚʩʝʭ ʬʫʥʢʮʠʷʭ ʟʘʰʠʬʨʦʚʘʥʠʷ, ʥʘʧʨʠʤʝʨ cr_file_encode() ʢʘʢ 
ʝʩʣʠ ʙʳ ʦʥ ʙʳʣ ʟʘʛʨʫʞʝʥ ʩʪʘʥʜʘʨʪʥʦ ʚ ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʯʝʨʝʟ ʬʫʥʢʮʠʶ cr_load_netkey() 
 
ʇʦʩʣʝ ʧʨʠʸʤʘ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ ʧʦʣʫʯʘʪʝʣʴ ʜʦʣʞʝʥ ʚʟʷʪʴ ʩʚʦʡ ʩʦʙʩʪʚʝʥʥʳʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ ʕʇ ʠ ʧʫʙʣʠʯʥʳʡ 

ʢʣʶʯ ʦʪʧʨʘʚʠʪʝʣʷ. ʊʦʛʜʘ ʧʦʩʣʝ ʚʳʟʦʚʘ cr_load_pcrypt_key() ʦʥ ʧʦʣʫʯʠʪ ʢʣʶʯ ʨʘʩʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʬʘʡʣʘ ʧʫʪʝʤ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_file_decode() 
 

6.9. ɿʘʰʠʬʨʦʚʘʥʠʝ ʙʫʬʝʨʘ 

int DECL cr_buf_encode(H_NET net_handle, 
int num_recv, 
const void *buf_in, 
unsigned int in_len, 
void *buf_out, 
unsigned int *out_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʰʠʬʨʦʚʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʜʝʨʞʘʱʫʶʩʷ ʚʦ ʚʭʦʜʥʦʤ ʙʫʬʝʨʝ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

net_handle in ʜʝʩʢʨʠʧʪʦʨ ʩʝʪʝʚʦʛʦ ʢʣʶʯʘ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʢʣʶʯ ʧʦʣʫʯʘʪʝʣʷ; 

num_recv in ʥʦʤʝʨ ʘʙʦʥʝʥʪʘ-ʧʦʣʫʯʘʪʝʣʷ (ʢʨʠʧʪʦʥʦʤʝʨ) ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʷ: 

 0 - ʮʠʨʢʫʣʷʨʥʳʡ ʢʣʶʯ (ʩʦʦʙʱʝʥʠʝ ʜʣʷ ʚʩʝʭ), 

 1 - ʧʨʠ ʦʪʧʨʘʚʢʝ ʩʦʦʙʱʝʥʠʷ ʚ ʎʝʥʪʨ, 

 2 ʠ ʙʦʣʝʝ - ʥʦʤʝʨ ʘʙʦʥʝʥʪʩʢʦʛʦ ʧʫʥʢʪʘ ʧʨʠ ʦʪʧʨʘʚʢʝ ʩʦʦʙʱʝʥʠʷ ʠʟ 

ʎʝʥʪʨʘ; 

buf_in in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʩ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʤʠ ʜʘʥʥʳʤʠ; 

in_len in ʜʣʠʥʘ ʙʫʬʝʨʘ buf_in; 

buf_out out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ (ʩ 

ʢʨʠʧʪʦʟʘʛʦʣʦʚʢʦʤ), ʤʦʞʝʪ ʩʦʚʧʘʜʘʪʴ ʩ ʙʫʬʝʨʦʤ buf_in; 

out_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ buf_out, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʘʷ 

ʚʦʟʚʨʘʱʝʥʥʘʷ ʜʣʠʥʘ ʙʫʬʝʨʘ buf_out ʩ ʟʘʛʦʣʦʚʢʦʤ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ:  

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ ʰʠʬʨʦʚʘʥʠʷ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 
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ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ 
ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ 
ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 
(ʥʘʧʨʠʤʝʨ, ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_COMPRESS  ʆʰʠʙʢʘ ʩʞʘʪʠʷ ʜʘʥʥʳʭ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʬʣʘʛʠ cGKUZ ʠ cDSCH ʫʩʪʘʥʦʚʣʝʥʳ. 

ʌʫʥʢʮʠʷ ʟʘʰʠʬʨʦʚʳʚʘʝʪ ʩʦʜʝʨʞʠʤʦʝ ʙʫʬʝʨʘ buf_in, ʠʩʧʦʣʴʟʫʷ ʢʣʶʯ ʜʣʷ ʘʙʦʥʝʥʪʘ ʩ ʥʦʤʝʨʦʤ num_recv ʠʟ 

ʜʝʩʢʨʠʧʪʦʨʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ net_handle, ʟʘʧʠʩʳʚʘʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʚ ʙʫʬʝʨ buf_out, ʜʦʙʘʚʣʷʷ 
ʢʨʠʧʪʦʟʘʛʦʣʦʚʦʢ ʚ ʥʘʯʘʣʦ ʙʫʬʝʨʘ.  

ɺ ʧʨʦʮʝʩʩʝ ʰʠʬʨʦʚʘʥʠʷ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʞʘʪʠʝ ʜʘʥʥʳʭ, ʝʩʣʠ ʧʨʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʜʝʩʢʨʠʧʪʦʨʘ net_handle ʧʨʠ 

ʧʦʤʦʱʠ ʬʫʥʢʮʠʡ cr_netbuf_load() ʠʣʠ cr_netfile_load() ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ʥʘʣʠʯʠʷ ʢʦʤʧʨʝʩʩʠʠ ʜʘʥʥʳʭ 

flag_compr. 
ʅʘ ʚʭʦʜʝ ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʜʣʠʥʫ ʥʘʯʘʣʴʥʦʛʦ ʙʫʬʝʨʘ in_len, ʜʣʠʥʘ ʠʩʭʦʜʷʱʝʛʦ ʙʫʬʝʨʘ ʚʤʝʩʪʝ ʩ ʟʘʛʦʣʦʚʢʦʤ 
ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʧʘʨʘʤʝʪʨʝ out_blen. ʈʘʟʤʝʨ ʠʩʭʦʜʷʱʝʛʦ ʙʫʬʝʨʘ ʜʦʣʞʝʥ ʫʯʠʪʳʚʘʪʴ ʜʦʙʘʚʣʝʥʠʝ ʢʨʠʧʪʦʟʘʛʦʣʦʚʢʘ. 
ʂʨʠʧʪʦʟʘʛʦʣʦʚʦʢ (ʚ ʩʨʝʜʥʝʤ) ʠʤʝʝʪ ʜʣʠʥʫ CR_HDR_SIZE (60 ʙʘʡʪ). ʀ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʥʘ 36 ʙʘʡʪ ʥʘ ʢʘʞʜʳʝ 4ʄʙ 
ʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ. 

6.10. ʈʘʩʰʠʬʨʦʚʘʥʠʝ ʙʫʬʝʨʘ 

int DECL cr_buf_decode(H_NET net_handle, 
const void *buf_in, 
unsigned int in_len, 
void *buf_out, 
unsigned int *out_blen); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʜʝʨʞʘʱʫʶʩʷ ʚʦ ʚʭʦʜʥʦʤ ʙʫʬʝʨʝ. 

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
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ʇʘʨʘʤʝʪʨʳ:  

net_handle in ʜʝʩʢʨʠʧʪʦʨ ʩʝʪʝʚʦʛʦ ʢʣʶʯʘ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʢʣʶʯ ʦʪʧʨʘʚʠʪʝʣʷ; 

buf_in in ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ ʩ ʟʘʰʠʬʨʦʚʘʥʥʳʤʠ ʜʘʥʥʳʤʠ ʠ ʟʘʛʦʣʦʚʢʦʤ; 

in_len in ʨʘʟʤʝʨ ʙʫʬʝʨʘ buf_in; 

buf_out out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʨʘʩʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ, 

ʤʦʞʝʪ ʩʦʚʧʘʜʘʪʴ ʩ ʙʫʬʝʨʦʤ buf_in; 

out_blen in/out ʥʘ ʚʭʦʜʝ ʩʦʜʝʨʞʠʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʙʫʬʝʨʘ buf_out, ʥʘ ʚʳʭʦʜʝ - ʨʝʘʣʴʥʘʷ 

ʚʦʟʚʨʘʱʝʥʥʘʷ ʜʣʠʥʘ ʙʫʬʝʨʘ buf_out ʩ ʟʘʛʦʣʦʚʢʦʤ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ:  

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ ʨʘʩʰʠʬʨʦʚʘʥʠʷ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_NO_CRYP  ʅʝ ʙʳʣ ʟʘʰʠʬʨʦʚʘʥ ʨʘʥʝʝ 

ERR_COMPRESS  ʆʰʠʙʢʘ ʩʞʘʪʠʷ ʜʘʥʥʳʭ 

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_FILE_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʬʘʡʣʦʚʦʛʦ ʢʣʶʯʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ 
ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cGKUZ. 

ʌʫʥʢʮʠʷ ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʩʦʜʝʨʞʠʤʦʝ ʙʫʬʝʨʘ buf_in, ʠʩʧʦʣʴʟʫʷ ʢʣʶʯʠ ʠʟ ʜʝʩʢʨʠʧʪʦʨʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 
net_handle, ʠ ʟʘʧʠʩʳʚʘʝʪ ʨʘʩʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʚ ʙʫʬʝʨ buf_out. ʀʥʬʦʨʤʘʮʠʷ ʦ ʢʨʠʧʪʦʩʝʪʠ ʠ ʥʦʤʝʨʝ ʢʣʶʯʘ 
ʦʪʧʨʘʚʠʪʝʣʷ ʠʟʚʣʝʢʘʝʪʩʷ ʠʟ ʢʨʠʧʪʦʟʘʛʦʣʦʚʢʘ.  
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ʅʘ ʚʭʦʜʝ ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʜʣʠʥʫ ʥʘʯʘʣʴʥʦʛʦ ʙʫʬʝʨʘ in_len, ʜʣʠʥʘ ʠʩʭʦʜʷʱʝʛʦ ʙʫʬʝʨʘ ʚʦʟʚʨʘʱʘʝʪʩʷ ʚ ʧʘʨʘʤʝʪʨʝ 
out_blen. 

 

 

6.11. ɿʘʰʠʬʨʦʚʘʥʠʝ ʬʘʡʣʘ 

int DECL cr_file_encode(H_NET net_handle, 
int num_recv, 
const char *in_file_name, 
const char *out_file_name); 

#ifdef UNICODE 

int DECL cr_file_encodeW(H_NET net_handle, 
int num_recv, 
wchar_t *in_file_name, 
wchar_t *out_file_name); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʟʘʰʠʬʨʦʚʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʜʝʨʞʘʱʫʶʩʷ ʚ ʬʘʡʣʝ, ʠ ʧʦʤʝʱʘʝʪ ʨʝʟʫʣʴʪʘʪ ʚ ʥʦʚʳʡ ʬʘʡʣ. 

ʇʘʨʘʤʝʪʨʳ:  

net_handle in ʜʝʩʢʨʠʧʪʦʨ ʩʝʪʝʚʦʛʦ ʢʣʶʯʘ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʢʣʶʯ ʧʦʣʫʯʘʪʝʣʷ; 

num_recv in ʥʦʤʝʨ ʘʙʦʥʝʥʪʘ-ʧʦʣʫʯʘʪʝʣʷ; ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʷ: 

 0 - ʮʠʨʢʫʣʷʨʥʳʡ ʢʣʶʯ (ʩʦʦʙʱʝʥʠʝ ʜʣʷ ʚʩʝʭ), 

 1 - ʧʨʠ ʦʪʧʨʘʚʢʝ ʩʦʦʙʱʝʥʠʷ ʚ ʎʝʥʪʨ, 

 2 ʠ ʙʦʣʝʝ - ʥʦʤʝʨ ʘʙʦʥʝʥʪʩʢʦʛʦ ʧʫʥʢʪʘ ʧʨʠ ʦʪʧʨʘʚʢʝ ʩʦʦʙʱʝʥʠʷ ʠʟ 

ʎʝʥʪʨʘ; 

in_file_name in ʠʤʷ ʬʘʡʣʘ ʩ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʤʠ ʜʘʥʥʳʤʠ; 

out_file_name in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʳʡ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ (ʩ 

ʢʨʠʧʪʦʟʘʛʦʣʦʚʢʦʤ); 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ:  

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ ʰʠʬʨʦʚʘʥʠʷ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 
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ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ 
ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_NOT_USED_DSCH  ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ 
ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 
(ʥʘʧʨʠʤʝʨ, ʙʳʣ ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_COMPRESS  ʆʰʠʙʢʘ ʩʞʘʪʠʷ ʜʘʥʥʳʭ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʬʣʘʛʠ cGKUZ ʠ cDSCH ʫʩʪʘʥʦʚʣʝʥʳ. 

ʌʫʥʢʮʠʷ ʟʘʰʠʬʨʦʚʳʚʘʝʪ ʩʦʜʝʨʞʠʤʦʝ ʬʘʡʣʘ in_file_name, ʠʩʧʦʣʴʟʫʷ ʢʣʶʯ ʜʣʷ ʘʙʦʥʝʥʪʘ ʩ ʥʦʤʝʨʦʤ num_recv ʠʟ 

ʜʝʩʢʨʠʧʪʦʨʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ net_handle, ʟʘʧʠʩʳʚʘʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʩʥʘʯʘʣʘ ʚʦ ʚʨʝʤʝʥʥʳʡ ʬʘʡʣ, ʟʘʪʝʤ 
ʟʘʧʠʩʳʚʘʝʪ ʢʨʠʧʪʦʟʘʛʦʣʦʚʦʢ ʚ ʚʳʭʦʜʥʦʡ ʬʘʡʣ out_file_name. ʀ, ʥʘʢʦʥʝʮ, ʢʦʧʠʨʫʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʠʟ 
ʚʨʝʤʝʥʥʦʛʦ ʬʘʡʣʘ ʚ ʚʳʭʦʜʥʦʡ ʬʘʡʣ. ɺʨʝʤʝʥʥʳʡ ʬʘʡʣ ʩʦʟʜʘʝʪʩʷ ʚ TEMP ʜʠʨʝʢʪʦʨʠʠ, ʫʢʘʟʳʚʘʝʤʦʡ ʧʝʨʝʤʝʥʥʦʡ 

ʩʨʝʜʳ ʦʢʨʫʞʝʥʠʷ TMP ʣʠʙʦ TEMP ʚ ʩʨʝʜʝ Windows. ɺ ʩʨʝʜʝ UNIX ʚʨʝʤʝʥʥʳʡ ʬʘʡʣ ʩʦʟʜʘʝʪʩʷ ʚ /usr/tmp ʣʠʙʦ /tmp 

ʜʠʨʝʢʪʦʨʠʠ. 

ɺ ʧʨʦʮʝʩʩʝ ʰʠʬʨʦʚʘʥʠʷ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʞʘʪʠʝ ʜʘʥʥʳʭ, ʝʩʣʠ ʧʨʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʜʝʩʢʨʠʧʪʦʨʘ net_handle ʧʨʠ 

ʧʦʤʦʱʠ ʬʫʥʢʮʠʡ cr_netbuf_load() ʠʣʠ cr_netfile_load() ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ʢʦʤʧʨʝʩʩʠʠ ʜʘʥʥʳʭ flag_compr. 
ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʨʘʟʤʝʨ ʚʳʭʦʜʥʦʛʦ ʬʘʡʣʘ ʤʦʞʝʪ ʢʘʢ ʫʚʝʣʠʯʠʪʴʩʷ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʠʩʭʦʜʥʳʤ ʥʘ ʨʘʟʤʝʨ 

ʢʨʠʧʪʦʟʘʛʦʣʦʚʢʘ ʠʣʠ ʙʦʣʝʝ, ʪʘʢ ʠ ʫʤʝʥʴʰʠʪʴʩʷ. ʂʨʠʧʪʦʟʘʛʦʣʦʚʦʢ (ʚ ʩʨʝʜʥʝʤ)  ʙʫʜʝʪ ʠʤʝʪʴ ʜʣʠʥʫ CR_HDR_SIZE 

ʫʤʥʦʞʝʥʥʫʶ ʥʘ ʯʠʩʣʦ ʙʣʦʢʦʚ ʜʘʥʥʳʭ ʨʘʟʤʝʨʦʤ ʧʦ 4 ʤʝʛʘʙʘʡʪʘ. ʊʘʢ ʢʘʢ ʩʝʩʩʠʦʥʥʳʡ ʢʣʶʯ ʚʳʨʘʙʘʪʳʚʘʝʪʩʷ ʥʘ 

ʢʘʞʜʳʝ 4*10^6 ʙʘʡʪ ʰʠʬʨʫʝʤʦʛʦ ʙʫʬʝʨʘ. ʂ ʧʨʠʤʝʨʫ, ʜʣʷ ʬʘʡʣʘ ʚ 10 ʤʝʛʘʙʘʡʪ (4+4+2) ʙʫʜʝʪ ʩʬʦʨʤʠʨʦʚʘʥʦ 3 

ʩʝʩʩʠʦʥʥʳʭ ʢʣʶʯʘ ʠ ʨʘʟʤʝʨ ʢʨʠʧʪʦʟʘʛʦʣʦʚʢʘ ʙʫʜʝʪ CR_HDR_SIZE*3. 

ʌʫʥʢʮʠʷ cr_file_encodeW ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʥʘ ʆʉ ʩʝʤʝʡʩʪʚʘ Windows ʧʨʠ ʘʢʪʠʚʠʨʦʚʘʥʥʦʤ ʬʣʘʞʢʝ UNICODE ʠ 
ʧʦʟʚʦʣʷʝʪ ʨʘʙʦʪʘʪʴ ʩ ʬʘʡʣʘʤʠ ʚ ʠʤʝʥʠ ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʜʠʨʦʚʢʘ Unicode. 

 

6.12. ʈʘʩʰʠʬʨʦʚʘʥʠʝ ʬʘʡʣʘ 

int DECL cr_file_decode(H_NET net_handle, 
const char *in_file_name, 
const char *out_file_name); 

#ifdef UNICODE 

int DECL cr_file_decodeW(H_NET net_handle, 
wchar_t *in_file_name, 
wchar_t *out_file_name); 

ʅʘʟʥʘʯʝʥʠʝ: 
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ʌʫʥʢʮʠʷ ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʜʝʨʞʘʱʫʶʩʷ ʚʦ ʚʭʦʜʥʦʤ ʬʘʡʣʝ, ʠ ʧʦʤʝʱʘʝʪ ʨʘʩʰʠʬʨʦʚʘʥʥʳʡ 

ʨʝʟʫʣʴʪʘʪ ʚ ʥʦʚʳʡ ʬʘʡʣ. 

ʇʘʨʘʤʝʪʨʳ:  

net_handle in ʜʝʩʢʨʠʧʪʦʨ ʩʝʪʝʚʦʛʦ ʢʣʶʯʘ H_NET, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʢʣʶʯ ʦʪʧʨʘʚʠʪʝʣʷ; 

in_file_name in ʠʤʷ ʬʘʡʣʘ ʩ ʟʘʰʠʬʨʦʚʘʥʥʳʤʠ ʜʘʥʥʳʤʠ; 

out_file_name in ʠʤʷ ʬʘʡʣʘ, ʚ ʢʦʪʦʨʳʡ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʨʘʩʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ:  

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ ʨʘʩʰʠʬʨʦʚʘʥʠʷ: 
 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ 
cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʢʦʥʪʝʢʩʪ ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, 
ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ 
ʢʦʥʪʝʢʩʪ 

ERR_NOT_USED_TMDRV  ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GKUZ  ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_NO_CRYP  ʅʝ ʙʳʣ ʟʘʰʠʬʨʦʚʘʥ ʨʘʥʝʝ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_COMPRESS  ʆʰʠʙʢʘ ʩʞʘʪʠʷ ʜʘʥʥʳʭ 

ERR_NET_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

ERR_FILE_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʬʘʡʣʦʚʦʛʦ ʢʣʶʯʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ 
ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cGKUZ. 

ʌʫʥʢʮʠʷ ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʩʦʜʝʨʞʠʤʦʝ ʬʘʡʣʘ in_file_name, ʠʩʧʦʣʴʟʫʷ ʢʣʶʯʠ ʠʟ ʜʝʩʢʨʠʧʪʦʨʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 
net_handle, ʠ ʟʘʧʠʩʳʚʘʝʪ ʨʘʩʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʚ ʥʦʚʳʡ ʬʘʡʣ out_file_name. ʀʥʬʦʨʤʘʮʠʷ ʦ ʢʨʠʧʪʦʩʝʪʠ ʠ 
ʥʦʤʝʨʝ ʢʣʶʯʘ ʦʪʧʨʘʚʠʪʝʣʷ ʠʟʚʣʝʢʘʝʪʩʷ ʠʟ ʢʨʠʧʪʦʟʘʛʦʣʦʚʢʘ, ʢʦʪʦʨʳʡ ʨʘʩʧʦʣʦʞʝʥ ʚ ʥʘʯʘʣʝ ʚʭʦʜʥʦʛʦ ʬʘʡʣʘ. ɽʩʣʠ 

ʬʘʡʣ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʜʨʫʛʦʛʦ ʘʙʦʥʝʥʪʘ, ʚʳʜʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʦʰʠʙʢʘ. 
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ʌʫʥʢʮʠʷ cr_file_encodeW ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʥʘ ʆʉ ʩʝʤʝʡʩʪʚʘ Windows ʧʨʠ ʘʢʪʠʚʠʨʦʚʘʥʥʦʤ ʬʣʘʞʢʝ UNICODE ʠ 
ʧʦʟʚʦʣʷʝʪ ʨʘʙʦʪʘʪʴ ʩ ʬʘʡʣʘʤʠ, ʚ ʠʤʝʥʠ ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʜʠʨʦʚʢʘ Unicode. 

 

6.13. ɺʳʛʨʫʟʢʘ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ 

int DECL cr_netkey_close(H_NET net_handle); 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʳʛʨʫʞʘʝʪ ʪʘʙʣʠʮʫ ʩʝʪʝʚʳʭ ʢʣʶʯʝʡ ʠʟ ʧʘʤʷʪʠ, ʟʘʪʠʨʘʷ ʠʭ, ʠ ʦʩʚʦʙʦʞʜʘʝʪ ʜʝʩʢʨʠʧʪʦʨ net_handle.  

¶ ʇʨʠʤʝʯʘʥʠʝ. ɼʘʥʥʦʡ ʬʫʥʢʮʠʠ ʥʝʪ ʚ ʚʝʨʩʠʠ ʙʠʙʣʠʦʪʝʢʠ ʙʝʟ ʰʠʬʨʦʚʘʥʠʷ (SIGN_ONLY) 
 

ʇʘʨʘʤʝʪʨʳ:  

net_handle in ʜʝʩʢʨʠʧʪʦʨ H_NET, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʡ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ:  

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʟʘʧʫʩʢʘʝʪʩʷ ʧʨʠ ʦʢʦʥʯʘʥʠʠ ʨʘʙʦʪʳ ʚ ʦʧʨʝʜʝʣʝʥʥʦʡ ʢʨʠʧʪʦʩʝʪʠ ʠʣʠ ʚ ʢʦʥʮʝ ʩʝʩʩʠʠ ʨʘʙʦʪʳ ʩ ʙʠʙʣʠʦʪʝʢʦʡ 

ʰʠʬʨʦʚʘʥʠʷ ʧʝʨʝʜ ʚʳʟʦʚʦʤ ʬʫʥʢʮʠʠ cr_uninit(). 
ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_init() ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ cGKUZ. 

 

6.14. ɻʝʥʝʨʘʮʠʷ ʩʣʫʯʘʡʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ 

int DECL cr_get32_random (H_INIT init_handle, 
char *data); 

ʅʘʟʥʘʯʝʥʠʝ: 

ɿʘʧʦʣʥʷʝʪ ʙʫʬʝʨ ʨʘʟʤʝʨʦʤ 32 ʙʘʡʪʘ ʩʣʫʯʘʡʥʳʤʠ ʯʠʩʣʘʤʠ. 

ʇʘʨʘʤʝʪʨʳ:  

init_handle in ʜʝʩʢʨʠʧʪʦʨ H_INIT, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_init(). 

Data out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʨʘʟʤʝʨʦʤ 32 ʙʘʡʪʘ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʟʥʘʯʝʥʠʝ 

ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ:  

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 
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ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_USED_DSC
H 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_LOAD_GRN_DLL  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɼʣʷ ʟʘʧʦʣʥʝʥʠʷ ʙʫʬʝʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʛʨʘʤʤʥʳʡ ʜʘʪʯʠʢ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. 

 

7 ˡ̗̔̎̋̉̉ ̖̃̆̑̎̆̄̏ ̠̔̑̏̃̎ 
 

7.1. ʉʣʫʞʝʙʥʳʝ ʬʫʥʢʮʠʠ 

7.1.1. ʇʦʣʫʯʝʥʠʝ ʩʣʝʜʫʶʱʝʛʦ ʠʥʜʝʢʩʘ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ 

H_STORAGE DECL cr_GetNextByStorage(H_CTX ctx, 
 H_STORAGE itemN); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɺʦʟʚʨʘʱʘʝʪ ʩʣʝʜʫʶʱʠʡ ʠʥʜʝʢʩ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʣʠ BAD_H_STORAGE ʝʩʣʠ ʩʣʝʜʫʶʱʝʛʦ 
ʵʣʝʤʝʥʪʘ ʚ ʮʝʧʦʯʢʝ ʥʝʪ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

itemN in ʀʥʜʝʢʩ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʠ ʧʨʦʚʝʨʢʠ ʕʇ ʚʦʟʚʨʘʱʘʶʪ ʧʝʨʚʳʡ ʵʣʝʤʝʥʪ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʝʨʪʠʬʠʢʘʪ ʧʦʜʧʠʩʘʥʪʘ. 
ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʩʣʝʜʫʶʱʝʛʦ ʵʣʝʤʝʥʪʘ (ʠʥʜʝʢʩʘ ʚ ʭʨʘʥʠʣʠʱʝ) ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʫʶ ʬʫʥʢʮʠʶ.  
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7.1.2. ʇʦʣʫʯʝʥʠʝ ʢʦʨʥʝʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʮʝʧʦʯʢʝ ʩʝʨʪʠʬʠʢʘʪʦʚ 

H_STORAGE DECL cr_GetRootByStorage(H_CTX ctx, 
 H_STORAGE itemN); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʘʝʪ ʢʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʚ ʮʝʧʦʯʢʝ ʩʝʨʪʠʬʠʢʘʪʦʚ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

itemN in ʀʥʜʝʢʩ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʠ ʧʨʦʚʝʨʢʠ ʕʇ ʚʦʟʚʨʘʱʘʶʪ ʧʝʨʚʳʡ ʵʣʝʤʝʥʪ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʝʨʪʠʬʠʢʘʪ ʧʦʜʧʠʩʘʥʪʘ. 
ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʜʝʢʩʘ ʢʦʨʥʝʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʫʶ ʬʫʥʢʮʠʶ. ɽʩʣʠ ʮʝʧʦʯʢʘ 
ʥʝ ʠʤʝʝʪ ʢʦʨʥʝʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ, ʥʘʧʨʠʤʝʨ, ʧʨʠ ʧʦʩʪʨʦʝʥʠʠ ʚʦʟʥʠʢʣʘ ʦʰʠʙʢʘ, ʜʘʥʥʘʷ ʬʫʥʢʮʠʷ ʚʝʨʥʝʪ 
BAD_H_STORAGE.  
 

7.1.3. ʇʦʣʫʯʝʥʠʝ ʠʤʝʥʠ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ 

Int32 DECL cr_GetFilenameByStorage(H_CTX ctx, 
 H_STORAGE itemN, 
 char *buffer, 
 UInt32 *bufferLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʘʝʪ ʠʤʷ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

itemN in ʀʥʜʝʢʩ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ 

buffer out ɹʫʬʝʨ ʩ ʠʤʝʥʝʤ ʬʘʡʣʘ ʚ ʢʦʜʠʨʦʚʢʝ Win-1251, ʩ ʨʝʟʫʣʴʪʠʨʫʶʱʠʤ 
ʥʫʣʝʤ 

bufferLength in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʬʘʡʣʘ, ʚʳʭʦʜ 
- ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʬʘʡʣʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 
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ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_CERTIFICATE_
NOT_FOUND 

 ʅʝ ʥʘʡʜʝʥ ʩʣʝʜʫʶʱʠʡ ʩʝʨʪʠʬʠʢʘʪ ʚ ʮʝʧʦʯʢʝ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɽʩʣʠ ʩʝʨʪʠʬʠʢʘʪ ʙʳʣ ʟʘʛʨʫʞʝʥ ʚ ʭʨʘʥʠʣʠʱʝ ʠʟ ʬʘʡʣʘ, ʜʘʥʥʘʷ ʬʫʥʢʮʠʷ ʚʝʨʥʝʪ ʠʤʷ ʬʘʡʣʘ ʠ ʧʦʣʥʳʡ 
ʧʫʪʴ. ɽʩʣʠ ʩʝʨʪʠʬʠʢʘʪ ʙʳʣ ʟʘʛʨʫʞʝʥ ʠʟ CMS, ʬʫʥʢʮʠʷ ʚʝʨʥʝʪ ʧʫʩʪʦʡ ʙʫʬʝʨ.  
 

7.1.4. ʇʦʣʫʯʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʠʟ ʭʨʘʥʠʣʠʱʘ 

Int32 DECL cr_GetBufferByStorage(H_CTX ctx, 
 H_STORAGE itemN, 
 UInt8* buffer, 
 UInt32* bufferLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʘʝʪ ʟʘʢʦʜʠʨʦʚʘʥʥʳʡ ʚ ʢʦʜʠʨʦʚʢʝ ASN.1 ʩʝʨʪʠʬʠʢʘʪ ʠʟ ʭʨʘʥʠʣʠʱʘ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

itemN in ʀʥʜʝʢʩ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ 

buffer out ɹʫʬʝʨ ʩʝʨʪʠʬʠʢʘʪʘ 

bufferLength in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩʝʨʪʠʬʠʢʘʪʘ, ʚʳʭʦʜ - 
ʜʣʠʥʘ ʙʫʬʝʨʘ ʩʝʨʪʠʬʠʢʘʪʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_CERTIFICATE_
NOT_FOUND 

 ʅʝ ʥʘʡʜʝʥ ʩʣʝʜʫʶʱʠʡ ʩʝʨʪʠʬʠʢʘʪ ʚ ʮʝʧʦʯʢʝ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʟʚʦʣʷʝʪ ʠʟʚʣʝʯʴ ʩʝʨʪʠʬʠʢʘʪ ʠʟ ʭʨʘʥʠʣʠʱʘ ʧʦ ʝʛʦ ʠʥʜʝʢʩʫ.  
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7.1.5. ʇʦʣʫʯʝʥʠʝ ʩʪʘʪʫʩʘ ʩʝʨʪʠʬʠʢʘʪʘ ʠʟ ʭʨʘʥʠʣʠʱʘ 

Int32 DECL cr_GetStatusByStorage(H_CTX ctx, 
 H_STORAGE itemN, 
 Int32 *Astatus); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʘʝʪ ʩʪʘʪʫʩ ʩʝʨʪʠʬʠʢʘʪʘ ʠʟ ʭʨʘʥʠʣʠʱʘ  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

itemN in ʀʥʜʝʢʩ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ 

Astatus out ʉʪʘʪʫʩ ʩʝʨʪʠʬʠʢʘʪʘ, 0-ʫʩʧʝʰʥʦ ʧʨʦʚʝʨʝʥ, BAD_STATUS-ʥʝ 
ʧʨʦʚʝʨʷʣʩʷ ʠʣʠ ʢʦʜ ʦʰʠʙʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_CERTIFICATE_
NOT_FOUND 

 ʅʝ ʥʘʡʜʝʥ ʩʣʝʜʫʶʱʠʡ ʩʝʨʪʠʬʠʢʘʪ ʚ ʮʝʧʦʯʢʝ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʩʪʘʪʫʩ ʩʝʨʪʠʬʠʢʘʪʘ ʠʟ ʭʨʘʥʠʣʠʱʘ ʧʦ ʝʛʦ ʠʥʜʝʢʩʫ. ʉʪʘʪʫʩ 0 - ʩʝʨʪʠʬʠʢʘʪ ʫʩʧʝʰʥʦ 
ʧʨʦʚʝʨʝʥ. ʉʪʘʪʫʩ BAD_STATUS - ʩʝʨʪʠʬʠʢʘʪ ʥʝ ʧʨʦʚʝʨʷʣʩʷ. ʉʪʘʪʫʩ ʦʪʣʠʯʥʳʡ ʦʪ 0 ʠ BAD_STATUS - 
ʩʝʨʪʠʬʠʢʘʪ ʙʳʣ ʧʨʦʚʝʨʝʥ ʧʦ ʭʨʘʥʠʣʠʱʫ ʩ ʦʰʠʙʢʦʡ. ʉʪʘʪʫʩ ʨʘʚʝʥ ʢʦʜʫ ʦʰʠʙʢʠ (ʩʤ. ʧʨʠʣʦʞʝʥʠʝ ʩ 
ʢʦʜʘʤʠ ʦʰʠʙʦʢ). ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʭʨʘʥʠʣʠʱʝ ʧʫʪʝʤ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_AddCertificate 
ʚʩʝ ʩʝʨʪʠʬʠʢʘʪʳ ʧʦʣʫʯʘʶʪ ʩʪʘʪʫʩ BAD_STATUS. ɼʣʷ ʧʨʦʚʝʨʢʠ ʕʇ ʟʘʛʨʫʞʝʥʥʦʛʦ ʚ ʭʨʘʥʠʣʠʱʝ 
ʩʝʨʪʠʬʠʢʘʪʘ  ʠʩʧʦʣʴʟʫʡʪʝ cr_CheckCertificateByStorage, ʢʦʪʦʨʘʷ ʠʟʤʝʥʠʪ ʩʪʘʪʫʩ ʩʝʨʪʠʬʠʢʘʪʘ. ʇʦʩʣʝ 
ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʭʨʘʥʠʣʠʱʝ,  ʩʪʘʪʫʩ ʨʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʥʝ ʤʝʥʷʝʪʩʷ. 
ɼʣʷ ʧʨʦʚʝʨʢʠ ʕʇ ʟʘʛʨʫʞʝʥʥʳʭ ʨʘʥʝʝ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʠʤʝʶʱʠʭ ʩʪʘʪʫʩ, ʦʪʣʠʯʥʳʡ ʦʪ 
BAD_STATUS  ʠʩʧʦʣʴʟʫʡʪʝ ʬʫʥʢʮʠʶ cr_CheckCertificateByStorage.  ʇʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ ʕʇ ʧʨʦʠʩʭʦʜʠʪ 
ʢʦʥʪʨʦʣʴ ʚʨʝʤʝʥʠ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʩʧʠʩʢʦʚ ʦʪʟʳʚʘ, ʫʯʘʩʪʚʫʶʱʠʭ ʚ ʜʘʥʥʦʡ ʧʨʦʮʝʜʫʨʝ  
(ʩʝʨʪʠʬʠʢʘʪʳ ʠʟ ʮʝʧʦʯʢʠ ʧʦʜʧʠʩʘʥʪʘ ʠ ʉʆʉ, ʝʩʣʠ ʪʘʢʦʚʳʝ ʙʳʣʠ ʟʘʛʨʫʞʝʥʳ ʚ ʢʦʥʪʝʢʩʪ). ɺʩʝ ʦʥʠ 
ʜʦʣʞʥʳ ʙʳʪʴ ʜʝʡʩʪʚʠʪʝʣʴʥʳ ʥʘ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ.  ʀʥʘʯʝ ʤʝʪʦʜ SignInit ʚʝʨʥʝʪ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʦʰʠʙʢʫ. ʇʨʠ ʵʪʦʤ ʝʩʣʠ ʥʠ ʦʜʠʥ ʉʆʉ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʚ ʢʦʥʪʝʢʩʪ,  ʪʦ ʵʪʦ ʥʝ ʷʚʣʷʝʪʩʷ 
ʦʰʠʙʢʦʡ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʢʦʥʪʨʦʣʴ ʜʝʡʩʪʚʠʷ ʪʦʣʴʢʦ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʟ ʮʝʧʦʯʢʠ 
ʧʦʜʧʠʩʘʥʪʘ.  
 

7.1.6. ʇʦʣʫʯʝʥʠʝ ʜʣʠʥʳ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʭʨʘʥʠʣʠʱʝ 

Int32 DECL cr_GetChainSizeByStorage(H_CTX ctx, 
 H_STORAGE itemN); 
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ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʘʝʪ ʜʣʠʥʫ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʭʨʘʥʠʣʠʱʝ  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

itemN in ʀʥʜʝʢʩ ʧʝʨʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʮʝʧʦʯʢʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʠ ʧʨʦʚʝʨʢʠ ʕʇ ʚʦʟʚʨʘʱʘʶʪ ʧʝʨʚʳʡ ʵʣʝʤʝʥʪ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʣʠʥʳ 
ʮʝʧʦʯʢʠ ʠʩʧʦʣʴʟʫʡʪʝ ʬʫʥʢʮʠʶ cr_GetChainSizeByStorage  
 

7.1.7. ʇʦʣʫʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʩʧʠʩʢʘ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ 
ʭʨʘʥʠʣʠʱʝ 

Int32 DECL cr_GetStorageInfo(H_CTX ctx, 
 UInt32 *numof_cert, 
 UInt32 *numof_crl); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʢʦʣʠʯʝʩʪʚʦ ʩʧʠʩʢʦʚ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʭʨʘʥʠʣʠʱʝ.  
ʉʪʦʧ-ʣʠʩʪʳ ʤʦʛʫʪ ʧʦʧʘʩʪʴ ʚ ʭʨʘʥʠʣʠʱʝ ʪʦʣʴʢʦ ʧʦʩʣʝ ʧʨʦʚʝʨʢʠ ʧʦ ʩʨʦʢʫ ʜʝʡʩʪʚʠʷ, ʧʨʦʚʝʨʢʠ ʕʇ ʩʪʦʧ-
ʣʠʩʪʘ ʠ ʫʩʧʝʰʥʦʤʫ ʧʦʩʪʨʦʝʥʠʶ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ  ʧʦʜʧʠʩʘʥʪʘ, ʩ ʧʨʦʚʝʨʢʦʡ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ 
ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʮʝʧʦʯʢʝ ʠ ʦʢʦʥʯʘʥʠʝʤ ʮʝʧʦʯʢʠ ʢʦʨʥʝʚʳʤ ʩʝʨʪʠʬʠʢʘʪʦʤ, ʥʘʭʦʜʷʱʠʤʩʷ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʚ ʩʧʠʩʢʝ ʢʦʨʥʝʚʳʭ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

numof_cert out ʂʦʣʠʯʝʩʪʚʦ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʭʨʘʥʠʣʠʱʝ 

numof_crl out ʂʦʣʠʯʝʩʪʚʦ ʧʨʦʚʝʨʝʥʥʳʭ ʩʪʦʧ-ʣʠʩʪʦʚ ʚ ʭʨʘʥʠʣʠʱʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 
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ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʩʪʨʦʛʦ ʫʯʠʪʳʚʘʪʴ ʥʘʣʠʯʠʝ ʩʪʦʧ-ʣʠʩʪʦʚ, ʩʣʝʜʫʝʪ ʧʨʦʚʝʨʷʪʴ, ʯʪʦ ʚ ʭʨʘʥʠʣʠʱʝ 
ʥʘʭʦʜʠʪʩʷ ʭʦʪʷ ʙʳ ʦʜʠʥ ʩʪʦʧ-ʣʠʩʪ ʠ ʧʨʝʢʨʘʱʘʪʴ ʨʘʙʦʪʫ ʩ ʦʰʠʙʢʦʡ ʝʩʣʠ ʥʝʪ ʥʠ ʦʜʥʦʛʦ ʩʪʦʧ-ʣʠʩʪʘ.  
 

7.1.8. ʉʦʟʜʘʥʠʝ ʢʦʥʪʝʢʩʪʘ ʚʨʝʤʝʥʠ 

Int32 DECL cr_CreateTime(H_TIMER *timer); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʉʦʟʜʘʝʪ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ, ʚ ʢʦʪʦʨʦʤ ʧʨʦʭʦʜʷʪ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʦʧʝʨʘʮʠʠ.  

ʇʘʨʘʤʝʪʨʳ:  

timer out ʂʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɺʦʟʚʨʘʱʘʝʪ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ, ʢʦʪʦʨʳʡ, ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʩʣʝʜʫʝʪ ʦʩʚʦʙʦʜʠʪʴ ʯʝʨʝʟ cr_FreeTime.  
 

7.1.9. ʆʩʚʦʙʦʞʜʝʥʠʝ ʢʦʥʪʝʢʩʪʘ ʚʨʝʤʝʥʠ 

Int32 DECL cr_FreeTime(H_TIMER timer); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʆʩʚʦʙʦʞʜʘʝʪ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ.  

ʇʘʨʘʤʝʪʨʳ:  

timer in ʂʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ ʜʣʷ ʦʩʚʦʙʦʞʜʝʥʠʷ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʆʩʚʦʙʦʞʜʘʝʪ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ɽʩʣʠ ʥʝ ʦʩʚʦʙʦʜʠʪʴ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ, ʬʫʥʢʮʠʷ 
cr_Finalize ʚʝʨʥʝʪ ʢʦʜ ʦʰʠʙʢʠ 1001. ɽʩʣʠ ʥʝ ʦʩʚʦʙʦʜʠʪʴ ʜʚʘ ʢʦʥʪʝʢʩʪʘ ʚʨʝʤʝʥʠ, ʬʫʥʢʮʠʷ cr_Finalize 
ʚʝʨʥʝʪ ʢʦʜ ʦʰʠʙʢʠ 1002 ʠ ʪ.ʜ.  
 

7.1.10. ʋʩʪʘʥʦʚʢʘ ʪʝʢʫʱʝʛʦ ʚʨʝʤʝʥʠ ʜʣʷ ʢʦʥʪʝʢʩʪʘ ʚʨʝʤʝʥʠ 

Int32 DECL cr_SetCurrentTime(H_TIMER timer); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʪʝʢʫʱʝʝ ʩʠʩʪʝʤʥʦʝ ʚʨʝʤʷ ʜʣʷ ʢʦʥʪʝʢʩʪʘ ʚʨʝʤʝʥʠ.  

ʇʘʨʘʤʝʪʨʳ:  

timer out ɿʘʧʦʣʥʝʥʥʳʡ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɺ ʬʫʥʢʮʠʠ ʧʨʦʚʝʨʢʠ ʕʇ cr_CheckInit ʤʦʞʥʦ ʧʝʨʝʜʘʚʘʪʴ ʥʫʣʝʚʦʡ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ (NULL) ʵʪʦ 
ʵʢʚʠʚʘʣʝʥʪʥʦ ʧʨʦʚʝʨʢʝ ʕʇ ʜʣʷ ʤʦʤʝʥʪʘ ʪʝʢʫʱʝʛʦ ʩʠʩʪʝʤʥʦʛʦ ʚʨʝʤʝʥʠ.  
 

7.1.11. ʋʩʪʘʥʦʚʢʘ ʟʘʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ ʚ ʢʦʥʪʝʢʩʪ 

Int32 DECL cr_SetTime(H_TIMER timer, 
 UInt32 d, 
 UInt32 m, 
 UInt32 y, 
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 UInt32 h, 
 UInt32 mm, 
 UInt32 s); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʟʘʜʘʥʥʦʝ ʩʠʩʪʝʤʥʦʝ ʚʨʝʤʷ ʚ ʢʦʥʪʝʢʩʪ.  

ʇʘʨʘʤʝʪʨʳ:  

timer out ɿʘʧʦʣʥʷʝʤʳʡ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ 

d in ʜʝʥʴ 1-31 

m in ʤʝʩʷʮ 1-12 

y in ʛʦʜ 1900-2500 

h in ʯʘʩ 0-23 

mm in ʤʠʥʫʪʳ 0-59 

s in ʩʝʢʫʥʜʳ 0-59 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɺ ʬʫʥʢʮʠʠ ʧʨʦʚʝʨʢʠ ʕʇ cr_CheckInit ʤʦʞʥʦ ʟʘʜʘʚʘʪʴ ʚʨʝʤʷ, ʯʪʦ ʧʨʠʚʝʜʝʪ ʢ ʧʨʦʚʝʨʢʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ 
ʩʪʦʧ-ʣʠʩʪʦʚ ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʟʘʜʘʥʥʦʤʫ ʤʦʤʝʥʪʫ ʚʨʝʤʝʥʠ.  
 

7.1.12. ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʠʟ ʢʦʥʪʝʢʩʪʘ 

Int32 DECL cr_GetTime(H_TIMER timer, 
 UInt32 *d, 
 UInt32 *m, 
 UInt32 *y, 
 UInt32 *h, 
 UInt32 *mm, 
 UInt32 *s); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʠʟ ʢʦʥʪʝʢʩʪʘ.  
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ʇʘʨʘʤʝʪʨʳ:  

timer in ɿʘʧʦʣʥʝʥʥʳʡ ʢʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ 

d out ʜʝʥʴ 1-31 

m out ʤʝʩʷʮ 1-12 

y out ʛʦʜ 1900-2500 

h out ʯʘʩ 0-23 

mm out ʤʠʥʫʪʳ 0-59 

s out ʩʝʢʫʥʜʳ 0-59 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʚʨʝʤʷ ʠʟ ʢʦʥʪʝʢʩʪʘ ʚʨʝʤʝʥʠ, ʥʘʧʨʠʤʝʨ, ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ.  
 

7.1.13. ʂʦʧʠʨʦʚʘʥʠʝ ʢʦʥʪʝʢʩʪʘ ʚʨʝʤʝʥʠ 

Int32 DECL cr_CopyTime(H_TIMER timer1, 
 H_TIMER timer2); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʂʦʧʠʨʦʚʘʥʠʝ ʚʨʝʤʝʥʠ ʚ ʢʦʥʪʝʢʩʪʝ ʚʨʝʤʝʥʠ.  

ʇʘʨʘʤʝʪʨʳ:  

timer1 in ʂʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ ʠʩʪʦʯʥʠʢʘ 

timer2 in ʂʦʥʪʝʢʩʪ ʚʨʝʤʝʥʠ ʧʦʣʫʯʘʪʝʣʷ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 
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ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʟʚʦʣʷʝʪ ʩʢʦʧʠʨʦʚʘʪʴ ʚʨʝʤʷ ʠʟ ʦʜʥʦʛʦ ʢʦʥʪʝʢʩʪʘ ʚʨʝʤʝʥʠ ʚ ʜʨʫʛʦʡ. ʆʙʘ ʢʦʥʪʝʢʩʪʘ ʜʦʣʞʥʳ 
ʩʫʱʝʩʪʚʦʚʘʪʴ.  
 

7.1.14. ʇʦʣʠʪʠʢʘ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʢʣʘʩʩ ʩʨʝʜʩʪʚʘ ʕʇ 

Int32 DECL cr_GetCertificateUsageInfo(H_CTX ctxX, 
 UInt8 *certBuffer, 
 UInt32 certBufferLength, 
 char *s1, 
 int *len_s1, 
 char *s2, 
 int *len_s2, 
 char *s3, 
 int *len_s3); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʨʝʜʩʪʚʘʭ ʕʇ ʠ ʨʘʟʨʝʰʝʥʥʳʭ ʧʨʠʤʝʥʝʥʠʷʭ ʢʣʶʯʘ, ʫʢʘʟʘʥʥʳʝ ʚ 
ʩʝʨʪʠʬʠʢʘʪʝ.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

certBuffer in ɹʫʬʝʨ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

certBufferLength in ɼʣʠʥʘ ʙʫʬʝʨʘ ʩʝʨʪʠʬʠʢʘʪʘ 

s1 out
 
ʫʢʘʟʘ
ʪʝʣʴ 

ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ OID = 
1.2.643.100.111 ñʆʧʠʩʘʥʠʝ ʩʨʝʜʩʪʚʘ ʕʇ ʚʣʘʜʝʣʴʮʘ ʩʝʨʪʠʬʠʢʘʪʘò. ɺ 
ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ, ʟʘʢʘʥʯʠʚʘʶʱʠʭʩʷ ʥʫʣʝʤ. 
ʂʦʥʝʮ ʠʥʬʦʨʤʘʮʠʠ - ʜʚʦʡʥʦʡ ʥʫʣʴ. 

len_s1 in/out ʅʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ, ʥʘ ʚʳʭʦʜʝ ʜʣʠʥʘ ʩʪʨʦʢʠ ʦʧʠʩʘʥʠʷ 
ʩʨʝʜʩʪʚʘ ʕʇ ʚʣʘʜʝʣʴʮʘ ʩʝʨʪʠʬʠʢʘʪʘ 

s2 out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ OID 
= 1.2.643.100.112 ñʆʧʠʩʘʥʠʝ ʩʨʝʜʩʪʚʘ ʕʇ ʠʟʜʘʪʝʣʷ ʩʝʨʪʠʬʠʢʘʪʘò. ɺ 
ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ, ʟʘʢʘʥʯʠʚʘʶʱʠʭʩʷ ʥʫʣʝʤ. 
ʂʦʥʝʮ ʠʥʬʦʨʤʘʮʠʠ - ʜʚʦʡʥʦʡ ʥʫʣʴ. 

len_s2 in/out ʅʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ, ʥʘ ʚʳʭʦʜʝ ʜʣʠʥʘ ʩʪʨʦʢʠ ʦʧʠʩʘʥʠʷ 
ʩʨʝʜʩʪʚʘ ʕʇ ʠʟʜʘʪʝʣʷ ʩʝʨʪʠʬʠʢʘʪʘò 

s3 out ʫʢʘʟʘʪʝʣʴ ʥʘ ʙʫʬʝʨ, ʚ ʢʦʪʦʨʳʡ ʚʦʟʚʨʘʱʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ OID 
= 2.5.29.32 ñʇʦʣʠʪʠʢʠ ʩʝʨʪʠʬʠʢʘʪʘò. ɺ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ 
ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ, ʟʘʢʘʥʯʠʚʘʶʱʠʭʩʷ ʥʫʣʝʤ. ʂʦʥʝʮ ʠʥʬʦʨʤʘʮʠʠ - 
ʜʚʦʡʥʦʡ ʥʫʣʴ. 

len_s3 in/out ʅʘ ʚʭʦʜʝ ʤʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ, ʥʘ ʚʳʭʦʜʝ ʜʣʠʥʘ ʩʪʨʦʢʠ ʧʦʣʠʪʠʢʠ 
ʩʝʨʪʠʬʠʢʘʪʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʨʝʜʩʪʚʘʭ ʕʇ ʠ ʨʘʟʨʝʰʝʥʥʳʭ ʧʨʠʤʝʥʝʥʠʷʭ ʢʣʶʯʘ, ʫʢʘʟʘʥʥʳʝ ʚ 
ʩʝʨʪʠʬʠʢʘʪʝ.  
 

7.1.15. ʋʜʘʣʝʥʠʝ ʕʇ ʠʟ CMS 

Int32 DECL cr_DeleteSignBuffer(H_CTX ctxX, 
 UInt32 SignerNumber, 
 UInt8 *encodedCms, 
 UInt32 encodedCmsLength, 
 UInt8 *resultCms, 
 UInt32 *resultCmsLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʋʜʘʣʝʥʠʝ ʕʇ ʠʟ CMS.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

SignerNumber in ʅʦʤʝʨ ʫʜʘʣʷʝʤʦʡ ʕʇ (ʥʫʤʝʨʘʮʠʷ ʥʘʯʠʥʘʝʪʩʷ ʩ 1) 

encodedCms in ɹʫʬʝʨ CMS ʩ ʫʜʘʣʷʝʤʳʤʠ ʕʇ ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

encodedCmsLe
ngth 

in ɼʣʠʥʘ ʙʫʬʝʨʘ CMS ʩ ʫʜʘʣʷʝʤʳʤʠ ʕʇ 

resultCms out ɹʫʬʝʨ CMS ʩ ʨʝʟʫʣʴʪʠʨʫʶʱʝʡ ʕʇ, ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

resultCmsLengt
h 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ CMS ʩ 
ʨʝʟʫʣʴʪʠʨʫʶʱʝʡ ʕʇ, ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ CMS ʩ ʨʝʟʫʣʴʪʠʨʫʶʱʝʡ ʕʇ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_SIGNED_D
ATA_TYPE 

 ʅʝ ʥʘʡʜʝʥʳ ʧʦʜʧʠʩʘʥʥʳʝ ʜʘʥʥʳʝ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʋʜʘʣʷʝʪ ʕʇ ʩ ʥʦʤʝʨʦʤ SignerNumber ʠʟ CMS.  
 

7.1.16. ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʕʇ ʠʟ CMS ʚ ʙʫʬʝʨʝ 

Int32 DECL cr_GetCmsData(H_CTX ctxX, 
 UInt8 *encodedCms, 
 UInt32 encodedCmsLength, 
 UInt8 *Data, 
 UInt32 *DataLength, 
 Int32 *Version, 
 UInt32 *AlgorithmsCount, 
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 UInt32 *SignerInfoCount, 
 UInt32 *AttachedCertificatesCount, 
 UInt32 *CrlsCount); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʕʇ ʠʟ CMS ʚ ʙʫʬʝʨʝ.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

encodedCms in ɹʫʬʝʨ CMS ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

encodedCmsLe
ngth 

in ɼʣʠʥʘ ʙʫʬʝʨʘ CMS 

Data out ɹʫʬʝʨ ʩ ʧʦʜʧʠʩʘʥʥʳʤʠ ʜʘʥʥʳʤʠ (ʜʘʥʥʳʝ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ CMS ʪʦʣʴʢʦ 
ʚ ʩʣʫʯʘʝ ʧʨʠʩʦʝʜʠʥʝʥʥʦʡ ʕʇ) 

DataLength in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʧʦʜʧʠʩʘʥʥʳʤʠ 
ʜʘʥʥʳʤʠ, ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʧʦʜʧʠʩʘʥʥʳʤʠ ʜʘʥʥʳʤʠ 

Version out ɺʝʨʩʠʷ CMS 

AlgorithmsCount out ʂʦʣʠʯʝʩʪʚʦ ʘʣʛʦʨʠʪʤʦʚ ʭʝʰʠʨʦʚʘʥʠʷ ʚ CMS 

SignerInfoCount out ʂʦʣʠʯʝʩʪʚʦ ʕʇ ʚ CMS 

AttachedCertific
atesCount 

out ʂʦʣʠʯʝʩʪʚʦ ʧʨʠʩʦʝʜʠʥʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ CMS 

CrlsCount out ʂʦʣʠʯʝʩʪʚʦ ʧʨʠʩʦʝʜʠʥʝʥʥʳʭ ʩʪʦʧ-ʣʠʩʪʦʚ ʚ CMS 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_SIGNED_D
ATA_TYPE 

 ʅʝ ʥʘʡʜʝʥʳ ʧʦʜʧʠʩʘʥʥʳʝ ʜʘʥʥʳʝ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 
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ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʣʫʯʘʝʪ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʕʇ ʩ ʥʦʤʝʨʦʤ SignerNumber ʠʟ CMS ʚ ʙʫʬʝʨʝ.  
 

7.1.17. ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʕʇ ʠʟ CMS ʚ ʬʘʡʣʝ 

Int32 DECL cr_GetFileData(H_CTX ctxX, 
 const char *currentCmsFile, 
 UInt8 *Data, 
 UInt32 *DataLength, 
 Int32 *Version, 
 UInt32 *AlgorithmsCount, 
 UInt32 *SignerInfoCount, 
 UInt32 *AttachedCertificatesCount, 
 UInt32 *CrlsCount); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʕʇ ʠʟ CMS ʚ ʬʘʡʣʝ.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

currentCmsFile in ʌʘʡʣ CMS ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

Data out ɹʫʬʝʨ ʩ ʧʦʜʧʠʩʘʥʥʳʤʠ ʜʘʥʥʳʤʠ (ʜʘʥʥʳʝ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ CMS ʪʦʣʴʢʦ 
ʚ ʩʣʫʯʘʝ ʧʨʠʩʦʝʜʠʥʝʥʥʦʡ ʕʇ) 

DataLength in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʧʦʜʧʠʩʘʥʥʳʤʠ 
ʜʘʥʥʳʤʠ, ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʧʦʜʧʠʩʘʥʥʳʤʠ ʜʘʥʥʳʤʠ 

Version out ɺʝʨʩʠʷ CMS 

AlgorithmsCount out ʂʦʣʠʯʝʩʪʚʦ ʘʣʛʦʨʠʪʤʦʚ ʭʝʰʠʨʦʚʘʥʠʷ ʚ CMS 

SignerInfoCount out ʂʦʣʠʯʝʩʪʚʦ ʕʇ ʚ CMS 

AttachedCertific
atesCount 

out ʂʦʣʠʯʝʩʪʚʦ ʧʨʠʩʦʝʜʠʥʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ CMS 

CrlsCount out ʂʦʣʠʯʝʩʪʚʦ ʧʨʠʩʦʝʜʠʥʝʥʥʳʭ ʩʪʦʧ-ʣʠʩʪʦʚ ʚ CMS 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 
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ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_NOT_SIGNED_D
ATA_TYPE 

 ʅʝ ʥʘʡʜʝʥʳ ʧʦʜʧʠʩʘʥʥʳʝ ʜʘʥʥʳʝ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʣʫʯʘʝʪ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʕʇ ʩ ʥʦʤʝʨʦʤ SignerNumber ʠʟ CMS ʚ ʬʘʡʣʝ.  
 

7.1.18. ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʧʦʜʧʠʩʘʥʪʘ CMS ʚ ʙʫʬʝʨʝ 

Int32 DECL cr_GetCmsTimeCn(H_CTX ctxX, 
 UInt32 SignatureNumber, 
 UInt8 *encodedCms, 
 UInt32 encodedCmsLength, 
 H_TIMER h_signingTime, 
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 char *ansiString, 
 UInt32 *ansiStringLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʧʦʜʧʠʩʘʥʪʘ CMS ʚ ʙʫʬʝʨʝ.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

SignatureNumb
er 

in ʅʦʤʝʨ ʕʇ ʚ CMS (ʥʫʤʝʨʘʮʠʷ ʥʘʯʠʥʘʝʪʩʷ ʩ 1) 

encodedCms in ɹʫʬʝʨ CMS 

encodedCmsLe
ngth 

in ɼʣʠʥʘ ʙʫʬʝʨʘ CMS 

h_signingTime out ɺʨʝʤʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʕʇ ʩ ʥʦʤʝʨʦʤ SignatureNumber 

ansiString out ɹʫʬʝʨ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ ʚ ʢʦʜʠʨʦʚʢʝ Win-1251, ʩ ʪʝʨʤʠʥʠʨʫʶʱʠʤ 
0 

ansiStringLengt
h 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ, 
ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_NOT_SIGNED_D
ATA_TYPE 

 ʅʝ ʥʘʡʜʝʥʳ ʧʦʜʧʠʩʘʥʥʳʝ ʜʘʥʥʳʝ 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_HASH_ATTRIBU
TES 

 ʆʰʠʙʢʘ ʚ ʘʪʨʠʙʫʪʘʭ ʧʦʣʷ ʭʝʰ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 
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ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʣʫʯʘʝʪ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʝ ʠʤʷ ʧʦʜʧʠʩʘʥʪʘ ʜʣʷ ʕʇ ʩ ʥʦʤʝʨʦʤ SignatureNumber ʜʣʷ 
CMS ʚ ʙʫʬʝʨʝ.  
 

7.1.19. ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʧʦʜʧʠʩʘʥʪʘ CMS ʚ ʬʘʡʣʝ 

Int32 DECL cr_GetCmsFileTimeCn(H_CTX ctxX, 
 UInt32 SignatureNumber, 
 const char *currentCmsFile, 
 H_TIMER h_signingTime, 
 char *ansiString, 
 UInt32 *ansiStringLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʧʦʜʧʠʩʘʥʪʘ CMS ʚ ʬʘʡʣʝ.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

SignatureNumb
er 

in ʅʦʤʝʨ ʕʇ ʚ ʬʘʡʣʝ CMS 

currentCmsFile in ʌʘʡʣ CMS 

h_signingTime out ɺʨʝʤʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʕʇ ʩ ʥʦʤʝʨʦʤ SignatureNumber 

ansiString out ɹʫʬʝʨ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ ʚ ʢʦʜʠʨʦʚʢʝ Win-1251, ʩ ʪʝʨʤʠʥʠʨʫʶʱʠʤ 
0 

ansiStringLengt
h 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ, 
ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 
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ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_NOT_SIGNED_D
ATA_TYPE 

 ʅʝ ʥʘʡʜʝʥʳ ʧʦʜʧʠʩʘʥʥʳʝ ʜʘʥʥʳʝ 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_HASH_ATTRIBU
TES 

 ʆʰʠʙʢʘ ʚ ʘʪʨʠʙʫʪʘʭ ʧʦʣʷ ʭʝʰ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʣʫʯʘʝʪ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʝ ʠʤʷ ʧʦʜʧʠʩʘʥʪʘ ʜʣʷ ʕʇ ʩ ʥʦʤʝʨʦʤ SignatureNumber ʜʣʷ 
CMS ʚ ʬʘʡʣʝ.  
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7.1.20. ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʩʦʟʜʘʪʝʣʷ ʩʧʠʩʢʘ 
ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ 

Int32 DECL cr_GetCrlTimeCn(H_CTX ctxX, 
 UInt8 *encodedCrl, 
 UInt32 encodedCrlLength, 
 H_TIMER timerThisUpdate, 
 H_TIMER timerNextUpdate, 
 char *ansiString, 
 UInt32 *ansiStringLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʩʦʟʜʘʪʝʣʷ ʩʧʠʩʢʘ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

encodedCrl in ɹʫʬʝʨ ʩʪʦʧ-ʣʠʩʪʘ ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

encodedCrlLeng
th 

in ɼʣʠʥʘ ʙʫʬʝʨʘ ʩʪʦʧ-ʣʠʩʪʘ ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

timerThisUpdate out ɺʨʝʤʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʩʪʦʧ-ʣʠʩʪʘ 

timerNextUpdat
e 

out ɺʨʝʤʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʩʣʝʜʫʶʱʝʛʦ ʩʪʦʧ-ʣʠʩʪʘ 

ansiString out ɹʫʬʝʨ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ ʚ ʢʦʜʠʨʦʚʢʝ Win-1251, ʩ ʪʝʨʤʠʥʠʨʫʶʱʠʤ 
0 

ansiStringLengt
h 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ, 
ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʧʦʜʧʠʩʘʥʪʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 
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ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʣʫʯʘʝʪ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʝ ʠʤʷ ʩʦʟʜʘʪʝʣʷ ʩʧʠʩʢʘ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ.  
 

7.1.21. ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʚʣʘʜʝʣʴʮʘ ʠʟ ʩʝʨʪʠʬʠʢʘʪʘ 
ʚ ʙʫʬʝʨʝ 

Int32 DECL cr_GetCertificateTimeCn(H_CTX ctxX, 
 UInt8 *encodedCertificate, 
 UInt32 encodedCertificateLength, 
 H_TIMER validNotBefore, 
 H_TIMER validNotAfter, 
 char *ansiString, 
 UInt32 *ansiStringLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʚʣʘʜʝʣʴʮʘ ʠʟ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʙʫʬʝʨʝ.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

encodedCertific
ate 

in ɹʫʬʝʨ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

encodedCertific
ateLength 

in ɼʣʠʥʘ ʙʫʬʝʨʘ ʩʝʨʪʠʬʠʢʘʪʘ 

validNotBefore out ɺʨʝʤʷ ʥʘʯʘʣʘ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

validNotAfter out ɺʨʝʤʷ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

ansiString out ɹʫʬʝʨ ʩ ʠʤʝʥʝʤ ʚʣʘʜʝʣʴʮʘ ʚ ʢʦʜʠʨʦʚʢʝ Win-1251, ʩ ʪʝʨʤʠʥʠʨʫʶʱʠʤ 0 

ansiStringLengt
h 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʚʣʘʜʝʣʴʮʘ, 
ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʚʣʘʜʝʣʴʮʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 
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ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʣʫʯʘʝʪ ʚʨʝʤʷ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʝ ʠʤʷ ʚʣʘʜʝʣʴʮʘ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʙʫʬʝʨʝ.  
 

7.1.22. ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʚʣʘʜʝʣʴʮʘ ʠʟ ʩʝʨʪʠʬʠʢʘʪʘ 
ʚ ʭʨʘʥʠʣʠʱʝ 

Int32 DECL cr_GetCertificateTimeCnByStorage(H_CTX ctx, 
 H_STORAGE itemN, 
 H_TIMER validNotBefore, 
 H_TIMER validNotAfter, 
 char *ansiString, 
 UInt32 *ansiStringLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 
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ʇʦʣʫʯʝʥʠʝ ʚʨʝʤʝʥʠ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʚʣʘʜʝʣʴʮʘ ʠʟ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

itemN in ʀʥʜʝʢʩ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ 

validNotBefore out ɺʨʝʤʷ ʥʘʯʘʣʘ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

validNotAfter out ɺʨʝʤʷ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

ansiString out ɹʫʬʝʨ ʩ ʠʤʝʥʝʤ ʚʣʘʜʝʣʴʮʘ ʚ ʢʦʜʠʨʦʚʢʝ Win-1251, ʩ ʪʝʨʤʠʥʠʨʫʶʱʠʤ 0 

ansiStringLengt
h 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʚʣʘʜʝʣʴʮʘ, 
ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʠʤʝʥʝʤ ʚʣʘʜʝʣʴʮʘ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_CERTIFICATE_
NOT_FOUND 

 ʅʝ ʥʘʡʜʝʥ ʩʣʝʜʫʶʱʠʡ ʩʝʨʪʠʬʠʢʘʪ ʚ ʮʝʧʦʯʢʝ 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʣʫʯʘʝʪ ʚʨʝʤʷ ʕʇ ʠ ʚʳʜʝʣʝʥʥʦʝ ʠʤʷ ʚʣʘʜʝʣʴʮʘ ʩʝʨʪʠʬʠʢʘʪʘ ʩʦʜʝʨʞʘʱʝʛʦʩʷ ʚ ʭʨʘʥʠʣʠʱʝ.  
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7.1.23. ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ 

Int32 DECL cr_Finalize(void) 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ, ʦʩʚʦʙʦʞʜʝʥʠʝ ʨʝʩʫʨʩʦʚ.  

ʇʘʨʘʤʝʪʨʳ:  

 none ʅʝʪ ʧʘʨʘʤʝʪʨʦʚ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʨʠ ʟʘʚʝʨʰʝʥʠʠ ʨʘʙʦʪʳ ʚʦʟʚʨʘʱʘʝʪ ʣʠʙʦ ERR_OK, ʣʠʙʦ ʢʦʣʠʯʝʩʪʚʦ ʥʝʟʘʢʨʳʪʳʭ ʢʦʥʪʝʢʩʪʦʚ ʧʣʶʩ 
1000.  
 
 

7.1.24. ɺʳʟʦʚ ʢʦʥʬʠʛʫʨʘʪʦʨʘ 

  

void CALLBACK cfg(HWND hwnd,  

    HINSTANCE hInstance, 

     LPSTR lpszCmdLine,  

    int nCmdShow); 

  

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʚʳʟʳʚʘʝʪ ʢʦʥʬʠʛʫʨʘʪʦʨ, ʩʤ. çʂʦʥʬʠʛʫʨʘʪʦʨ çɹʠʢʨʠʧʪ 5.0è ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 
11485466.5014.044 34è. 
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7.2. ʌʫʥʢʮʠʠ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ 
ʩʪʘʥʜʘʨʪʦʤ X.509 

7.2.1. ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʥʘ ʦʩʥʦʚʝ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʠ ʘʪʨʠʙʫʪʦʚ, 
ʢʦʜʠʨʦʚʘʥʥʳʭ ʚ ʬʦʨʤʘʪʝ ASN.1 

Int32 DECL cr_GenerateKeyPair(H_CTX ctxX, 
 UInt8* distinguished_name, 
 UInt32 distinguished_nameLength, 
 UInt8* attributes, 
 UInt32 attributesLength, 
 const char *userid, 
 char param_key, 
 char param_hash, 
 CARRIER_TYPE carrier, 
 UInt8 *master_key, 
 int master_len, 
 char* password, 
 UInt32 *passwordLength, 
 UInt8 *pkcs10_binary, 
 UInt32 *pkcs10Length); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʋʎ ʥʘ ʦʩʥʦʚʝ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ ʠ ʘʪʨʠʙʫʪʦʚ, 
ʢʦʜʠʨʦʚʘʥʥʳʭ ʚ ʬʦʨʤʘʪʝ ASN.1.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

distinguished_n
ame 

in ɹʫʬʝʨ ʩʦʜʝʨʞʘʱʠʡ ʚʳʜʝʣʝʥʥʦʝ ʠʤʷ ʚ ʬʦʨʤʘʪʝ ASN.1 

distinguished_n
ameLength 

in ɼʣʠʥʘ ʙʫʬʝʨʘ ʚʳʜʝʣʝʥʥʦʛʦ ʠʤʝʥʠ 

attributes in ɹʫʬʝʨ ʩʦʜʝʨʞʘʱʠʡ ʘʪʨʠʙʫʪʳ ʚ ʬʦʨʤʘʪʝ ASN.1 

attributesLength in ɼʣʠʥʘ ʙʫʬʝʨʘ ʘʪʨʠʙʫʪʦʚ 

userid in ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ɹʠʂʨʠʧʪ (ʥʝ ʙʦʣʝʝ 32 ʩʠʤʚʦʣʦʚ) 

param_key in ʇʘʨʘʤʝʪʨʳ ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ 4) 

param_hash in ʇʘʨʘʤʝʪʨʳ ʭʝʰ-ʬʫʥʢʮʠʠ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ 4) 

carrier in ʅʦʩʠʪʝʣʴ ʜʣʷ ʟʘʧʠʩʠ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ 4) 

master_key in ʈʘʚʥʦ NULL ʚ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ, ʙʫʬʝʨ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ - ʚ 
ʩʣʫʯʘʝ ʜʚʫʭʢʦʤʧʦʥʝʥʪʥʦʛʦ ʢʣʶʯʘ, ʧʨʠ ʵʪʦʤ ʛʣʘʚʥʳʡ ʢʣʶʯ ʜʦʣʞʝʥ 
ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʪʦʤ ʞʝ ʥʦʩʠʪʝʣʝ 

master_len in ʈʘʚʥʦ 0 ʚ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ, ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ 
(ʦʙʳʯʥʦ 108) ʚ ʩʣʫʯʘʝ ʜʚʫʭʢʦʤʧʦʥʝʥʪʥʦʛʦ ʢʣʶʯʘ 

password in/out ʇʘʨʦʣʴ ʜʣʷ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʚ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ (6 ʩʠʤʚʦʣʦʚ ʠ 
ʪʝʨʤʠʥʠʨʫʶʱʠʡ 0) ʠʣʠ ʧʘʨʦʣʴ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ ("" ʜʣʷ ʧʫʩʪʦʛʦ ʧʘʨʦʣʷ) 
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passwordLength in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʧʦʣʷ password, ʚʳʭʦʜ - ʜʣʠʥʘ 
ʧʘʨʦʣʷ ʚ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ, ʧʦʣʝ ʠʛʥʦʨʠʨʫʝʪʩʷ ʚ ʩʣʫʯʘʝ 
ʜʚʫʭʢʦʤʧʦʥʝʥʪʥʦʛʦ ʢʣʶʯʘ 

pkcs10_binary out ɹʫʬʝʨ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ, ʚ ʬʦʨʤʘʪʝ PEM 

pkcs10Length in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ, 
ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʛʦ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_UZ_READ  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʫʟʣʦʚ ʟʘʤʝʥʳ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_TMDRV_NOT_F
OUND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_TOO_MANY  ʉʣʠʰʢʦʤ ʤʥʦʛʦ ʥʦʩʠʪʝʣʝʡ ʚ USB ʫʩʪʨʦʡʩʪʚʝ, 
ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʨʘʙʦʪʘ ʪʦʣʴʢʦ ʩ ʦʜʥʠʤ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_GKUZ_PSW  ʆʰʠʙʢʘ ʧʘʨʦʣʷ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_NO_TM_ATTAC
HED 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_NOT_USED_TM
DRV 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GK
UZ 

 ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 
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ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYPTOC
ORE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_NOT_USED_DS
CH 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_LOAD_GRN_DL
L 

 ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_READ_MK_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 
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ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʠ ʟʘʧʨʦʩ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʋʎ. ɻʝʥʝʨʘʮʠʷ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ 
ʧʨʦʠʩʭʦʜʠʪ ʠʟ ʇɼʉʏ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʛʨʫʞʝʥ ʧʫʪʝʤ ʚʳʟʦʚʘ cr_LoadPrnd  
 

7.2.2. ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ, ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʠʭ ʚʣʘʜʝʣʴʮʘ 
ʩʝʨʪʠʬʠʢʘʪʘ 

Int32 DECL cr_GenerateKeyPairByQualNames( int A_flag_QUAL, 
 const char *cert_req_Strana, 
 const char *cert_req_Locality, 
 const char *cert_req_Address, 
 const char *cert_req_Region, 
 const char *cert_req_OGRN, 
 const char *cert_req_INN, 
 const char *cert_req_Podrazdelenie, 
 const char *cert_req_SNILS, 
 const char *cert_req_SerialNomer, 
 const char *cert_req_Family, 
 const char *cert_req_Name, 
 const char *cert_req_Dolzhnost, 
 const char *cert_req_Organizat, 
 const char *cert_req_Email, 
 const char *Auserid, 
 char param_key, 
 char param_hash, 
 CARRIER_TYPE carrier, 
 UInt8 *master_key, 
 int master_len, 
 char* password, 
 UInt32 *passwordLength, 
 UInt8 *PKCS10Buffer, 
 UInt32 *PKCS10BufferLength); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʉʦʟʜʘʥʠʝ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʋʎ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ, ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʠʭ 
ʚʣʘʜʝʣʴʮʘ ʩʝʨʪʠʬʠʢʘʪʘ.  

ʇʘʨʘʤʝʪʨʳ:  

A_flag_QUAL in 0 - ʥʝʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʡ ʟʘʧʨʦʩ ʥʘ ʩʝʨʪʠʬʠʢʘʪ, 1 - 
ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʡ 

cert_req_Strana in ʉʪʨʘʥʘ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Localit
y 

in ɻʦʨʦʜ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Addres
s 

in ɸʜʨʝʩ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Region in ʈʝʛʠʦʥ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_OGRN in ʆɻʈʅ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_INN in ʀʅʅ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 
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cert_req_Podraz
delenie 

in ʅʘʠʤʝʥʦʚʘʥʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ (ʦʪʜʝʣʘ), ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_SNILS in ʉʅʀʃʉ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Serial
Nomer 

in ʉʝʨʠʡʥʳʡ ʥʦʤʝʨ (ʥʦʩʠʪʝʣʷ), ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Family in ʌʘʤʠʣʠʷ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Name in ʀʤʷ ʦʪʯʝʩʪʚʦ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Dolzhn
ost 

in ɼʦʣʞʥʦʩʪʴ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Organi
zat 

in ʆʨʛʘʥʠʟʘʮʠʷ, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

cert_req_Email in e-mail, ʚ ʢʦʜʠʨʦʚʢʝ Win-1251 

Auserid in ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʘ ɹʠʂʨʠʧʪ (ʥʝ ʙʦʣʝʝ 32 ʙʘʡʪ), ʚ ʢʦʜʠʨʦʚʢʝ Win-
1251 

param_key in ʇʘʨʘʤʝʪʨʳ ʵʣʣʠʧʪʠʯʝʩʢʦʡ ʢʨʠʚʦʡ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ 4) 

param_hash in ʇʘʨʘʤʝʪʨʳ ʭʝʰ-ʬʫʥʢʮʠʠ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ 4) 

carrier in ʅʦʩʠʪʝʣʴ ʜʣʷ ʟʘʧʠʩʠ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ 4) 

master_key in ʈʘʚʥʦ NULL ʚ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ, ʙʫʬʝʨ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ - ʚ 
ʩʣʫʯʘʝ ʜʚʫʭʢʦʤʧʦʥʝʥʪʥʦʛʦ ʢʣʶʯʘ, ʧʨʠ ʵʪʦʤ ʛʣʘʚʥʳʡ ʢʣʶʯ ʜʦʣʞʝʥ 
ʨʘʩʧʦʣʘʛʘʪʴʩʷ ʥʘ ʪʦʤ ʞʝ ʥʦʩʠʪʝʣʝ 

master_len in ʈʘʚʥʦ 0 ʚ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ, ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʤʘʩʪʝʨ-ʢʣʶʯʦʤ 
(ʦʙʳʯʥʦ 108) ʚ ʩʣʫʯʘʝ ʜʚʫʭʢʦʤʧʦʥʝʥʪʥʦʛʦ ʢʣʶʯʘ 

password in/out ʇʘʨʦʣʴ ʜʣʷ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʚ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ (6 ʩʠʤʚʦʣʦʚ ʠ 
ʪʝʨʤʠʥʠʨʫʶʱʠʡ 0) ʠʣʠ ʧʘʨʦʣʴ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ ("" ʜʣʷ ʧʫʩʪʦʛʦ ʧʘʨʦʣʷ) 

passwordLength in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʧʦʣʷ password, ʚʳʭʦʜ - ʜʣʠʥʘ 
ʧʘʨʦʣʷ ʚ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ, ʧʦʣʝ ʠʛʥʦʨʠʨʫʝʪʩʷ ʚ ʩʣʫʯʘʝ 
ʜʚʫʭʢʦʤʧʦʥʝʥʪʥʦʛʦ ʢʣʶʯʘ 

PKCS10Buffer out ɹʫʬʝʨ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʚ ʬʦʨʤʘʪʝ PEM 

PKCS10BufferL
ength 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ, ʚʳʭʦʜ 
- ʜʣʠʥʘ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʛʦ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 
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ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_UZ_READ  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʫʟʣʦʚ ʟʘʤʝʥʳ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_TMDRV_NOT_F
OUND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_TOO_MANY  ʉʣʠʰʢʦʤ ʤʥʦʛʦ ʥʦʩʠʪʝʣʝʡ ʚ USB ʫʩʪʨʦʡʩʪʚʝ, 
ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʨʘʙʦʪʘ ʪʦʣʴʢʦ ʩ ʦʜʥʠʤ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_GKUZ_PSW  ʆʰʠʙʢʘ ʧʘʨʦʣʷ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_NO_TM_ATTAC
HED 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_NOT_USED_TM
DRV 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_NOT_USED_GK
UZ 

 ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYPTOC
ORE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_NOT_USED_DS
CH 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_LOAD_GRN_DL
L 

 ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 
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ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

ERR_READ_MK_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʩʦʟʜʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʠ ʟʘʧʨʦʩ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ ʋʎ. ɻʝʥʝʨʘʮʠʷ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ 
ʧʨʦʠʩʭʦʜʠʪ ʠʟ ʇɼʉʏ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʛʨʫʞʝʥ ʧʫʪʝʤ ʚʳʟʦʚʘ cr_LoadPrnd#  

7.2.3. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_CreateContext(H_TIMER timer, 
 H_CTX* ctx); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʉʦʟʜʘʥʠʝ ʢʦʥʪʝʢʩʪʘ ʨʘʙʦʪʳ ʙʠʙʣʠʦʪʝʢʠ  

ʇʘʨʘʤʝʪʨʳ:  

timer in ɿʘʧʦʣʥʝʥʥʳʡ ʢʦʥʪʝʢʩʪ ʪʘʡʤʝʨʘ ʠʣʠ NULL ʜʣʷ ʪʝʢʫʱʝʛʦ ʤʦʤʝʥʪʘ 
ʚʨʝʤʝʥʠ 

ctx out ʉʦʟʜʘʥʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  
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ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʚʥʫʪʨʝʥʥʠʭ ʨʝʩʫʨʩʦʚ ʙʠʙʣʠʦʪʝʢʠ. ʆʧʮʠʦʥʘʣʴʥʘʷ ʧʝʨʝʤʝʥʥʘʷ timer ʫʢʘʟʳʚʘʝʪ ʚʨʝʤʷ, ʚ 
ʢʦʪʦʨʦʝ ʩʦʟʜʘʝʪʩʷ ʢʦʥʪʝʢʩʪ.  ɽʩʣʠ ʧʝʨʝʤʝʥʥʘʷ ʥʝ ʫʢʘʟʘʥʘ (NULL), ʪʦ ʚ ʭʦʜʝ ʨʘʙʦʪʳ ʙʠʙʣʠʦʪʝʢʠ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʝʢʫʱʝʝ ʩʠʩʪʝʤʥʦʝ ʚʨʝʤʷ. ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʫʢʘʟʘʥʥʦʝ,  ʣʠʙʦ ʪʝʢʫʱʝʝ ʚʨʝʤʷ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʧʨʦʮʝʩʩʝ ʟʘʛʨʫʟʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʉʆʉ, ʧʨʦʚʝʨʢʠ ʕʇ ʠ ʪ.ʜ.  
 

7.2.4. ɼʦʙʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_AddCertificate(H_CTX ctx, 
 const char *Filename, 
 UInt8* binaryCert, 
 UInt32 binaryCertLength, 
 H_STORAGE *itemN); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʩʝʨʪʠʬʠʢʘʪ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

Filename in ʀʤʷ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ, ʝʩʣʠ ʩʝʨʪʠʬʠʢʘʪ ʚ ʬʘʡʣʝ ʠʣʠ NULL ʝʩʣʠ 
ʩʝʨʪʠʬʠʢʘʪ ʚ ʙʫʬʝʨʝ 

binaryCert in ɹʫʬʝʨ ʩʝʨʪʠʬʠʢʘʪʘ ʠʣʠ NULL ʝʩʣʠ ʩʝʨʪʠʬʠʢʘʪ ʚ ʬʘʡʣʝ 

binaryCertLengt
h 

in ɼʣʠʥʘ ʙʫʬʝʨʘ ʩʝʨʪʠʬʠʢʘʪʘ ʠʣʠ 0 ʝʩʣʠ ʩʝʨʪʠʬʠʢʘʪ ʚ ʬʘʡʣʝ 

itemN out ʀʥʜʝʢʩ ʚ ʭʨʘʥʠʣʠʱʝ ʩʝʨʪʠʬʠʢʘʪʦʚ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 
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ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_CERTIFICATE_T
IME_ELAPSED 

 ʀʩʪʝʢ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

ERR_NOT_SIGNED_D
ATA_TYPE 

 ʅʝ ʥʘʡʜʝʥʳ ʧʦʜʧʠʩʘʥʥʳʝ ʜʘʥʥʳʝ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʕʪʦʡ ʬʫʥʢʮʠʝʡ ʜʦʧʫʩʢʘʝʪʩʷ ʟʘʛʨʫʞʘʪʴ ʢʦʨʥʝʚʳʝ ʩʝʨʪʠʬʠʢʘʪʳ, ʋʎ ʩʝʨʪʠʬʠʢʘʪʳ (ʩ ʚʳʩʪʘʚʣʝʥʥʳʤ ʚ 
ʘʪʨʠʙʫʪʝ KeyUsage ʧʨʠʟʥʘʢʦʤ CA),  ʘ ʪʘʢʞʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʩʝʨʪʠʬʠʢʘʪʳ.  
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7.2.5. ɼʦʙʘʚʣʝʥʠʝ ʩʧʠʩʢʘ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_AddCrl(H_CTX ctx, 
 const char *Filename, 
 UInt8* binary_crl, 
 UInt32 crlLength, 
 H_STORAGE *itemN); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʧʦʟʚʦʣʷʝʪ ʜʦʙʘʚʠʪʴ ʉʆʉ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

Filename in ʀʤʷ ʬʘʡʣʘ ʩʪʦʧ-ʣʠʩʪʘ 

binary_crl in ɹʫʬʝʨ ʩʪʦʧ-ʣʠʩʪʘ ʠʣʠ NULL ʝʩʣʠ ʩʪʦʧ-ʣʠʩʪ ʚ ʬʘʡʣʝ 

crlLength in ɼʣʠʥʘ ʙʫʬʝʨʘ ʩʪʦʧ-ʣʠʩʪʘ ʠʣʠ 0 ʝʩʣʠ ʩʪʦʧ-ʣʠʩʪ ʚ ʬʘʡʣʝ 

itemN out ʀʥʜʝʢʩ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʜʧʠʩʘʥʪʘ ʚ ʭʨʘʥʠʣʠʱʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 
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ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_CRL_TIME_ELA
PSED 

 ʀʩʪʝʢ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʩʪʦʧ-ʣʠʩʪʘ 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

ERR_CERTIFICATE_
NOT_FOUND 

 ʅʝ ʥʘʡʜʝʥ ʩʣʝʜʫʶʱʠʡ ʩʝʨʪʠʬʠʢʘʪ ʚ ʮʝʧʦʯʢʝ 

ERR_NOT_ISSUER_C
ERTIFICATE 

 ʉʝʨʪʠʬʠʢʘʪ ʚʳʧʫʱʝʥ ʜʨʫʛʠʤ ʠʟʜʘʪʝʣʝʤ 

ERR_DIFFERENT  ʉʨʘʚʥʠʚʘʝʤʳʝ ʦʙʲʝʢʪʳ ʨʘʟʣʠʯʥʳ 

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_UNKNOWN_OID  ʅʝʠʟʚʝʩʪʥʳʡ OID ʘʣʛʦʨʠʪʤʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_BAD_CRYPTOC
ORE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_CERTIFICATE_
NOT_ROOT 

 ʂʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʥʝ ʥʘʡʜʝʥ ʚ ʩʧʠʩʢʝ 
ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ 
ʬʘʡʣʝ 

ERR_CERT_IN_CRL  ʆʰʠʙʢʘ ʩʝʨʪʠʬʠʢʘʪ ʚ ʩʪʦʧ-ʣʠʩʪʝ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʉʆʉ ʧʨʦʠʩʭʦʜʠʪ ʧʨʦʚʝʨʢʘ ʝʛʦ ʕʇ ʧʦ ʚʥʫʪʨʝʥʥʝʤʫ ʭʨʘʥʠʣʠʱʫ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ,  
ʩʨʦʢʦʚ ʜʝʡʩʪʚʠʷ, ʥʘʣʠʯʠʷ ʙʦʣʝʝ ʥʦʚʳʭ ʉʆʉ ʪʦʛʦ ʞʝ ʠʟʜʘʪʝʣʷ. ɽʩʣʠ ʭʦʪʷ ʙʳ ʦʜʥʦ ʠʟ ʫʩʣʦʚʠʡ ʥʝ  
ʚʳʧʦʣʥʷʝʪʩʷ, ʤʝʪʦʜ ʚʦʟʚʨʘʱʘʝʪ ʦʰʠʙʢʫ ʟʘʛʨʫʟʢʠ.  
 

7.2.6. ɼʦʙʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʩʧʠʩʢʦʚ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʟ ʬʘʡʣʦʚ ʚ 
ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_AddCertificateAndCrlByPath(H_CTX ctx, 
 const char *certPathMask, 
 const char *crlPathMask, 
 UInt32 *numof_ok_certfiles, 
 UInt32 *numof_err_certfiles, 
 UInt32 *numof_ok_crlfiles, 
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 UInt32 *numof_err_crlfiles); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɼʦʙʘʚʣʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʩʧʠʩʢʦʚ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʟ ʬʘʡʣʦʚ ʚ ʜʠʨʝʢʪʦʨʠʠ ʧʦ ʤʘʩʢʝ ʚ 
ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

certPathMask in ʇʫʪʴ ʢ ʬʘʡʣʘʤ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʚʦʟʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʘʩʢʠ *.cer 

crlPathMask in ʇʫʪʴ ʢ ʬʘʡʣʘʤ ʩʪʦʧ-ʣʠʩʪʦʚ, ʚʦʟʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʘʩʢʠ *.crl 

numof_ok_certfil
es 

out ʂʦʣʠʯʝʩʪʚʦ ʫʩʧʝʰʥʦ ʜʦʙʘʚʣʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (ʚ ʪʦʤ ʯʠʩʣʝ ʥʝ 
ʧʨʦʚʝʨʝʥʥʳʭ) 

numof_err_certfi
les 

out ʂʦʣʠʯʝʩʪʚʦ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʤʘʩʢʝ, ʥʦ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ 
ʧʨʠʯʠʥʘʤ ʥʝ ʜʦʙʘʚʣʝʥʥʳʭ ʚ ʭʨʘʥʠʣʠʱʝ 

numof_ok_crlfile
s 

out ʂʦʣʠʯʝʩʪʚʦ ʫʩʧʝʰʥʦ ʜʦʙʘʚʣʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʚʩʝ ʩʪʦʧ-ʣʠʩʪʳ 
ʜʦʙʘʚʣʷʶʪʩʷ ʧʦʩʣʝ ʧʦʣʥʦʡ ʧʨʦʚʝʨʢʠ 

numof_err_crlfile
s 

out ʂʦʣʠʯʝʩʪʚʦ ʩʪʦʧ-ʣʠʩʪʦʚ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʤʘʩʢʝ, ʥʦ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ 
ʧʨʠʯʠʥʘʤ ʥʝ ʜʦʙʘʚʣʝʥʥʳʭ ʚ ʭʨʘʥʠʣʠʱʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 
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ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_CERTIFICATE_T
IME_ELAPSED 

 ʀʩʪʝʢ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

ERR_NOT_SIGNED_D
ATA_TYPE 

 ʅʝ ʥʘʡʜʝʥʳ ʧʦʜʧʠʩʘʥʥʳʝ ʜʘʥʥʳʝ 

ERR_CRL_TIME_ELA
PSED 

 ʀʩʪʝʢ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʩʪʦʧ-ʣʠʩʪʘ 

ERR_CERTIFICATE_
NOT_FOUND 

 ʅʝ ʥʘʡʜʝʥ ʩʣʝʜʫʶʱʠʡ ʩʝʨʪʠʬʠʢʘʪ ʚ ʮʝʧʦʯʢʝ 

ERR_NOT_ISSUER_C
ERTIFICATE 

 ʉʝʨʪʠʬʠʢʘʪ ʚʳʧʫʱʝʥ ʜʨʫʛʠʤ ʠʟʜʘʪʝʣʝʤ 

ERR_DIFFERENT  ʉʨʘʚʥʠʚʘʝʤʳʝ ʦʙʲʝʢʪʳ ʨʘʟʣʠʯʥʳ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_UNKNOWN_OID  ʅʝʠʟʚʝʩʪʥʳʡ OID ʘʣʛʦʨʠʪʤʘ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_BAD_CRYPTOC
ORE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_CERTIFICATE_
NOT_ROOT 

 ʂʦʨʥʝʚʦʡ ʩʝʨʪʠʬʠʢʘʪ ʥʝ ʥʘʡʜʝʥ ʚ ʩʧʠʩʢʝ 
ʜʦʚʝʨʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ 
ʬʘʡʣʝ 

ERR_CERT_IN_CRL  ʆʰʠʙʢʘ ʩʝʨʪʠʬʠʢʘʪ ʚ ʩʪʦʧ-ʣʠʩʪʝ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɼʦʙʘʚʣʷʝʪ ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʩʪʦʧ-ʣʠʩʪʳ ʠʟ ʜʠʨʝʢʪʦʨʠʠ. ʇʨʠ ʵʪʦʤ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʣʷʭ ʤʦʞʥʦ 
ʧʦʣʫʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʫʩʧʝʰʥʦ ʦʙʨʘʙʦʪʘʥʥʳʭ ʬʘʡʣʦʚ ʠ ʬʘʡʣʦʚ ʩ ʦʰʠʙʢʦʡ. ʄʦʞʝʪ ʟʘʛʨʫʞʘʪʴ 
ʩʝʨʪʠʬʠʢʘʪʳ ʠʟ ʬʘʡʣʦʚ P7B, ʧʨʠ ʵʪʦʤ ʚʦʟʚʨʘʱʘʝʪʩʷ   
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7.2.7. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʜʘʪʯʠʢʘ ʇɼʉʏ 

Int32 DECL cr_LoadPrnd(H_CTX ctx, 
 int flag_init_grn); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʜʘʪʯʠʢʘ ʇɼʉʏ  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

flag_init_grn in ʌʣʘʛ 0-ʚʦʟʚʨʘʱʘʪʴ ʦʰʠʙʢʫ ʚ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ ʢʣʶʯʘ ʥʘ ʥʦʩʠʪʝʣʝ, 1-ʚ 
ʩʣʫʯʘʝ ʦʰʠʙʢʠ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ ʩ ʥʦʩʠʪʝʣʷ, ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ ʇɼʉʏ 
ʥʘʞʘʪʠʷʤʠ ʥʘ ʢʣʘʚʠʘʪʫʨʝ (ʯʝʨʝʟ Grn.dll) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_TMDRV_NOT_F
OUND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_GKUZ_PSW  ʆʰʠʙʢʘ ʧʘʨʦʣʷ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_NO_TM_ATTAC
HED 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_UZ_READ  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʫʟʣʦʚ ʟʘʤʝʥʳ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 
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ERR_NOT_USED_DS
CH 

 ʊʨʝʙʫʝʪʩʷ ʢʣʶʯ ʇɼʉʏ, ʥʦ ʦʥ ʥʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʨʘʥʝʝ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_DSCH  ʆʰʠʙʢʘ ʇɼʉʏ 

ERR_LOAD_GRN_DL
L 

 ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ DLL 

ERR_STOP  ʈʘʙʦʪʘ ʦʩʪʘʥʦʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ (ʥʘʧʨʠʤʝʨ, ʙʳʣ 
ʥʘʞʘʪ ESC ʠʣʠ Ctrl-C) 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_BAD_CRYP  ʆʰʠʙʢʘ ʰʠʬʨʦʚʘʥʠʷ 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_WRITE_FILE  ʆʰʠʙʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɿʘʛʨʫʟʢʘ ʢʣʶʯʘ ʇɼʉʏ ʩ ʥʦʩʠʪʝʣʷ. ɺ ʩʣʫʯʘʝ flag_init_grn=1 ʠ ʚ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ ʥʦʩʠʪʝʣʷ ʠʣʠ ʢʣʶʯʘ ʥʘ 
ʥʦʩʠʪʝʣʝ ʙʫʜʝʪ ʧʦʢʘʟʘʥʳ ʵʢʨʘʥʥʳʝ ʬʦʨʤʳ ʜʣʷ ʩʦʟʜʘʥʠʷ ʢʣʶʯʘ ʇɼʉʏ ʧʫʪʝʤ ʥʘʞʘʪʠʷ ʩʠʤʚʦʣʦʚ ʥʘ 
ʢʣʘʚʠʘʪʫʨʝ.  
 

7.2.8. ʉʦʟʜʘʥʠʝ ʢʦʧʠʠ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_DupContext(H_CTX ctx, 
 H_CTX* ctx_out); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʉʦʟʜʘʥʠʝ ʢʦʧʠʠ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

ctx_out out ʉʦʟʜʘʥʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 
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ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʉʦʟʜʘʥʠʝ ʥʦʚʦʡ ʢʦʧʠʠ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ ʧʦ ʩʫʱʝʩʪʚʫʶʱʝʡ. ʇʨʠ ʵʪʦʤ ʚʩʝ ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʩʪʦʧ-
ʣʠʩʪʳ ʪʘʢʞʝ ʙʫʜʫʪ ʩʢʦʧʠʨʦʚʘʥʳ ʚ ʥʦʚʳʡ ʢʦʥʪʝʢʩʪ.  
 

7.2.9. ʆʩʚʦʙʦʞʜʝʥʠʝ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_FreeContext(H_CTX ctx); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʆʩʚʦʙʦʞʜʝʥʠʝ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 
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ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʩ ʢʦʥʪʝʢʩʪʦʤ ʙʠʙʣʠʦʪʝʢʠ. ʇʨʠ ʵʪʦʤ ʦʙʣʘʩʪʠ ʧʘʤʷʪʠ, ʟʘʥʷʪʳʝ ʩʝʢʨʝʪʥʳʤʠ ʢʣʶʯʘʤʠ 
ʠ ʢʣʶʯʦʤ ʇɼʉʏ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʤʠ ʚ ʢʦʥʪʝʢʩʪʝ, ʦʙʥʫʣʷʶʪʩʷ.  
 

7.2.10. ʇʦʣʫʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʢʣʶʯʝʚʳʭ ʧʘʨ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_GetNumOfKeyPair(H_CTX ctx, 
 UInt32 *numof_keypair); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʢʣʶʯʝʚʳʭ ʧʘʨ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

numof_keypair out ʂʦʣʠʯʝʩʪʚʦ ʢʣʶʯʝʚʳʭ ʧʘʨ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʇʦʣʫʯʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʢʣʶʯʝʚʳʭ ʧʘʨ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ.  
 

7.2.11. ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʣʶʯʝʚʦʡ ʧʘʨʝ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_GetKeyPairInfo(H_CTX ctx, 
 UInt32 keypairNumber, 
 char* keypairLabel, 
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 UInt32 *keypairLabelLength, 
 CARRIER_TYPE* carrier, 
 char *filenameCertificate, 
 UInt32 *filenameCertificateLength, 
 UInt8* binaryCert, 
 UInt32 *binaryCertLength, 
 UInt32 *certificateInChainToAdd); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʣʶʯʝʚʦʡ ʧʘʨʝ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

keypairNumber in ʅʦʤʝʨ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, (ʧʝʨʚʳʡ ʥʦʤʝʨ 0) 

keypairLabel out ɹʫʬʝʨ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʝʚʦʡ ʧʘʨʳ 

keypairLabelLen
gth 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ 
ʢʣʶʯʝʚʦʡ ʧʘʨʳ, ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʢʣʶʯʝʚʦʡ 
ʧʘʨʳ 

carrier out ʅʦʩʠʪʝʣʴ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ (ʩʤ. ʧʨʠʣʦʞʝʥʠʝ ˉ4) 

filenameCertifica
te 

out ʀʤʷ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ 

filenameCertifica
teLength 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ, 
ʚʳʭʦʜ - ʜʣʠʥʘ ʙʫʬʝʨʘ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ 

binaryCert out ɹʫʬʝʨ ʩ ʩʝʨʪʠʬʠʢʘʪʦʤ ʚ ʬʦʨʤʘʪʝ ASN.1 

binaryCertLengt
h 

in/out ɺʭʦʜ - ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʳʡ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʩ ʩʝʨʪʠʬʠʢʘʪʦʤ, ʚʳʭʦʜ 
- ʜʣʠʥʘ ʙʫʬʝʨʘ ʩ ʩʝʨʪʠʬʠʢʘʪʦʤ 

certificateInChai
nToAdd 

out ʂʦʣʠʯʝʩʪʚʦ ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʨʠʩʦʝʜʠʥʷʝʤʳʭ ʚ CMS ʧʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ 
ʕʇ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 
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ʅʝʦʙʭʦʜʠʤʦ ʚʳʟʳʚʘʪʴ ʧʝʨʝʜ ʧʦʢʘʟʦʤ ʧʦʣʴʟʦʚʘʪʝʣʶ ʩʦʦʙʱʝʥʠʷ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʠʣʦʞʠʪʴ ʊʄ-
ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʣʠ ʚʩʪʘʚʠʪʴ ʬʣʝʰʢʫ ʩ ʢʣʶʯʦʤ. ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʜʦʣʞʝʥ ʩʦʜʝʨʞʘʪʴʩʷ ʚ 
ʩʦʦʙʱʝʥʠʠ. ʇʦʩʣʝ ʧʦʢʘʟʘ ʩʦʦʙʱʝʥʠʷ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ ʬʫʥʢʮʠʶ cr_LoadKeyPair.  
 

7.2.12. ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʦʩʠʪʝʣʝ ʢʣʶʯʘ ʇɼʉʏ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_GetPrndCarrier(H_CTX ctx, 
 CARRIER_TYPE* carrier); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʦʩʠʪʝʣʝ ʢʣʶʯʘ ʇɼʉʏ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

carrier out ʅʦʩʠʪʝʣʴ ʢʣʶʯʘ ʇɼʉʏ (ʩʤ. ʧʨʠʣʦʞʝʥʠʝ ˉ4) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʅʝʦʙʭʦʜʠʤʦ ʚʳʟʳʚʘʪʴ ʧʝʨʝʜ ʧʦʢʘʟʦʤ ʧʦʣʴʟʦʚʘʪʝʣʶ ʩʦʦʙʱʝʥʠʷ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʠʣʦʞʠʪʴ ʊʄ-
ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʣʠ ʚʩʪʘʚʠʪʴ ʬʣʝʰʢʫ ʩ ʢʣʶʯʦʤ. ʇʦʩʣʝ ʧʦʢʘʟʘ ʩʦʦʙʱʝʥʠʷ ʩʣʝʜʫʝʪ ʚʳʟʚʘʪʴ ʬʫʥʢʮʠʶ 
cr_LoadPrnd.  

7.2.13. ʇʦʠʩʢ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʧʦ ʩʝʨʪʠʬʠʢʘʪʫ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_FindKeyPair (H_CTX ctx, 
 UInt8* binaryCert, 
 UInt32 binaryCertLength, 
 UInt32* keypairNumber); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʠʩʢ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʧʦ ʩʝʨʪʠʬʠʢʘʪʫ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

binaryCert in ɹʫʬʝʨ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 
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binaryCertLengt
h 

in ɼʣʠʥʘ ʙʫʬʝʨʘ ʩʝʨʪʠʬʠʢʘʪʘ 

keypairNumber out ʅʦʤʝʨ ʩʚʷʟʢʠ (ʥʫʤʝʨʘʮʠʷ ʥʘʯʠʥʘʝʪʩʷ ʩ 0) 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʠʱʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʠ ʚʦʟʚʨʘʱʘʝʪ ʥʦʤʝʨ ʩʚʷʟʢʠ, ʩʦʜʝʨʞʘʱʠʡ ʟʘʜʘʥʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ. ɺ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʬʫʥʢʮʠʶ cr_FindKeyPairGUI.  
 
 

7.2.14. ʇʦʠʩʢ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʧʦ ʩʝʨʪʠʬʠʢʘʪʫ ʩ ʚʠʟʫʘʣʴʥʳʤ ʚʳʚʦʜʦʤ 
ʧʘʨʘʤʝʪʨʦʚ ʧʦʠʩʢʘ 

Int32 DECL cr_FindKeyPairGUI(H_CTX ctx, 
 UInt8* binaryCert, 
 UInt32 binaryCertLength, 
 H_KEYPAIR* keypair); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʇʦʠʩʢ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʧʦ ʩʝʨʪʠʬʠʢʘʪʫ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ ʩ ʚʠʟʫʘʣʴʥʳʤ ʚʳʚʦʜʦʤ ʧʘʨʘʤʝʪʨʦʚ 
ʧʦʠʩʢʘ. 

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

binaryCert in ɹʫʬʝʨ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʬʦʨʤʘʪʝ ASN.1 ʠʣʠ PEM 

binaryCertLengt
h 

in ɼʣʠʥʘ ʙʫʬʝʨʘ ʩʝʨʪʠʬʠʢʘʪʘ 

keypair out ʂʦʥʪʝʢʩʪ ʢʣʶʯʝʚʦʡ ʧʘʨʳ 
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ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʩʨʝʜʝ ʆʉ Windows. ʌʫʥʢʮʠʷ ʚʳʩʚʝʯʠʚʘʝʪ ʵʢʨʘʥʥʳʝ ʬʦʨʤʳ, ʢʦʪʦʨʳʝ 
ʩʦʜʝʨʞʘʪ ʜʘʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʘ.  ʇʦʣʴʟʦʚʘʪʝʣʴ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʛʨʫʟʠʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʘʢʨʳʪʳʡ ʢʣʶʯ 
ʠ ʬʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ. ʇʨʠ ʵʪʦʤ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʟʘʧʠʩʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 
ʢʣʶʯʝʚʦʡ ʧʘʨʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʠ ʪʦʛʜʘ ʧʨʠ ʩʣʝʜʫʶʱʝʤ ʚʳʟʦʚʝ ʬʫʥʢʮʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 
ʧʨʝʜʣʦʞʠʪ ʟʘʛʨʫʟʠʪʴ ʩʦʭʨʘʥʝʥʥʫʶ ʩʚʷʟʢʫ.  

7.2.15. ɻʝʥʝʨʘʮʠʷ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʠ ʟʘʧʨʦʩʘ ʥʘ ʩʝʨʪʠʬʠʢʘʪ ʚ ʚʠʟʫʘʣʴʥʦʤ ʨʝʞʠʤʝ 

Int32 DECL cr_GenerateKeyPairGUI(H_CTX ctxX ); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɻʝʥʝʨʠʨʫʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ, ʠʩʧʦʣʴʟʫʷ ʵʢʨʘʥʥʳʝ ʬʦʨʤʳ.  

ʇʘʨʘʤʝʪʨʳ:  

 in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʩʨʝʜʝ ʆʉ Windows.  

7.2.16. ɿʘʛʨʫʟʢʘ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʚ ʢʦʥʪʝʢʩʪʝ ʙʠʙʣʠʦʪʝʢʠ 

Int32 DECL cr_LoadKeyPair(H_CTX ctx, 
 UInt32 keypairNumber, 
 const char *Apassw, 
 H_KEYPAIR* keypair); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɿʘʛʨʫʞʘʝʪ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʩ ʥʦʩʠʪʝʣʷ, ʠ ʩʝʨʪʠʬʠʢʘʪ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ.  
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ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

keypairNumber in ʅʦʤʝʨ ʩʚʷʟʢʠ (ʥʫʤʝʨʘʮʠʷ ʥʘʯʠʥʘʝʪʩʷ ʩ 0) 

Apassw in ɺ ʩʣʫʯʘʝ ʢʣʶʯʘ ʩ ʧʘʨʦʣʝʤ ʧʝʨʝʜʘʝʪʩʷ ʧʘʨʦʣʴ ʢʣʶʯʘ, ʚ ʩʣʫʯʘʝ 
ʜʚʫʭʢʦʤʧʦʥʝʥʪʥʦʛʦ ʢʣʶʯʘ ʧʝʨʝʜʘʝʪʩʷ ʧʘʨʦʣʴ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ. 

keypair out ʂʦʥʪʝʢʩʪ ʢʣʶʯʝʚʦʡ ʧʘʨʳ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_HANDLE  ʅʝʚʝʨʥʳʡ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, ʢʦʥʪʝʢʩʪ 
ʙʳʣ ʟʘʢʨʳʪ ʨʘʥʝʝ 

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ERR_MEM  ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʘʤʷʪʠ 

ERR_NOT_FOUND  ʇʦʠʩʢ ʥʝ ʦʢʘʟʘʣʩʷ ʨʝʟʫʣʴʪʘʪʠʚʥʳʤ 

ERR_OPEN_FILE  ʆʰʠʙʢʘ ʦʪʢʨʳʪʠʷ ʬʘʡʣʘ 

ERR_BAD_USER  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʝʚʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ERR_TMDRV_NOT_F
OUND 

 ʅʝ ʥʘʡʜʝʥ ʜʨʘʡʚʝʨ TMDRV 

ERR_READ_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ 

ERR_BAD_SELFTEST  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʪʝʩʪʘ ʢʨʠʧʪʦʬʫʥʢʮʠʡ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNSUPPORTED
_ALGORITHM 

 ɸʣʛʦʨʠʪʤ ʕʇ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ɻʆʉʊ ʈ 34.10-2001, 
ɻʆʉʊ ʈ 34.10-2012 

ERR_GKUZ_PSW  ʆʰʠʙʢʘ ʧʘʨʦʣʷ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_NO_TM_ATTAC
HED 

 TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʥʝ ʧʨʠʣʦʞʝʥ ʢ ʩʲʝʤʥʠʢʫ 

ERR_READ_TM  ʆʰʠʙʢʘ ʯʪʝʥʠʷ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_GK_READ  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ 

ERR_UZ_READ  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʫʟʣʦʚ ʟʘʤʝʥʳ 

ERR_MORE_DATA  ɺʳʭʦʜʥʦʡ ʙʫʬʝʨ ʠʤʝʝʪ ʨʘʟʤʝʨ ʤʝʥʴʰʝ, ʯʝʤ 
ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʜʘʥʥʳʭ  

ERR_BAD_LEN  ɼʣʠʥʘ ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ 

ERR_LOAD_KEY  ʆʰʠʙʢʘ ʟʘʛʨʫʟʢʠ ʢʣʶʯʘ 

ERR_CRC_SK_FILE  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ 

ERR_NOT_USED_TM
DRV 

 ʊʨʝʙʫʝʪʩʷ ʜʨʘʡʚʝʨ TMDRV, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 
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ERR_NOT_USED_GK
UZ 

 ʊʨʝʙʫʝʪʩʷ ʛʣʘʚʥʳʡ ʢʣʶʯ, ʥʦ ʦʥ ʥʝ ʙʳʣ 
ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥ ʨʘʥʝʝ 

ERR_HANDLE_TYPE  ʅʝʚʝʨʥʳʡ ʪʠʧ ʢʦʥʪʝʢʩʪʘ ʙʠʙʣʠʦʪʝʢʠ, ʥʘʧʨʠʤʝʨ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʧʦʜʭʦʜʷʱʠʡ ʢʦʥʪʝʢʩʪ 

ERR_CRYDRV  ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʙʠʙʣʠʦʪʝʢʠ, 
ʨʘʙʦʪʘ ʥʝʚʦʟʤʦʞʥʘ 

ERR_READ_MK_FILE  ʆʰʠʙʢʘ ʯʪʝʥʠʷ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_INIT_CRYMASK  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʬʘʡʣʘ ʩ ʤʘʩʢʦʡ 

ERR_WRITE_TM  ʆʰʠʙʢʘ ʟʘʧʠʩʠ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_CRC_TM  ʆʰʠʙʢʘ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ TM-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

ERR_TEMPLATE  ʆʰʠʙʢʘ ʰʘʙʣʦʥʘ 

ERR_INVALID_UNDE
FINED_LENGTH 

 ɼʣʠʥʘ ʦʙʲʝʢʪʘ ʥʝ ʟʘʜʘʥʘ 

ERR_DECODE  ʆʰʠʙʢʘ ʜʝʢʦʜʠʨʦʚʘʥʠʷ, ʚʦʟʤʦʞʥʦ, ʠʩʧʦʨʯʝʥʳ 
ʜʘʥʥʳʝ ʠʣʠ ʥʝʚʝʨʝʥ ʬʦʨʤʘʪ 

ERR_UNKNOWN_AS
N1_TYPE 

 ʅʝʠʟʚʝʩʪʥʳʡ ʪʠʧ ASN1 ʦʙʲʝʢʪʘ 

ERR_LONG_LENGTH  ɼʣʠʥʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ OID ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ 
ʨʘʟʤʝʨ 

ERR_BAD_ASN1_OBJ
ECT 

 ʅʘʨʫʰʝʥʘ ʩʪʨʫʢʪʫʨʘ ASN1 ʦʙʲʝʢʪʘ 

ERR_TAG_MISMATC
H 

 ʆʰʠʙʢʘ ʪʝʛʘ ASN1 

ERR_CERTIFICATE_T
IME_ELAPSED 

 ʀʩʪʝʢ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʩʝʨʪʠʬʠʢʘʪʘ 

ERR_STRUCT_VALU
E_NOT_SET 

 ɿʥʘʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʥʝ ʟʘʜʘʥʦ 

ERR_INVALID_TIME  ʅʝʚʝʨʥʦʝ ʚʨʝʤʷ 

ERR_DIFFERENT  ʉʨʘʚʥʠʚʘʝʤʳʝ ʦʙʲʝʢʪʳ ʨʘʟʣʠʯʥʳ 

ERR_BAD_CRYPTOC
ORE 

 ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʨʘʙʦʪʳ ʢʨʠʧʪʦʷʜʨʘ, ʨʘʙʦʪʘ 
ʥʝʚʦʟʤʦʞʥʘ 

ERR_UNKNOWN_OID  ʅʝʠʟʚʝʩʪʥʳʡ OID ʘʣʛʦʨʠʪʤʘ 

ERR_BAD_SIGN  ʕʇ ʥʝ ʚʝʨʥʘ 

ERR_BAD_PEM  ʆʰʠʙʢʘ ʬʦʨʤʘʪʘ ʜʘʥʥʳʭ PEM 

ERR_CHOICE_TYPE  ʆʰʠʙʢʘ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʘ 

ERR_NOT_SIGNED_D
ATA_TYPE 

 ʅʝ ʥʘʡʜʝʥʳ ʧʦʜʧʠʩʘʥʥʳʝ ʜʘʥʥʳʝ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 
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ʀʥʬʦʨʤʘʮʠʷ ʦ ʥʦʩʠʪʝʣʝ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʠ ʛʣʘʚʥʦʛʦ ʢʣʶʯʘ ʙʝʨʝʪʩʷ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ.  
ʅʫʤʝʨʘʮʠʷ ʥʦʤʝʨʦʚ ʩʚʷʟʢʠ ʥʘʯʠʥʘʝʪʩʷ ʩ ʥʫʣʷ. ʇʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʩʣʝʜʫʝʪ 
ʦʩʚʦʙʦʜʠʪʴ ʢʦʥʪʝʢʩʪ ʧʫʪʝʤ ʚʳʟʦʚʘ ʬʫʥʢʮʠʠ cr_FreeKeyPair.  
 

7.2.17. ʆʩʚʦʙʦʞʜʝʥʠʝ ʨʝʩʫʨʩʦʚ ʢʣʶʯʝʚʦʡ ʧʘʨʳ 

Int32 DECL cr_FreeKeyPair(H_KEYPAIR keypair); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʆʩʚʦʙʦʞʜʘʝʪ ʢʦʥʪʝʢʩʪ ʢʣʶʯʝʚʦʡ ʧʘʨʳ.  

ʇʘʨʘʤʝʪʨʳ:  

keypair in ʂʦʥʪʝʢʩʪ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, ʚʦʟʚʨʘʱʝʥʥʳʡ ʬʫʥʢʮʠʝʡ cr_LoadKeyPair 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  

ERR_BAD_PARAM  ʅʝʧʨʘʚʠʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠʣʠ ʥʫʣʝʚʦʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʆʩʚʦʙʦʞʜʘʝʪ ʨʝʩʫʨʩʳ ʢʦʥʪʝʢʩʪʘ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʩ ʦʯʠʩʪʢʦʡ ʚʩʝʭ ʦʙʣʘʩʪʝʡ ʆɿʋ, ʚ 
ʢʦʪʦʨʳʭ ʩʦʜʝʨʞʘʣʠʩʴ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʠʥʬʦʨʤʘʮʠʷ. ɽʩʣʠ ʥʝ ʦʩʚʦʙʦʜʠʪʴ ʢʦʥʪʝʢʩʪ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, 
ʬʫʥʢʮʠʷ cr_Finalize ʚʝʨʥʝʪ ʢʦʜ ʦʰʠʙʢʠ 1001. ɽʩʣʠ ʥʝ ʦʩʚʦʙʦʜʠʪʴ ʜʚʘ ʢʦʥʪʝʢʩʪʘ ʢʣʶʯʝʚʦʡ ʧʘʨʳ, 
ʬʫʥʢʮʠʷ cr_Finalize ʚʝʨʥʝʪ ʢʦʜ ʦʰʠʙʢʠ 1002 ʠ ʪ.ʜ.  

7.2.18. ɿʘʛʨʫʟʢʘ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ ʚ ʚʠʟʫʘʣʴʥʦʤ ʨʝʞʠʤʝ  

Int32 DECL cr_AddCertificateGUI(H_CTX ctx, 
 const char *Filename, 
 UInt8* binaryCert, 
 UInt32 binaryCertLength, 
 H_STORAGE *itemN); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɿʘʛʨʫʞʘʝʪ ʩʝʨʪʠʬʠʢʘʪ ʚ ʭʨʘʥʠʣʠʱʝ (ʨʝʞʠʤ çʧʦʢʘʟʘè). ʌʦʨʤʘʪ ʩʝʨʪʠʬʠʢʘʪʘ ʤʦʞʝʪ ʙʳʪʴ P7B 
(ʥʝʩʢʦʣʴʢʦ ʩʝʨʪʠʬʠʢʘʪʦʚ), ASN.1 ʠʣʠ PEM.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

Filename in ʀʤʷ ʬʘʡʣʘ ʩʝʨʪʠʬʠʢʘʪʘ 

binaryCert in ɹʫʬʝʨ ʩʝʨʪʠʬʠʢʘʪʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ ʚ P7B, ASN.1 ʠʣʠ PEM ʬʦʨʤʘʪʝ 

binaryCertLengt
h 

in ɼʣʠʥʘ ʙʫʬʝʨ ʩʝʨʪʠʬʠʢʘʪʘ 
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itemN out ʀʥʜʝʢʩ ʚ ʭʨʘʥʠʣʠʱʝ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʩʨʝʜʝ ʆʉ Windows. ʇʨʠ ʟʘʛʨʫʟʢʝ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʭʨʘʥʠʣʠʱʝ ʧʨʦʚʝʨʢʘ 
ʩʝʨʪʠʬʠʢʘʪʘ ʥʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʠ ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʫʯʘʝʪ ʩʪʘʪʫʩ BAD_STATUS. ɽʩʣʠ ʩʝʨʪʠʬʠʢʘʪ ʠʤʝʝʪ 
ʩʨʦʢ ʜʝʡʩʪʚʠʷ, ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʚʨʝʤʝʥʠ, ʟʘʛʨʫʞʝʥʥʦʤʫ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ, ʩʝʨʪʠʬʠʢʘʪ ʧʦʣʫʯʘʝʪ 
ʩʪʘʪʫʩ ERR_CERTIFICATE_TIME_ELAPSED. ʕʪʦʡ ʬʫʥʢʮʠʝʡ ʜʦʧʫʩʢʘʝʪʩʷ ʟʘʛʨʫʞʘʪʴ ʢʦʨʥʝʚʳʝ 
ʩʝʨʪʠʬʠʢʘʪʳ, ʋʎ ʩʝʨʪʠʬʠʢʘʪʳ (ʩ ʚʳʩʪʘʚʣʝʥʥʳʤ ʚ KeyUsage ʧʨʠʟʥʘʢʦʤ CA), ʘ ʪʘʢʞʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ 
ʩʝʨʪʠʬʠʢʘʪʳ. ɽʩʣʠ ʩʝʨʪʠʬʠʢʘʪ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ, ʪʦ ʥʘ ʵʢʨʘʥ ʚʳʚʦʜʷʪʩʷ ʜʘʥʥʳʝ 
ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʧʨʝʜʣʦʞʝʥʠʝ ʦ ʝʛʦ ʫʩʪʘʥʦʚʢʝ ʚ ʢʦʥʪʝʢʩʪ (ʩʤ. ʈʠʩʫʥʦʢ 1).  

 

ʈʠʩʫʥʦʢ 1 ï ʈʝʞʠʤ çʧʦʢʘʟʘè ʩʝʨʪʠʬʠʢʘʪʘ 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʩʝʨʪʠʬʠʢʘʪʘ ʩʣʝʜʫʝʪ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʇʨʠʥʷʪʴ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʩʝʨʪʠʬʠʢʘʪ ʦʪʦʙʨʘʞʸʥ ʙʫʜʝʪ 
ʫʩʪʘʥʦʚʣʝʥ ʠ ʦʪʦʙʨʘʞʸʥ ʚ ʩʧʠʩʢʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (ʩʤ. ʈʠʩʫʥʦʢ 2). 
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ʈʠʩʫʥʦʢ 2 ï ʉʧʠʩʦʢ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ 

 

7.2.19. ɿʘʛʨʫʟʢʘ ʢʣʶʯʘ ʇɼʉʏ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ ʚ ʚʠʟʫʘʣʴʥʦʤ ʨʝʞʠʤʝ 

Int32 DECL cr_LoadPrndGUI(H_CTX ctx); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɿʘʛʨʫʞʘʝʪ ʢʣʶʯ ʇɼʉʏ, ʠʩʧʦʣʴʟʫʷ ʵʢʨʘʥʥʳʝ ʬʦʨʤʳ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 

ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʩʨʝʜʝ ʆʉ Windows.  
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ʈʠʩʫʥʦʢ 3 ï ɻʝʥʝʨʘʮʠʷ ʢʣʶʯʘ ʇɼʉʏ 

 

7.2.20. ɿʘʛʨʫʟʢʘ ʢʣʶʯʝʚʦʡ ʧʘʨʳ ʚ ʢʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ ʚ ʚʠʟʫʘʣʴʥʦʤ ʨʝʞʠʤʝ 

Int32 DECL cr_LoadKeyPairGUI(H_CTX ctx, 
 H_KEYPAIR* keypair); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ɿʘʛʨʫʞʘʝʪ ʢʣʶʯʝʚʫʶ ʧʘʨʫ ʥʘ ʪʝʢʫʱʠʡ ʩʝʘʥʩ ʨʘʙʦʪʳ, ʠʩʧʦʣʴʟʫʷ ʵʢʨʘʥʥʳʝ ʬʦʨʤʳ.  

ʇʘʨʘʤʝʪʨʳ:  

ctx in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

keypair out ʂʦʥʪʝʢʩʪ ʢʣʶʯʝʚʦʡ ʧʘʨʳ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_NOT_SUPPORT
ED 

 ʌʫʥʢʮʠʷ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʠʣʠ ʚ 
ʜʘʥʥʦʤ ʠʩʧʦʣʥʝʥʠʠ 

 

ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʠ: 
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ʌʫʥʢʮʠʷ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʚ ʩʨʝʜʝ ʆʉ Windows. ʇʝʨʝʜ ʟʘʛʨʫʟʢʦʡ ʢʣʶʯʘ ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 
ʩʣʝʜʫʝʪ ʜʦʙʘʚʠʪʴ ʩʚʷʟʢʫ, ʢʦʪʦʨʘʷ ʚʢʣʶʯʘʝʪ ʟʘʛʨʫʟʢʫ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ 
ʩʝʨʪʠʬʠʢʘʪʘ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ, ʧʦʣʫʯʝʥʥʦʛʦ ʠʟ ʋʎ (ʩʤ. ʈʠʩʫʥʦʢ 4).  
 

 

ʈʠʩʫʥʦʢ 4 ï ɼʦʙʘʚʣʝʥʠʝ ʩʚʷʟʢʠ 

ʇʨʠ ʚʳʟʦʚʝ ʤʝʪʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʝʜʣʘʛʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʵʢʨʘʥʥʦʡ ʬʦʨʤʳ ʚʳʙʨʘʪʴ ʥʦʩʠʪʝʣʴ 
ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʠ ʩʝʨʪʠʬʠʢʘʪ. ʇʨʠ ʫʩʧʝʰʥʦʤ ʚʳʙʦʨʝ ʠ ʧʦʩʣʝʜʫʶʱʝʤ ʫʩʧʝʰʥʦʤ ʢʦʥʪʨʦʣʝ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʦ ʭʨʘʥʠʣʠʱʫ ʚ ʢʦʥʪʝʢʩʪʝ ʬʦʨʤʠʨʫʝʪʩʷ ʩʚʷʟʢʘ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʢʣʶʯʘ.  

7.2.21. ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʢʦʥʪʝʢʩʪʘ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʡ ʭʝʰ-ʬʫʥʢʮʠʠ 

Int32 DECL cr_DigestInit(H_CTX ctxX, 
 H_DIGEST* digest); 
 

ʅʘʟʥʘʯʝʥʠʝ: 

ʀʥʠʮʠʘʣʠʟʘʮʠʷ ʢʦʥʪʝʢʩʪʘ ʚʳʯʠʩʣʝʥʠʷ ʟʥʘʯʝʥʠʡ ʭʝʰ-ʬʫʥʢʮʠʠ.  

ʇʘʨʘʤʝʪʨʳ:  

ctxX in ʂʦʥʪʝʢʩʪ ʙʠʙʣʠʦʪʝʢʠ 

digest out ʂʦʥʪʝʢʩʪ ʭʝʰ-ʬʫʥʢʮʠʠ 

 

ɺʦʟʚʨʘʱʘʝʤʦʝ ʟʥʘʯʝʥʠʝ: 

ʌʫʥʢʮʠʷ ʚʦʟʚʨʘʱʘʝʪ ʢʦʜ ʦʰʠʙʢʠ: 

 

ERR_OK  ʆʰʠʙʦʢ ʥʝ ʦʙʥʘʨʫʞʝʥʦ 

ERR_INIT  ɹʠʙʣʠʦʪʝʢʘ ʥʝ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʥʘ ʯʝʨʝʟ cr_init  


